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Executive Summary

This report presents the findings of Privacy Rights Clearinghouse's comprehensive survey of data breach
notification laws across all 50 U.S. states and the District of Columbia, reflecting statutes enacted as of
January 1, 2026. Using a standardized framework of 50 questions, we analyzed each jurisdiction's
requirements for breach notification timing, covered data types, notification recipients, enforcement
mechanisms, and consumer remedies.

2025: Toward Specific Deadlines

Most state breach notification laws require notification "without unreasonable delay" or "in the most
expedient time possible"—vague standards that are difficult to enforce. Only 20 states (39%) specify
numeric deadlines for consumer notification.

In 2025, California enacted SB 446, establishing a firm 30-day deadline for consumer notification and
replacing the previous "most expedient time possible" standard. The law also requires entities to notify
the Attorney General within 15 days of consumer notification when breaches affect 500 or more
California residents. Privacy Rights Clearinghouse proudly supported this legislation.

Why does this matter? Our 2025 Data Breach Annual Report found that only about 10% of California
breach notifications from 2020-2025 where we have both breach and notification date would have met a
30-day deadline under the old standard. Concrete deadlines transform unenforceable language into
measurable obligations that protect consumers.

The Transparency Gap

Our survey found that 36 states (71%) now require entities to report data breaches to the Attorney
General or another state agency. Yet despite this wealth of information flowing to state governments,
only 21 states make breach notification data publicly accessible through searchable online portals.

This transparency gap matters. Privacy Rights Clearinghouse has maintained the Data Breach Chronology
since 2005, a public database of reported breaches, now containing more than 85,000 breach
notifications. This resource, available at privacyrights.org/data-breaches, enables consumers to
understand their exposure, researchers to identify trends, and policymakers to craft evidence-based
reforms.

When states collect breach reports but keep them confidential, they deprive consumers of information
necessary to protect themselves and shield breached entities from public accountability.
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Key Findings

Notification Timing

20 states (39%) specify numeric deadlines for consumer notification, ranging from 30 to 60 days. The
remaining 31 states (61%) use qualitative language such as "without unreasonable delay" or "as
expeditiously as possible."

Among states with numeric deadlines:
* 30 days: California, Colorado, Florida, New York, Washington (5 states)

45 days: Alabama, Arizona, Indiana, New Mexico, Ohio, Oregon, Rhode Island, Tennessee, Vermont,
Wisconsin (10 states)

* 60 days: Connecticut, Delaware, Louisiana, South Dakota, Texas (5 states)

Personal Information Coverage

States vary significantly in what types of information trigger breach notification requirements:

¢ Biometric data: 22 states explicitly include biometric identifiers; 2 additional states have varying
coverage

* Medical information: 24 states explicitly cover medical/health information; 1 state varies

e Government IDs: 24 states include all government IDs; 25 states have partial coverage (typically
limited to specific IDs like driver's licenses)

¢ Paper records: Only 9 states (18%) extend breach notification requirements to paper records, with
2 additional states having varying coverage

Attorney General Notification

36 states (71%) explicitly require notification to the Attorney General or another state agency when a
data breach occurs. Despite these reporting requirements, only 21 states maintain publicly accessible
breach notification portals, limiting transparency and consumer awareness.

Enforcement and Consumer Remedies

24 states (47%) provide a private right of action allowing individuals to sue directly for breach notification
violations: Alaska, Arkansas, California, Connecticut, District of Columbia, Hawaii, lllinois, Louisiana,
Maryland, Massachusetts, Minnesota, Montana, Nevada, New Hampshire, New Jersey, North Carolina,
North Dakota, Oregon, South Carolina, South Dakota, Tennessee, Vermont, Virginia, and Washington.

6 states (12%) require entities to provide free credit monitoring or identity theft protection services to
affected consumers: California, Connecticut, District of Columbia, Delaware, Massachusetts, and
Pennsylvania.
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Federal Compliance Exemptions

Many states provide exemptions for entities already subject to federal data security requirements:

* GLBA exemption: 42 states (82%) exempt financial institutions complying with the Gramm-Leach-
Bliley Act

* HIPAA exemption: 33 states (65%) exempt HIPAA-covered entities and business associates

The GLBA requires financial institutions to notify federal regulators (OCC, FDIC, Federal Reserve) of
security incidents under the Interagency Guidelines. However, these federal agencies do not make breach
notifications public, creating a significant transparency gap. Unlike state Attorney General breach
reports—some of which are publicly accessible—bank breach data remains hidden from consumers,
researchers, and policymakers, limiting our understanding of security incidents in the financial sector.
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Methodology

Survey Design

This survey analyzes data breach notification statutes using 50 standardized questions organized into
three groups:

Definitions (Q1-2)
Q1. What is the definition of "breach," "data breach," "security incident" or the event that triggers notification?

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered by the law?

Data Type Coverage (Q3-10)
Q3. Can biometric information contribute to triggering breach notification requirements?
Q4. Can government-issued IDs and/or passports contribute to triggering breach notification requirements?
Q5. Can medical information contribute to triggering breach notification requirements?
Q6. Can paper records contribute to triggering breach notification requirements?
Q7. Can deidentified information contribute to triggering breach notification requirements?
Q8. Can publicly available information contribute to triggering breach notification requirements?
Q9. Can encrypted information (if the decryption key was NOT exposed) trigger notification requirements?

Q10. Can encrypted information (if the decryption key WAS exposed) trigger notification requirements?

Covered Entities (Q11-14)

Q11. Are businesses subject to notification requirements?
Q12. Are persons (or individuals) subject to notification requirements?
Q13. Are state government agencies subject to notification requirements?

Q14. Are local governments subject to notification requirements?

Notification Triggers & Timing (Q15-21)
Q15. Is notification triggered immediately after the discovery of the breach?
Q16. Does the law require a risk assessment before notification is required?
Q17. Are there permitted delays for notification, and if so, under what conditions?
Q18. Does the statute specify numeric day limits for breach notification to individuals?
Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
Q20. What is the notification timeframe for government agencies to notify affected individuals (in days)?

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in days)?

Notification Methods (Q22-26)
Q22. Does the law permit substitute notice under certain conditions?
Q23. Does the law specify mail as a valid notification method?
Q24. Does the law specify email as a valid notification method?
Q25. Does the law specify website posting as a valid notification method?

Q26. Does the law specify media notification as a valid notification method?

Notification Content & Recipients (Q27-36)
Q27. Does the law specify what information about the breach must be included in notifications?

Q28. Is notification to the impacted individual required?
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Q29. Does the law require sending a breach notification to a Credit Reporting Agency?

Q30. Is notification to the Attorney General/state agency required, and what is the threshold?
Q31. Does any statute require the receiving state agency to publish breach notifications publicly?
Q32. Must breach notifications include the specific number of individuals affected?

Q33. Does the law require a description of how the breach occurred?

Q34. Does the law require notifications to include information about response actions?

Q35. Does the law require notifications to specify types of personal information compromised?

Q36. Does the law require follow-up notifications if scope changes?

Third-Party Processor Requirements (Q37-39)
Q37. Does the law require third-party processors to directly notify individuals, or only notify the contracting
entity?
Q38. If processors must notify the contracting entity, what is the timeframe?

Q39. Does the law permit processors to provide breach notifications on behalf of the contracting entity?

Federal Compliance Exemptions (Q40-44)
Q40. Does the law provide an exemption for entities complying with HIPAA?
Q41. Does the law provide an exemption for entities complying with GLBA?
Q42. Does the law provide an exemption for entities complying with other federal breach notification
regulations?
Q43. Does the law provide an exemption for entities with their own equivalent notification procedures?

Q44. Does the law provide safe harbors beyond federal compliance?

Enforcement & Consumer Remedies (Q45-50)
QA45. Does the law provide enforcement measures?
Q46. Does the law provide an explicit private right of action for breach notification violations?

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory damages
available?

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?
Q49. Can the Attorney General seek injunctive or other remedies?

Q50. Does the law require credit monitoring or identity-theft protection?

Data Collection & Analysis

Statute text for all 51 jurisdictions was collected from official state sources. The analysis reflects laws
enacted as of January 1, 2026.
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State-by-State Analysis

The following pages present a detailed analysis of each state's data breach notification law, including
definitions, covered data types, notification requirements, and enforcement mechanisms.

Alaska (AK) Montana (MT)
Alabama (AL) North Carolina (NC)
Arkansas (AR) North Dakota (ND)
Arizona (AZ) Nebraska (NE)
California (CA) New Hampshire (NH)
Colorado (CO) New Jersey (NJ)
Connecticut (CT) New Mexico (NM)
District of Columbia (DC) Nevada (NV)
Delaware (DE) New York (NY)
Florida (FL) Ohio (OH)

Georgia (GA) Oklahoma (OK)
Hawaii (HI) Oregon (OR)

lowa (IA) Pennsylvania (PA)
Idaho (ID) Rhode Island (RI)
Illinois (IL) South Carolina (SC)
Indiana (IN) South Dakota (SD)
Kansas (KS) Tennessee (TN)
Kentucky (KY) Texas (TX)
Louisiana (LA) Utah (UT)
Massachusetts (MA) Virginia (VA)
Maryland (MD) Vermont (VT)
Maine (ME) Washington (WA)
Michigan (M) Wisconsin (WI)
Minnesota (MN) West Virginia (WV)
Missouri (MO) Wyoming (WY)

Mississippi (MS)
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Alaska

Alaska

Alaska Stat. §§ 45.48.010 to 45.48.090 (Personal Information Protection Act) (amended 2008)
link

Definition of breach:

In Alaska 'breach of the security' means unauthorized acquisition, or reasonable belief of unauthorized
acquisition, of personal information that compromises the security, confidentiality, or integrity of the
personal information maintained by the information collector; acquisition includes acquisition by
photocopying, facsimile, or other paper-based method; a device, including a computer, that can read,
write, or store information that is represented in numerical form; or a method not identified by those
methods.!

Definition of personally identifiable information:

In Alaska 'personal information' means information in any form on an individual that is not encrypted or
redacted, or is encrypted and the encryption key has been accessed or acquired, and that consists of a
combination of an individual's name (first name or first initial and last name) and one or more of the
following: social security number; driver's license number or state identification card number; account
number, credit card number, or debit card number; if an account can only be accessed with a personal
code, the account number and the personal code; or passwords, personal identification numbers, or other
access codes for financial accounts.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® Yes®
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
] . available . .
information: . . information: when key
information: g
No7 No? exposed:
Nos
Yes?0
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Alaska
Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Alaska defines a breach as unauthorized acquisition or reasonable belief of unauthorized acquisition of
personal information that compromises security, confidentiality, or integrity, with a broad definition of
acquisition methods including paper-based and electronic means.s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Alaska requires a combination of an individual's name (first name/initial plus last name) with one or more
sensitive data elements including SSN, driver's license/state ID, financial account numbers, and financial
account access codes.’6

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Alaska does not include biometric information in its definition of personal information; the
enumerated data elements are limited to SSN, government IDs, financial account numbers, and financial
access codes.'”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Alaska covers state-issued IDs (driver's license and state identification card numbers) but does not
mention passports or other federal government-issued identification numbers.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Alaska does not include medical information, health records, or health insurance information in its
definition of personal information.?

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

Yes Alaska explicitly covers information in any form and specifically includes paper-based acquisition
methods such as photocopying and facsimile in its breach definition.2°
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Alaska
Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Alaska excludes redacted information from the definition of personal information, and the
requirement for an individual's name combined with sensitive data elements means properly deidentified
data would not trigger notification.

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Alaska does not explicitly exclude publicly available information, but the enumerated sensitive data
elements (SSN, driver's license numbers, financial account information) are not typically publicly available,
so public information alone would not meet the definition.2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Alaska provides an encryption safe harbor; personal information that is encrypted is excluded from the
definition unless the encryption key has been accessed or acquired.??

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Alaska explicitly includes encrypted information within the definition of personal information when
the encryption key has been accessed or acquired, requiring notification in such cases.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Alaska explicitly includes persons doing business as covered persons subject to breach notification
requirements.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Alaska includes individuals (persons) with more than 10 employees as covered persons, meaning
individual persons meeting this threshold are subject to notification requirements.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Alaska explicitly includes state governmental agencies (except judicial branch agencies) as covered
persons subject to breach notification requirements.?”

Q14. Are Local governments subject to notification requirements?

Yes Alaska explicitly includes local governmental agencies as covered persons subject to breach
notification requirements.?8

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Alaska does not require immediate notification; it uses a 'most expeditious time possible and without
unreasonable delay' standard that permits time for investigation and system restoration.?®
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Alaska
Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Alaska allows entities to forego notification after conducting an appropriate investigation if they
determine there is no reasonable likelihood of harm, with written documentation and AG notification
required for such determinations.*®

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Alaska permits delays for law enforcement determinations that notification would interfere with
criminal investigation and for time needed to determine breach scope and restore system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Alaska does not specify any numeric day limits for notification; it uses only the non-numeric standard
of 'most expeditious time possible and without unreasonable delay.'3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expeditious time possible and without unreasonable delay Alaska requires businesses to notify
affected individuals in the most expeditious time possible and without unreasonable delay, with no
specific numeric deadline.®

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Most expeditious time possible and without unreasonable delay Alaska applies the same timing
standard to government agencies as to businesses: notification must be made in the most expeditious
time possible and without unreasonable delay.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Alaska requires third-party processors (information recipients) to notify the data owner
(information distributor) immediately after discovering a breach.3®

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Alaska permits substitute notice when cost exceeds $150,000, affected class exceeds 300,000
individuals, or insufficient contact information exists, requiring email (if available), website posting, and
major statewide media notification.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Alaska specifies written notice sent to the resident's most recent address as a primary notification
method.?”

Q24. Does the law specify email as a valid notification method?
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Alaska
Yes Alaska permits electronic notice as a primary method if it is the primary communication method or
compliant with E-SIGN Act, and requires email as part of substitute notice when available.3®
Q25. Does the law specify website posting as a valid notification method?
Yes Alaska permits website posting as part of substitute notice, requiring conspicuous posting on the
information collector's website if one is maintained.??
Q26. Does the law specify media notification as a valid notification method?

Yes Alaska requires notice to major statewide media as part of substitute notice.

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Alaska does not specify required content elements for breach notifications to affected individuals; the
statute addresses notification methods but not content requirements.*
Q28. Is notification to the impacted individual required?

Yes Alaska requires notification to each state resident whose personal information was subject to the
breach.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Alaska requires CRA notification when more than 1,000 state residents are affected, with an
exemption for entities subject to GLBA.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Varies Alaska requires written notification to the Attorney General only when a covered person
determines that notification to consumers is not required due to no reasonable likelihood of harm; there
is no general AG notification requirement for all breaches.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Alaska explicitly provides that AG notifications may not be considered public records, meaning there is
no publication requirement and such notifications are confidential.*>

Q32. Must breach notifications include the specific number of individuals affected by the breach?
No Alaska does not require breach notifications to individuals to include the number of affected
persons.*®

Q33. Does the law require a description of how the breach occurred?

No Alaska does not require notifications to include a description of how the breach occurred.?’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Alaska does not require notifications to include information about response actions or steps being

taken to address the breach.*®

Q35. Does the law require notifications to specify types of personal information compromised?
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Alaska
No Alaska does not require notifications to specify the types of personal information that were
compromised in the breach.*®

Q36. Does the law require follow-up notifications if scope changes?

No Alaska does not require follow-up notifications if the scope of the breach changes after the initial
notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Alaska explicitly states that information recipients (processors) are not required to comply with
individual notification requirements; they must only notify the information distributor (data owner) who
then handles individual notifications.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Alaska requires processors to notify the data owner immediately after discovering a
breach.5?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Alaska places the notification obligation on the information distributor (data owner), not the
information recipient (processor); the statute does not provide for processors to notify on behalf of data
owners.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Alaska does not provide an explicit exemption for entities complying with HIPAA breach notification
requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Alaska provides a partial GLBA exemption only for the CRA notification requirement in § 45.48.040;
entities subject to GLBA are still subject to the other breach notification requirements.>s

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

No Alaska does not provide a general exemption for entities complying with other federal breach
notification regulations beyond the limited GLBA exemption for CRA notification.>®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No Alaska does not provide an exemption for entities that maintain their own breach notification
procedures equivalent to or greater than the statutory requirements.5”

Q44. Does the law provide safe harbors beyond federal compliance?
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Yes Alaska provides safe harbors for encrypted data (when key not compromised), redacted data, a risk-
of-harm assessment allowing notification exemption with AG notice, and good faith employee/agent
acquisitions for legitimate purposes.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Alaska provides enforcement through civil penalties up to $500 per resident (capped at $50,000),
injunctive relief, incorporation into UDAP for non-governmental entities, and Department of
Administration enforcement against government agencies.>°

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Alaska provides a private right of action for non-governmental entity violations through incorporation
into the UDAP statute (AS 45.50.471-45.50.561), which allows private enforcement under AS 45.50.531.¢°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual economic damages limited to $500, plus attorney's fees Alaska limits private recovery for breach
notification violations to actual economic damages capped at $500 under the UDAP treble damages
provision, and actual economic damages without a cap under the attorney fees provision, with prevailing
plaintiffs entitled to full reasonable attorney fees.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Alaska imposes significant limitations: damages capped at $500 actual economic damages, two-year
statute of limitations from discovery, and private actions available only against non-governmental
entities.5?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Alaska grants authority to seek injunctive relief against governmental agency violators, and through
UDAP incorporation, the Attorney General has full enforcement authority including investigation powers
and civil enforcement actions against non-governmental violators.®3

Q50. Does the law require credit monitoring or identity-theft protection?

No Alaska does not require entities to provide credit monitoring or identity theft protection services to
individuals affected by a breach.®*

Endnotes:

. Alaska Stat. § 45.48.090(1)
. Alaska Stat. § 45.48.090(7)
. Alaska Stat. § 45.48.090(7)
. Alaska Stat. § 45.48.090(7)
. Alaska Stat. § 45.48.090(7)(B)((ii)
. Alaska Stat. § 45.48.090(1); Alaska Stat. § 45.48.090(7)
. Alaska Stat. § 45.48.090(7)
. Alaska Stat. § 45.48.090(7)
. Alaska Stat. § 45.48.090(7)
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15.
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34.
35.
36.
37.
38.
39.
40.
41.
42,
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44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
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Alaska Stat. § 45.48.090(7)

Alaska Stat. § 45.48.090(2)

Alaska Stat. § 45.48.090(2)

Alaska Stat. § 45.48.090(2); Alaska Stat. § 45.48.090(3)
Alaska Stat. § 45.48.090(2); Alaska Stat. § 45.48.090(3)
Alaska Stat. § 45.48.090(1)

Alaska Stat. § 45.48.090(7)

Alaska Stat. § 45.48.090(7)

Alaska Stat. § 45.48.090(7)(B)(ii)

Alaska Stat. § 45.48.090(7)

Alaska Stat. § 45.48.090(1); Alaska Stat. § 45.48.090(7)
Alaska Stat. § 45.48.090(7)

Alaska Stat. § 45.48.090(7)

Alaska Stat. § 45.48.090(7)

Alaska Stat. § 45.48.090(7)

Alaska Stat. § 45.48.090(2)

Alaska Stat. § 45.48.090(2)

Alaska Stat. § 45.48.090(2); Alaska Stat. § 45.48.090(3)
Alaska Stat. § 45.48.090(2); Alaska Stat. § 45.48.090(3)
Alaska Stat. § 45.48.010(b)

Alaska Stat. § 45.48.010(c)

Alaska Stat. § 45.48.020; Alaska Stat. § 45.48.010(b)
Alaska Stat. § 45.48.010(b)

Alaska Stat. § 45.48.010(b)

Alaska Stat. § 45.48.010(b); Alaska Stat. § 45.48.090(2)
Alaska Stat. § 45.48.070(a)

Alaska Stat. § 45.48.030(3)

Alaska Stat. § 45.48.030(1)

Alaska Stat. § 45.48.030(2); Alaska Stat. § 45.48.030(3)(A)
Alaska Stat. § 45.48.030(3)(B)

Alaska Stat. § 45.48.030(3)(C)

Alaska Stat. § 45.48.030

Alaska Stat. § 45.48.010(a)

Alaska Stat. § 45.48.040(a); Alaska Stat. § 45.48.040(c)
Alaska Stat. § 45.48.010(c)

Alaska Stat. § 45.48.010(c)

Alaska Stat. § 45.48.030

Alaska Stat. § 45.48.030

Alaska Stat. § 45.48.030

Alaska Stat. § 45.48.030

Alaska Stat. § 45.48.010-45.48.030

Alaska Stat. § 45.48.070(a)

Alaska Stat. § 45.48.070(a)

Alaska Stat. § 45.48.070(a); Alaska Stat. § 45.48.070(b)
Alaska Stat. § 45.48.010-45.48.090

Alaska Stat. § 45.48.040(c)

Alaska Stat. § 45.48.010-45.48.090
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Alaska
57. Alaska Stat. § 45.48.010-45.48.090
58. Alaska Stat. § 45.48.090(7); Alaska Stat. § 45.48.010(c); Alaska Stat. § 45.48.050
59. Alaska Stat. § 45.48.080(a); Alaska Stat. § 45.48.080(b); Alaska Stat. § 45.48.080(c)
60. Alaska Stat. § 45.48.080(b); Alaska Stat. § 45.50.531(a)
61. Alaska Stat. § 45.48.080(b)(2); Alaska Stat. § 45.50.537(a)
62. Alaska Stat. § 45.48.080(b)(2)(A); Alaska Stat. § 45.50.531(f); Alaska Stat. § 45.48.080(b)
63. Alaska Stat. § 45.48.080(a)(2); Alaska Stat. § 45.48.080(b); Alaska Stat. § 45.50.501
64. Alaska Stat. § 45.48.010-45.48.090

Sources:

+ Official code: https://www.akleg.gov/basis/statutes.asp#45.48.010
+ Chapter 92 SLA 2008 (HB65): https://www.akleg.gov/basis/Bill/Text/25?Hsid=HB0065F
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Alabama

Alabama

Ala. Code §§ 8-38-1 to 8-38-12 (Data Breach Notification Act of 2018) (amended 2018) [link

Definition of breach:

In Alabama 'breach of security' or 'breach' means the unauthorized acquisition of data in electronic form
containing sensitive personally identifying information. Acquisition occurring over a period of time
committed by the same entity constitutes one breach. The term does not include good faith acquisition by
an employee or agent unless the information is used for an unrelated purpose or subject to further
unauthorized use; the release of a public record not otherwise subject to confidentiality; or any lawful
investigative, protective, or intelligence activity of a law enforcement or intelligence agency.!

Definition of personally identifiable information:

In Alabama 'sensitive personally identifying information' means an Alabama resident's first name or first
initial and last name in combination with one or more of the following: non-truncated Social Security or
tax ID number; non-truncated driver's license, state ID, passport, military ID, or other unique government
ID number; financial account number with security code/password/PIN; medical history, mental or
physical condition, or medical treatment or diagnosis by a health care professional; health insurance
policy or subscriber ID number and unique health insurer identifiers; or username/email with password or
security question/answer for an online account likely to contain sensitive Pll. The term excludes
information lawfully made public or information that is truncated, encrypted, secured, or modified to
remove identifying elements unless the encryption key has been breached.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 Yes* Yes® No®
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
. . available . .
information: . . information: when key
information: g
No No? exposed:
No3
Yes?0
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Alabama

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Alabama defines a breach as unauthorized acquisition of electronic data containing sensitive Pll, with
exclusions for good faith employee acquisition, public record releases, and law enforcement activities.*®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Alabama requires a combination of an individual's name with one or more sensitive data elements
including SSN, government IDs (including passports), financial accounts with credentials, medical
information, health insurance identifiers, and online account credentials.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Alabama does not include biometric information in its definition of sensitive personally identifying
information; the enumerated categories do not mention biometric data such as fingerprints, retina scans,
or facial geometry.”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Alabama comprehensively covers both state-issued IDs (driver's license, state ID) and federal IDs
(passport, military ID), as well as any other unique government-issued identification number.18

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes Alabama explicitly includes both medical information (medical history, mental or physical condition,
treatment or diagnosis) and health insurance information (policy numbers, subscriber IDs, health insurer
identifiers) as protected data elements.?®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Alabama explicitly limits breach notification requirements to data in electronic form, defined as data
stored electronically or digitally on computer systems or databases, excluding paper records.2°
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Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Alabama excludes information that has been modified to remove personally identifying elements or
rendered unusable, which would include properly deidentified data.?*

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Alabama explicitly excludes information that has been lawfully made public through government
records or widely distributed media from the definition of sensitive personally identifying information.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Alabama provides an encryption safe harbor, excluding encrypted information from the definition of
sensitive Pll unless the encryption key or security credential has also been breached.

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Alabama requires notification for encrypted information when the covered entity knows or has
reason to know that the encryption key or security credential has been breached along with the
encrypted data.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Alabama explicitly includes corporations, partnerships, sole proprietorships, and other business
entities within the definition of covered entity subject to notification requirements.?s

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Alabama includes 'person' in its definition of covered entity, making individuals who acquire or use
sensitive personally identifying information subject to notification requirements.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Alabama explicitly includes the state and its instrumentalities within the definition of government
entity, and specifically confirms that government entities are subject to notice requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes Alabama explicitly includes counties, municipalities, and their instrumentalities within the definition
of government entity, and confirms that government entities are subject to notice requirements.2®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Alabama does not require immediate notification; it allows time for investigation and sets a 45-day
outer limit for notification following determination that a breach occurred and is reasonably likely to
cause substantial harm.?°
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Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?
Yes Alabama requires a risk assessment to determine whether the breach is 'reasonably likely to cause
substantial harm' before notification is required; notification is not automatic upon discovery of any
breach.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Alabama permits delays for law enforcement determinations that notification would interfere with
criminal investigation or national security, with extensions possible upon subsequent written request, as
well as time for conducting the required breach investigation.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Alabama specifies a 45-day limit for notification to individuals following determination that a breach
occurred and is reasonably likely to cause substantial harm, or upon receipt of notice from a third-party
agent.??

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

45 days Alabama requires covered entities (including businesses) to notify affected individuals within 45
days of determining that a breach occurred and is reasonably likely to cause substantial harm.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

45 days Alabama applies the same 45-day notification requirement to government entities as to other
covered entities.?*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

10 days Alabama requires third-party agents to notify the covered entity within 10 days following
determination of or reason to believe a breach occurred.3*

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Alabama permits substitute notice when cost exceeds $500,000, affected individuals exceed 100,000,
or insufficient contact information exists, requiring website posting for 30 days plus print and broadcast
media notice.*¢

Q23. Does the law specify mail as a valid notification method?

Yes Alabama specifies written notice sent to the mailing address of the affected individual as a primary
notification method.?’

Q24. Does the law specify email as a valid notification method?
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Yes Alabama permits email notification sent to the email address of the individual in the covered entity's
records as a valid notification method.?®

Q25. Does the law specify website posting as a valid notification method?

Yes Alabama permits website posting as part of substitute notice, requiring conspicuous posting for 30
days when the covered entity maintains a website.*

Q26. Does the law specify media notification as a valid notification method?

Yes Alabama requires notice in print and broadcast media, including major media in urban and rural
areas, as part of substitute notice.*

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Alabama requires notifications to include the breach date/range, description of compromised
information, actions taken to restore security, steps to protect from identity theft, and contact
information.*!

Q28. Is notification to the impacted individual required?

Yes Alabama requires notification to each individual whose sensitive personally identifying information
was affected when a breach is reasonably likely to cause substantial harm.#

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Alabama requires notification to nationwide consumer reporting agencies when more than 1,000
individuals must be notified at a single time.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Alabama requires written notice to the Attorney General within 45 days when more than 1,000
individuals must be notified.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Alabama explicitly provides that confidential information obtained by the Attorney General is not
subject to public disclosure laws, and does not require publication of received breach notifications.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Alabama requires the approximate number of affected individuals to be included in notifications to
the Attorney General, but does not require this information in notifications to affected individuals.*®

Q33. Does the law require a description of how the breach occurred?

Varies Alabama requires a synopsis of events surrounding the breach in AG notifications, but individual
notifications only require the breach date and description of information acquired, not how the breach
occurred.*’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?
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Yes Alabama requires notifications to individuals to include a general description of actions taken to
restore security and confidentiality.*®

Q35. Does the law require notifications to specify types of personal information compromised?

Yes Alabama requires notifications to include a description of the sensitive personally identifying
information that was acquired in the breach.*

Q36. Does the law require follow-up notifications if scope changes?

No Alabama permits but does not require supplemental updates to the Attorney General, and does not
require follow-up notifications to affected individuals if the scope of the breach changes.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Alabama explicitly excludes third-party agents from the direct individual notification requirement; the
covered entity is responsible for providing notice to individuals after receiving notification from the third-
party agent.>!

Q38. If processors must notify contracting entity, what is the timeframe?

10 days Alabama requires third-party agents to notify the covered entity within 10 days following
determination that a breach occurred or reason to believe one occurred.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

Yes Alabama explicitly permits covered entities to contractually delegate breach notification
responsibilities to third-party agents.s?

Legal Exceptions (Q40—-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Alabama provides an exemption for entities subject to federal breach notification regulations, which
includes HIPAA-covered entities, as long as they maintain procedures, provide notice under federal law,
and timely notify the AG when over 1,000 individuals are affected.>

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Alabama provides an exemption for entities subject to federal breach notification regulations, which
includes GLBA-covered financial institutions, as long as they comply with federal requirements and notify
the AG when over 1,000 individuals are affected.>>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Alabama provides a broad exemption for any entity subject to federal breach notification laws,
regulations, procedures, or guidance, conditioned on compliance with those requirements and AG
notification when over 1,000 individuals are affected.>¢
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Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Alabama provides an exemption for entities subject to state regulations on data breach notification
that are at least as thorough as the chapter's requirements, conditioned on compliance and AG
notification for breaches exceeding 1,000 individuals.>”

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Alabama provides safe harbors for encrypted, truncated, secured, or modified data, as well as a risk-
of-harm assessment that can eliminate notification requirements if substantial harm is not reasonably
likely.s8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Alabama provides enforcement through incorporation into the Deceptive Trade Practices Act with
civil penalties up to $500,000 per breach for knowing violations, plus per-day penalties of up to $5,000 for
each day of non-compliance, with exclusive AG enforcement authority.>°

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Alabama explicitly precludes a private cause of action under the Deceptive Trade Practices Act for
breach notification violations, though it contains a savings clause preserving other common law or
statutory rights.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action Not applicable; Alabama explicitly precludes private causes of action for
breach notification violations.®*

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A Not applicable; Alabama does not provide a private right of action for breach notification violations.6?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Alabama grants the Attorney General exclusive authority to bring civil penalty actions, representative
actions for damages on behalf of individuals (limited to actual damages plus fees), and actions to compel
performance or seek injunctive relief against government officials.¢3

Q50. Does the law require credit monitoring or identity-theft protection?

No Alabama requires notification to include steps individuals can take to protect themselves and requires
AG notification to describe any services being offered, but does not mandate that covered entities
provide credit monitoring or identity theft protection services.5

Endnotes:

1. Ala. Code § 8-38-2(1)
2. Ala. Code § 8-38-2(6)
3. Ala. Code § 8-38-2(6)(a)
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4. Ala
5. Ala
6. Ala
7. Ala
8. Ala
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. Code § 8-38-2(6)(a)(4); Ala. Code § 8-38-2(6)(a)(5)
. Code § 8-38-2(6)(a)(2)

. Code § 8-38-2(1); Ala. Code § 8-38-2(3)

. Code § 8-38-2(6)(b)(2)

. Code § 8-38-2(6)(b)(1)

9. Ala. Code § 8-38-2(6)(b)(2)

10.
11.
12,
13.
14.
15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.

Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.

Code § 8-38-2(6)(b)(2)

Code § 8-38-2(2)

Code § 8-38-2(2)

Code § 8-38-2(2); Ala. Code § 8-38-2(4); Ala. Code § 8-38-9(b)(5)
Code § 8-38-2(2); Ala. Code § 8-38-2(4); Ala. Code § 8-38-9(b)(5)
Code § 8-38-2(1)

Code § 8-38-2(6)

Code § 8-38-2(6)(a)

Code § 8-38-2(6)(a)(2)

Code § 8-38-2(6)(a)(4); Ala. Code § 8-38-2(6)(a)(5)
Code § 8-38-2(1); Ala. Code § 8-38-2(3)

Code § 8-38-2(6)(b)(2)

Code § 8-38-2(6)(b)(1)

Code § 8-38-2(6)(b)(2)

Code § 8-38-2(6)(b)(2)

Code § 8-38-2(2)

Code § 8-38-2(2)

Code § 8-38-2(2); Ala. Code § 8-38-2(4); Ala. Code § 8-38-9(b)(5)
Code § 8-38-2(2); Ala. Code § 8-38-2(4); Ala. Code § 8-38-9(b)(5)
Code & 8-38-5(b)

Code § 8-38-4(a)(3); Ala. Code § 8-38-5(a)

Code § 8-38-5(b); Ala. Code § 8-38-5(c)

Code § 8-38-5(b)

Code § 8-38-5(b)

Code § 8-38-5(b); Ala. Code § 8-38-9(b)(5)

Code § 8-38-8

Code § 8-38-5(e)(1); Ala. Code § 8-38-5(e)(2)
Code & 8-38-5(d)

Code & 8-38-5(d)

Code § 8-38-5(e)(2)(a)(1)

Code § 8-38-5(e)(2)(a)(2)

Code § 8-38-5(d)

Code § 8-38-5(a)

Code § 8-38-7

Code § 8-38-6(a)

Code § 8-38-6(d)

Code § 8-38-5(d); Ala. Code § 8-38-6(b)(2)

Code § 8-38-5(d); Ala. Code § 8-38-6(b)(1)

Code § 8-38-5(d)(3)

Code § 8-38-5(d)(2)

Code § 8-38-6(c); Ala. Code § 8-38-5
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51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.
Ala.

Sources:

Code § 8-38-5(a); Ala. Code § 8-38-8

Code § 8-38-8

Code § 8-38-8

Code § 8-38-11

Code § 8-38-11

Code § 8-38-11

Code § 8-38-12

Code § 8-38-2(6)(b)(2); Ala. Code § 8-38-5(a)

Code § 8-38-9(a); Ala. Code § 8-38-9(a)(2); Ala. Code § 8-38-9(b)(1)
Code § 8-38-9(a)(1)

Code § 8-38-9(a)(1)

Code § 8-38-9(a)(1)

Code § 8-38-9(a); Ala. Code § 8-38-9(b)(2); Ala. Code & 8-38-9(b)(6)
Code § 8-38-5(d)(4); Ala. Code § 8-38-6(b)(3)

+ Official code: https://alison.legislature.state.al.us/code-of-alabama

* Acts 2018, No. 18-396: https://www.alabamaag.gov/wp-content/uploads/2023/08/Act-2018-
396.pdf
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Arkansas

Arkansas

Ark. Code Ann. §§ 4-110-101 to 4-110-108 (Personal Information Protection Act) (amended 2019)
link

Definition of breach:

In Arkansas 'breach of the security of the system' means unauthorized acquisition of computerized data
that compromises the security, confidentiality, or integrity of personal information maintained by a
person or business. It does not include the good faith acquisition of personal information by an employee
or agent of the person or business for the legitimate purposes of the person or business if the personal
information is not otherwise used or subject to further unauthorized disclosure.!

Definition of personally identifiable information:

In Arkansas 'personal information' means an individual's first name or first initial and his or her last name
in combination with any one or more of the following data elements when either the name or the data
element is not encrypted or redacted: (A) Social Security number; (B) Driver's license number or Arkansas
identification card number; (C) Account number, credit card number, or debit card number in
combination with any required security code, access code, or password that would permit access to an
individual's financial account; (D) Medical information; and (E) Biometric data.?2

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Partial® No¢
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
] . available . .
information: . . information: when key
information: g
No7 No? exposed:
Nos
Yes?0

Does the law cover:
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Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Arkansas defines a breach as unauthorized acquisition of computerized data that compromises the
security, confidentiality, or integrity of personal information, with a good faith exception for employee or
agent acquisitions made for legitimate business purposes.'®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Arkansas requires a name element (first name or initial plus last name) combined with at least one
sensitive data element including SSN, driver's license, financial account information, medical information,
or biometric data, when unencrypted or unredacted.¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

Yes Arkansas explicitly includes biometric data as a covered data element, defining it comprehensively to
include fingerprints, faceprint, retinal or iris scans, hand geometry, voiceprint analysis, DNA, and other
unique biological characteristics used for authentication.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Arkansas covers driver's license numbers and Arkansas identification card numbers, but makes no
mention of passports, passport numbers, or other federal government-issued identification.!®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes Arkansas explicitly includes medical information as a covered data element, defining it as any
individually identifiable information regarding an individual's medical history, treatment, or diagnosis by a
healthcare professional.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Arkansas limits its breach notification requirements to computerized data only, excluding paper
records from the statute's coverage.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?
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No Arkansas excludes deidentified information because personal information requires an individual's
name in combination with a data element, and redacted information is explicitly excluded from the
definition.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Arkansas explicitly excludes publicly available directories containing information an individual has
voluntarily consented to have publicly disseminated, such as name, address, or telephone number.2?

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Arkansas provides an encryption safe harbor by excluding encrypted data from the definition of
personal information and requiring notification only for unencrypted personal information; if the
encryption key was not exposed, notification is not required.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Arkansas requires notification for encrypted information if the decryption key was also exposed,
because at that point the information is effectively no longer encrypted and would meet the definition of
personal information requiring disclosure.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Arkansas explicitly includes businesses in the notification requirements, broadly defining business to
include sole proprietorships, partnerships, corporations, associations, and other groups regardless of
profit status.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Arkansas subjects persons to notification requirements, with the statute distinguishing between
'individual' (natural person) and the broader term 'person' used in notification obligations.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Arkansas explicitly includes state agencies within the definition of 'business,’ making them subject to
the same notification requirements as private businesses.?”

Q14. Are Local governments subject to notification requirements?

No Arkansas's definition of state agency is limited to agencies of the State of Arkansas and does not
explicitly include local governments, counties, municipalities, or other political subdivisions.

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?
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No Arkansas does not require immediate notification; instead, it requires disclosure in the most expedient
time and manner possible and without unreasonable delay, consistent with law enforcement needs and
measures to determine scope and restore system integrity.?°

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Arkansas requires a risk assessment, permitting entities to forego notification if, after a reasonable
investigation, they determine there is no reasonable likelihood of harm to customers.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Arkansas permits delays when law enforcement determines notification would impede a criminal
investigation, and also permits delay for measures necessary to determine the scope of the breach and
restore system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Arkansas specifies a 45-day limit for AG notification for breaches affecting more than 1,000
individuals, though no specific numeric day limit is provided for individual notification which uses non-
numeric timing language.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expedient time possible and without unreasonable delay Arkansas requires businesses and
persons to notify affected individuals in the most expedient time and manner possible and without
unreasonable delay, but does not specify a numeric day limit for individual notification.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Most expedient time possible and without unreasonable delay Arkansas includes state agencies within
the definition of business, so the same timing requirement of most expedient time possible and without
unreasonable delay applies to state government agencies.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Arkansas requires third-party processors (those who maintain data they do not own) to
notify the data owner or licensee immediately following discovery of a breach.3®

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Arkansas permits substitute notice when cost exceeds $250,000, affected individuals exceed 500,000,
or insufficient contact information exists, requiring all three components: email when available, website
posting, and statewide media notification.¢

Q23. Does the law specify mail as a valid notification method?
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Yes Arkansas specifies written notice as a valid primary notification method.?”

Q24. Does the law specify email as a valid notification method?

Yes Arkansas permits electronic mail notice as a valid primary notification method, provided it complies
with federal E-SIGN Act requirements.38

Q25. Does the law specify website posting as a valid notification method?

Yes Arkansas permits website posting as part of the substitute notice method, requiring conspicuous
posting on the entity's website when one is maintained.*®

Q26. Does the law specify media notification as a valid notification method?

Yes Arkansas requires statewide media notification as a mandatory component of substitute notice.*

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Arkansas does not specify content requirements for breach notifications to individuals; the statute
addresses only notification methods and timing without mandating specific information elements.*

Q28. Is notification to the impacted individual required?

Yes Arkansas requires notification to any affected resident of Arkansas whose unencrypted personal
information was or is reasonably believed to have been acquired by an unauthorized person.#

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

No Arkansas does not require entities to notify credit reporting agencies of data breaches; the statute
only requires notification to affected individuals and, in certain cases, to the Attorney General.*3

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Arkansas requires Attorney General notification when a breach affects the personal information of
more than 1,000 individuals, within 45 days or at the same time as individual notification, whichever is
first.s

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Arkansas explicitly provides that breach determination documents and supporting documentation
submitted to the Attorney General are confidential and not subject to public disclosure, indicating no
publication requirement.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?
No Arkansas does not require breach notifications to include the number of individuals affected; the
statute specifies no content requirements for individual notifications.*®

Q33. Does the law require a description of how the breach occurred?

No Arkansas does not require notifications to include a description of how the breach occurred; the
statute specifies no content requirements for individual notifications.*’
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Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Arkansas does not require notifications to include information about response actions or steps being
taken to address the breach.*

Q35. Does the law require notifications to specify types of personal information compromised?

No Arkansas does not require notifications to specify the types of personal information compromised; the
statute specifies no content requirements for individual notifications.*°

Q36. Does the law require follow-up notifications if scope changes?

No Arkansas does not require follow-up notifications if the scope of the breach changes; the statute is
silent on this issue.>®

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Arkansas requires third-party processors to notify only the data owner or licensee, not to directly
notify affected individuals.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Arkansas requires processors to notify data owners immediately following discovery of a
breach.>?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Arkansas is silent on whether processors may provide breach notifications on behalf of the contracting
entity; the statute only addresses the processor's duty to notify the data owner.>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Arkansas provides a general exemption for entities regulated by state or federal laws with greater
protection and equal or better disclosure requirements, which would include HIPAA-covered entities that
comply with HIPAA breach notification requirements.5

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Arkansas provides a general exemption for entities regulated by state or federal laws with greater
protection and equal or better disclosure requirements, which would include GLBA-covered financial
institutions that comply with GLBA breach notification requirements.*

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Arkansas provides a broad exemption for entities regulated by any state or federal law that provides
greater protection and at least as thorough disclosure requirements, covering other federal breach
notification regulations beyond HIPAA and GLBA.¢
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Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?
Yes Arkansas provides a safe harbor for entities that maintain their own notification procedures as part of
an information security policy, provided the procedures are consistent with the timing requirements of
the statute and the entity follows its own policies.>”

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Arkansas provides multiple safe harbors beyond federal compliance: encryption/redaction safe harbor
(encrypted or redacted data excluded from personal information definition), risk assessment safe harbor
(no notification if no reasonable likelihood of harm), and own-procedures safe harbor (compliance
deemed if following consistent internal policies).>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Arkansas provides enforcement through the Attorney General under the Deceptive Trade Practices
Act, with civil penalties of up to $10,000 per violation, plus authority to seek injunctions, restitution, and
other remedies.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Arkansas provides a private right of action through incorporation into the Deceptive Trade Practices
Act; individuals who suffer actual financial loss from a violation may bring an action to recover actual
financial loss proximately caused by the violation.5°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages plus attorney's fees Arkansas limits private recovery to actual financial loss that must be
proven individually and must be proximately caused by reliance on the unlawful practice, with
discretionary attorney's fees available.®*

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Arkansas imposes significant limitations on the private right of action: class actions are prohibited
except for constitutional violations, plaintiffs must prove actual financial loss individually, and damages
must be proximately caused by the plaintiff's reliance on the unlawful practice.®2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Arkansas grants the Attorney General broad enforcement authority including injunctive relief to
prevent prohibited practices, restitution to affected consumers, civil penalties up to $10,000 per violation,
and authority to seek suspension or forfeiture of business licenses.®

Q50. Does the law require credit monitoring or identity-theft protection?

No Arkansas does not require entities to provide credit monitoring or identity theft protection services to
individuals affected by a data breach.5
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Arizona

Arizona

Ariz. Rev. Stat. §§ 18-551 to 18-552 (Data Security Breaches (Network Security)) (amended 2022)
link

Definition of breach:

In Arizona 'breach’ or 'security system breach' means an unauthorized acquisition of and unauthorized
access that materially compromises the security or confidentiality of unencrypted and unredacted
computerized personal information maintained as part of a database of personal information regarding
multiple individuals. It does not include a good faith acquisition of personal information by a person's
employee or agent for the purposes of the person if the personal information is not used for a purpose
unrelated to the person and is not subject to further unauthorized disclosure.!

Definition of personally identifiable information:

In Arizona 'personal information' means either: (i) an individual's first name or first initial and last name in
combination with one or more specified data elements, or (ii) an individual's user name or e-mail address
in combination with a password or security question and answer that allows access to an online account.
It does not include publicly available information lawfully made available from government records or
widely distributed media.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Yes® No®
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Does the law cover:
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Individuals: Businesses: State Local
Yesii Yesi2 government: government:
Varies!3 Varies!*

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Arizona defines a breach as unauthorized acquisition of and access that materially compromises the
security or confidentiality of unencrypted and unredacted computerized personal information maintained
in a database, with a good faith exception for employee or agent acquisitions.*>

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Arizona defines personal information broadly to include traditional name plus data element combinations
as well as online account credentials, while excluding publicly available government and media
information.1¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

Yes Arizona explicitly includes unique biometric data as a specified data element, but limits coverage to
biometric data used to authenticate an individual when accessing an online account.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Arizona comprehensively covers government-issued IDs including driver's licenses, state nonoperating
ID licenses, passport numbers, and federal taxpayer identification numbers.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes Arizona explicitly includes both health insurance identification numbers and information about
medical or mental health treatment or diagnosis by a healthcare professional as specified data elements.®®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Arizona limits breach notification requirements to computerized personal information only, excluding
paper records from the statute's coverage.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Arizona excludes deidentified information because the breach definition applies only to unredacted
information, and personal information requires a name combination, so data that has been redacted or
lacks identifying name elements would not meet the definition.2!
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Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?
No Arizona explicitly excludes publicly available information that is lawfully made available from
government records or widely distributed media from the definition of personal information.2?

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Arizona provides an encryption safe harbor because the breach definition explicitly applies only to
unencrypted personal information; if data was properly encrypted and the key was not exposed,
notification is not required.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Arizona would require notification for encrypted information if the encryption key was also exposed,
because at that point the information is effectively no longer encrypted since it can be rendered readable
using the compromised key.*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Arizona explicitly includes businesses in notification requirements through the broad definition of
'person' which encompasses corporations, partnerships, associations, and commercial entities that
conduct business in the state.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Arizona includes natural persons within the definition of 'person' subject to notification requirements,
provided they conduct business in the state and own, maintain, or license the personal information.2¢

Q13. Are State government agencies subject to notification requirements?

Varies Arizona includes most state government agencies within the 'person’ definition, but explicitly
excludes the Department of Public Safety, prosecution agencies, and courts from the standard notification
requirements, instead requiring them to maintain their own information security policies with breach
notification procedures.?’

Q14. Are Local governments subject to notification requirements?

Varies Arizona includes most local governmental subdivisions within the 'person' definition, but explicitly
excludes county sheriff's departments and municipal police departments from the standard notification
requirements, instead requiring them to maintain their own information security policies with breach
notification procedures.®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Arizona does not require immediate notification; it allows up to 45 days after the determination that a
breach has occurred to notify affected individuals.?

Data Breach Notification Laws Survey 2026: Arizona e Privacy Rights Clearinghouse ¢ Page 40



Arizona
Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Arizona requires a risk assessment, permitting entities to forego notification if, after a reasonable
investigation, they determine the breach has not resulted in or is not reasonably likely to result in
substantial economic loss to affected individuals.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Arizona permits delays when law enforcement advises that notification would impede a criminal
investigation; once law enforcement indicates the investigation will no longer be compromised,
notification must occur within 45 days.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Arizona specifies a 45-day limit for notification to individuals after determining a breach has occurred,
and a 45-day limit after law enforcement clears notification following a delay.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

45 days Arizona requires businesses and persons to notify affected individuals within 45 days after
determining that a security system breach has occurred.3?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

45 days Arizona applies the same 45-day notification timeframe to government agencies (except for
excluded law enforcement and court entities), as they are included within the definition of 'person.'3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

As soon as practicable Arizona requires third-party processors (those who maintain data they do not own
or license) to notify the data owner or licensee as soon as practicable upon discovering a security system
breach.?>

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Arizona permits substitute notice when cost exceeds $50,000, affected individuals exceed 100,000, or
insufficient contact information exists, requiring a written letter to the Attorney General and conspicuous
website posting for at least 45 days.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Arizona specifies written notice as a valid primary notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes Arizona permits email notice as a valid primary notification method if the entity has email addresses
for the affected individuals.3?
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Q25. Does the law specify website posting as a valid notification method?

Yes Arizona permits website posting as part of the substitute notice method, requiring conspicuous
posting for at least 45 days on the entity's website.3°

Q26. Does the law specify media notification as a valid notification method?

No Arizona does not require or specify media notification as part of substitute notice; the substitute
notice requirements include only a letter to the Attorney General and website posting.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Arizona requires notifications to include the approximate breach date, a brief description of the
personal information included, contact information for the three largest CRAs, and contact information
for the FTC or relevant federal agency.*

Q28. Is notification to the impacted individual required?

Yes Arizona requires notification to affected individuals whose personal information was involved in the
security system breach.*2

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Arizona requires notification to the three largest nationwide consumer reporting agencies when a
breach requires notification of more than 1,000 individuals.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?
Yes Arizona requires notification to both the Attorney General and the Director of the Arizona
Department of Homeland Security when a breach requires notification of more than 1,000 individuals.**
Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Arizona explicitly provides that breach notifications to the Attorney General and Director of Homeland
Security are confidential and exempt from public disclosure, indicating no publication requirement.*s

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Arizona does not require notifications to include the number of individuals affected; the required
content elements do not include a count of affected persons.*

Q33. Does the law require a description of how the breach occurred?

No Arizona does not require notifications to include a description of how the breach occurred; the statute
requires a description of what personal information was included, not how the breach happened.*

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Arizona does not require notifications to include information about response actions or steps being

taken to address the breach.*®

Q35. Does the law require notifications to specify types of personal information compromised?

Data Breach Notification Laws Survey 2026: Arizona e Privacy Rights Clearinghouse ¢ Page 42



Arizona
Yes Arizona requires notifications to include a brief description of the personal information included in
the breach, which would encompass the types of data compromised.*

Q36. Does the law require follow-up notifications if scope changes?

No Arizona does not require follow-up notifications if the scope of the breach changes; the statute is
silent on this issue.*®®

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Arizona requires third-party processors to notify only the data owner or licensee, and explicitly states
that processors are not required to provide direct notifications to individuals unless their agreement
stipulates otherwise.5!

Q38. If processors must notify contracting entity, what is the timeframe?

As soon as practicable Arizona requires processors to notify data owners as soon as practicable upon
discovering a security system breach.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

Yes Arizona permits processors to provide breach notifications on behalf of the contracting entity if the
agreement between them stipulates such responsibility.>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Arizona explicitly exempts HIPAA-covered entities and business associates, as well as charitable
fundraising foundations supporting covered entities that comply with HIPAA.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Arizona explicitly exempts persons subject to Title V of the Gramm-Leach-Bliley Act from the state's
data breach notification requirements.>s

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Arizona provides a broad exemption for entities complying with breach notification requirements
established by their primary or functional federal regulator, extending beyond just HIPAA and GLBA.5¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Arizona provides an exemption for entities that maintain their own notification procedures as part of
an information security policy, provided the procedures are consistent with the statute's requirements
including the 45-day notification period.>”

Q44. Does the law provide safe harbors beyond federal compliance?
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Yes Arizona provides multiple safe harbors beyond federal compliance: encryption/redaction safe harbor
(breach definition excludes encrypted and redacted data), risk assessment safe harbor (no notification if
no reasonable likelihood of substantial economic loss), and own-procedures safe harbor (compliance
deemed if following consistent internal policies).>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Arizona provides enforcement through the Attorney General under the Consumer Fraud Act, with civil
penalties up to $10,000 per affected individual or total economic loss, capped at $500,000 per breach or
series of related breaches, plus authority to recover restitution.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Arizona explicitly provides that only the Attorney General may enforce violations of the data breach
notification law, precluding any private right of action.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Arizona explicitly reserves enforcement to the Attorney General
only, so there is no private right of action and no private damages available.®*

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Arizona does not provide a private right of action for breach notification violations.6?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Arizona grants the Attorney General broad enforcement authority including injunctive relief,
restitution to affected individuals, disgorgement of profits, civil penalties up to $500,000 per breach, and
general enforcement under the Consumer Fraud Act.®?

Q50. Does the law require credit monitoring or identity-theft protection?

No Arizona does not require entities to provide credit monitoring or identity theft protection services to
individuals affected by a data breach.5

Endnotes:
1. ARS. § 18-551(1)
2. ARS. § 18-551(7)
3. A.R.S. § 18-551(11)(i)
4.AR.S. §18-551(11)(e); A.R.S. § 18-551(11)(f)
5.A.R.S. § 18-551(11)(b); A.R.S. § 18-551(11)(g); A.R.S. § 18-551(11)(h)
6. A.R.S. § 18-551(1)(a); A.R.S. § 18-552(A)
7.A.R.S. § 18-551(1)(a); A.R.S. § 18-551(7)(a)(i); A.R.S. § 18-551(9)
8. A.R.S. § 18-551(7)(b)
9. A.R.S. § 18-551(1)(a); A.R.S. § 18-551(3)

10. A.R.S. § 18-551(1)(a); A.R.S. § 18-551(3)
11. AR.S. § 18-551(6)(a); A.R.S. § 18-552(A)
12. A.R.S. § 18-551(6)(a); A.R.S. § 18-552(A)

Data Breach Notification Laws Survey 2026: Arizona e Privacy Rights Clearinghouse ¢ Page 44



13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59

.ARS.
.ARS.
.ARS.
.ARS.
.ARS.
.ARS.
.ARS.
. A.RS.
.ARS.
.ARS.
.ARS.
.ARS.
.ARS.
.A.RS.
.ARS.
.ARS.
.ARS.
. A.RS.
.ARS.
.ARS.
.ARS.
.A.RS.
.ARS.
.A.RS.
.ARS.
.ARS.
.ARS.
. A.RS.
.ARS.
.ARS.
.ARS.
.A.RS.
.ARS.
.ARS.
.ARS.
.ARS.
.A.RS.
. A.RS.
.ARS.
.ARS.
.ARS.
.ARS.
.ARS.
.ARS.
.ARS.
.ARS.
.ARS.

g R[\ Privacy Rights
Clearinghouse

§18-551(6); A.R.S. § 18-552(0)
§18-551(6); A.R.S. § 18-552(0)
§18-551(1)
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§18-551(11)(b); A.R.S. § 18-551(11)(g); A.R.S. § 18-551(11)(h)
§18-551(11)(e); A.R.S. § 18-551(11)(f)
§18-551(1)(a); A.R.S. § 18-552(A)
§18-551(1)(a); A.R.S. § 18-551(7)(a)(i); A.R.S. § 18-551(9)
§18-551(7)(b)

§ 18-551(1)(a); A.R.S. § 18-551(3)
§18-551(1)(a); A.R.S. § 18-551(3)
§ 18-551(6)(a); A.R.S. § 18-552(A)
§ 18-551(6)(a); A.R.S. § 18-552(A)
§ 18-551(6); A.R.S. § 18-552(0)
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60. AR.S. § 18-552(L)
61.AR.S. § 18-552(L)
62. AR.S. § 18-552(L)
63. A.R.S. § 18-552(L); A.R.S. § 44-1528(A)

64. A.R.S. § 18-552
Sources:
+ Official code: https://www.azleg.gov/ars/18/00552.htm
2022 2nd Reg. Sess. Ch. 81 (HB2146): https://www.azleg.gov/legtext/55leg/2r/laws/0081.htm
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California

California

This state has 2 separate breach notification statutes:

* Private Sector: Cal. Civ. Code § 1798.82 (Customer Records - Personal Information Breach
Notification) (amended 2025) [link

* Government Agencies: Cal. Civ. Code § 1798.29 (Information Practices Act of 1977 -
Accounting of Disclosures) (amended 2022) [link

Definition of breach:

In California 'breach of the security of the system' means unauthorized acquisition of computerized data
that compromises the security, confidentiality, or integrity of personal information maintained by the
agency, individual, or business. Good faith acquisition of personal information by an employee or agent
for the purposes of the entity is not a breach, provided that the personal information is not used or
subject to further unauthorized disclosure.!

Definition of personally identifiable information:

In California 'personal information' means either (1) an individual's first name or first initial and last name
in combination with any one or more of the following data elements, when either the name or the data
elements are not encrypted: social security number; driver's license number, California identification card
number, tax identification number, passport number, military identification number, or other unique
government identification number; account number or credit or debit card number with required security
code; medical information; health insurance information; unique biometric data; automated license plate
recognition data; or genetic data; or (2) a username or email address in combination with a password or
security question and answer that would permit access to an online account.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Yes® No®
Publicl
De-identified | b:/ Encrypted Encrypted
available ; ;
information: . . information: information
information: when key
No? Nos8 No? exposed:
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California

‘ Yesl0
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

California defines a breach as unauthorized acquisition of computerized data that compromises the
security, confidentiality, or integrity of personal information, with a good faith exception for
employee/agent acquisitions made for legitimate purposes.’s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

California requires personal information to consist of either a name combined with specified sensitive
data elements (SSN, government IDs, financial accounts, medical/health insurance info, biometrics,
license plate data, or genetic data) when unencrypted, or online account credentials (username/email
with password/security question).16

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes California explicitly includes unique biometric data (fingerprints, retina/iris images) used for
authentication as a covered data element, excluding photographs unless used for facial recognition.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes California comprehensively covers government-issued IDs including driver's licenses, state IDs, tax IDs,
passport numbers, military IDs, and any other unique government identification number used to verify
identity.!®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes California explicitly includes both medical information (medical history, conditions,
treatment/diagnosis) and health insurance information (policy numbers, subscriber IDs, claims history) as
covered data elements.??
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Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?
No California's breach notification requirements apply only to computerized data, excluding paper records
from the statute's coverage.?°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No California requires personal information to include an individual's name (or first initial and last name)
combined with sensitive data elements; deidentified information lacking this name combination would
not meet the definition of covered personal information.!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No California explicitly excludes publicly available information lawfully made available from federal, state,
or local government records from the definition of personal information.?2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No California provides an encryption safe harbor where notification is not required for encrypted personal
information when the encryption key or security credential was not acquired by an unauthorized
person.??

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes California requires notification when encrypted personal information is acquired along with the
encryption key or security credential, if there is a reasonable belief the key could render the information
readable or usable.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes California explicitly requires businesses conducting business in California that own or license
computerized data containing personal information to provide breach notifications.?s

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes California explicitly includes individuals (natural persons) who conduct business in California and own
or license computerized data containing personal information as subject to breach notification
requirements.?

Q13. Are State government agencies subject to notification requirements?

Yes California has a separate statute (§ 1798.29) that explicitly applies to state agencies, defined as every
state office, officer, department, division, bureau, board, commission, or other state agency.?’

Q14. Are Local governments subject to notification requirements?
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Yes California explicitly includes local agencies within the scope of the government agency breach
notification statute (§ 1798.29), notwithstanding the general exclusion of local agencies from the
Information Practices Act's definition of 'agency.'?

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

Varies California uses different timing standards for different entity types: government agencies must
notify in the most expedient time possible without unreasonable delay, while individuals and businesses
have a specific 30-day deadline.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

No California does not require a risk assessment or harm threshold before notification; notification is
triggered automatically upon discovery of unauthorized acquisition of unencrypted personal
information.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes California permits delays for law enforcement determinations that notification would impede a
criminal investigation, and for measures necessary to determine the scope of the breach and restore
system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Varies California specifies a 30-calendar-day limit for individuals and businesses under § 1798.82, but uses
non-numeric 'most expedient time possible and without unreasonable delay' language for government
agencies under § 1798.29.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
30 calendar days California requires individuals and businesses to notify affected California residents
within 30 calendar days of discovering or receiving notification of a data breach.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Without unreasonable delay California requires government agencies to notify in the most expedient
time possible and without unreasonable delay, with no specific numeric deadline.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately California requires third-party processors (entities that maintain but do not own the data) to
notify the owner or licensee immediately following discovery of a breach.?>

Notification Methods (Q22-26)
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Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes California permits substitute notice when cost exceeds $250,000, affected individuals exceed 500,000,
or insufficient contact information exists, requiring email (if available), conspicuous website posting for
30+ days, and statewide media notification.3®

Q23. Does the law specify mail as a valid notification method?

Yes California explicitly permits written notice as a valid notification method.3’

Q24. Does the law specify email as a valid notification method?

Yes California permits electronic notice if it complies with federal E-SIGN Act requirements (15 U.S.C. §
7001).38

Q25. Does the law specify website posting as a valid notification method?

Yes California permits conspicuous website posting for a minimum of 30 days as part of substitute notice
requirements.?®

Q26. Does the law specify media notification as a valid notification method?

Yes California requires notification to major statewide media as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes California requires extensive notification content including specific headings, entity contact
information, types of personal information involved, breach dates, general description of the incident,
and CRA contact information when applicable.*

Q28. Is notification to the impacted individual required?

Yes California requires notification to California residents whose personal information was or is
reasonably believed to have been acquired by an unauthorized person.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

No California requires notifications to INCLUDE CRA contact information for affected individuals but does
not require entities to directly notify Credit Reporting Agencies about breaches.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes California requires AG notification when a breach affects more than 500 California residents, with
individuals/businesses required to submit within 15 calendar days of notifying consumers.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No California's statute is silent on requiring AG publication of received breach notifications; the statute

explicitly exempts submitted notifications from certain public records provisions.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?
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No California does not require breach notifications to include the specific number of individuals affected;
the enumerated content requirements do not list this element.*¢

Q33. Does the law require a description of how the breach occurred?

Yes California requires notifications to include a general description of the breach incident, if
determinable at the time of notice.*

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No California makes response action information optional (at discretion of the entity) rather than
required; it is listed under permissive rather than mandatory content provisions.*?

Q35. Does the law require notifications to specify types of personal information compromised?

Yes California requires notifications to include a list of the types of personal information that were or are
reasonably believed to have been subject to a breach.*®

Q36. Does the law require follow-up notifications if scope changes?

No California's statutes do not require follow-up notifications if the scope of a breach changes after initial
notification.s°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No California requires third-party processors (entities that maintain but do not own the data) to notify
only the owner or licensee of the information, not affected individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately California requires third-party processors to notify the data owner or licensee immediately
following discovery of a breach.s2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No California's statute is silent on permitting processors to notify individuals on behalf of the data owner;
the notification obligation is placed on the owner/licensee while processors are only required to notify
the owner.>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes California explicitly provides a partial HIPAA exemption: covered entities complying with HITECH Act
breach notification requirements are deemed compliant with notification content requirements under
subdivision (d), but not exempt from other provisions of the statute.5

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

No California does not explicitly provide an exemption for entities complying with GLBA breach
notification requirements.>s
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Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
No California does not provide a general exemption for entities complying with other federal breach
notification regulations beyond HIPAA/HITECH.5¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes California provides an exemption for entities that maintain their own notification procedures as part
of an information security policy, provided the procedures are consistent with the statute's timing
requirements.*’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes California provides an encryption safe harbor: notification is not required for encrypted personal
information unless the encryption key or security credential was also acquired.58

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes California provides enforcement through the Unfair Competition Law (UCL), which treats breach
notification violations as unlawful business practices, allowing for injunctive relief, restitution, and civil
penalties up to $2,500 per violation.5°

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes California provides a private right of action through the UCL for individuals who have suffered injury in
fact and lost money or property, and through the Information Practices Act (§ 1798.45) for actions against
government agencies for violations that adversely affect individuals.®®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Varies by enforcement mechanism For UCL claims against businesses, plaintiffs may obtain injunctive
relief and restitution but not damages or attorney's fees; for IPA claims against government agencies,
plaintiffs may recover actual damages including mental suffering plus costs and attorney's fees.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes California imposes significant limitations: UCL actions require proof of injury in fact and lost
money/property (no statutory damages), with a 4-year statute of limitations; IPA actions against agencies
have a 2-year statute of limitations.®2

Q49. Can Attorney General seek injunctive or other remedies?

Yes California grants the Attorney General authority to seek injunctive relief and civil penalties up to
$2,500 per violation under the UCL, and injunctive relief under the Information Practices Act for
government agency violations.®

Q50. Does the law require credit monitoring or identity-theft protection?
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Yes California requires individuals and businesses that are the source of a breach to offer identity theft
prevention and mitigation services at no cost for at least 12 months when the breach exposed SSN or
government-issued ID numbers combined with a name.®*

Endnotes:

. Cal. Civ. Code § 1798.29(f); Cal. Civ. Code § 1798.82(g)

Cal. Civ. Code & 1798.29(g); Cal. Civ. Code § 1798.82(h)

Cal. Civ. Code § 1798.29(g)(1)(F); Cal. Civ. Code § 1798.82(h)(1)(F)
Cal. Civ. Code § 1798.29(g)(1)(D)-(E), (h)(2)-(3); Cal. Civ. Code § 1798.82(h)(1)(D)-(E), (i)(2)-(3)
Cal. Civ. Code § 1798.29(g)(1)(B); Cal. Civ. Code § 1798.82(h)(1)(B)
Cal. Civ. Code § 1798.29(a), (f); Cal. Civ. Code § 1798.82(a)(1), (g)
Cal. Civ. Code § 1798.29(g)(1); Cal. Civ. Code § 1798.82(h)(1)

Cal. Civ. Code § 1798.29(h)(1); Cal. Civ. Code § 1798.82(i)(1)

. Cal. Civ. Code § 1798.29(a), (h)(4); Cal. Civ. Code § 1798.82(a)(1), (i)(4)
. Cal. Civ. Code § 1798.29(a); Cal. Civ. Code § 1798.82(a)(1)

. Cal. Civ. Code § 1798.82(a)(1)

. Cal. Civ. Code § 1798.82(a)(1)

. Cal. Civ. Code § 1798.29(a); Cal. Civ. Code § 1798.3(b)

. Cal. Civ. Code § 1798.29(k); Cal. Civ. Code § 1798.3(b)(4)

. Cal. Civ. Code § 1798.29(f); Cal. Civ. Code § 1798.82(g)

. Cal. Civ. Code § 1798.29(g); Cal. Civ. Code § 1798.82(h)

. Cal. Civ. Code § 1798.29(g)(1)(F); Cal. Civ. Code § 1798.82(h)(1)(F)

. Cal. Civ. Code § 1798.29(g)(1)(B); Cal. Civ. Code § 1798.82(h)(1)(B)

. Cal. Civ. Code § 1798.29(g)(1)(D)-(E), (h)(2)-(3); Cal. Civ. Code § 1798.82(h)(1)(D)-(E), (i)(2)-(3)
. Cal. Civ. Code § 1798.29(a), (f); Cal. Civ. Code § 1798.82(a)(1), (g)

. Cal. Civ. Code § 1798.29(g)(1); Cal. Civ. Code § 1798.82(h)(1)

. Cal. Civ. Code § 1798.29(h)(1); Cal. Civ. Code § 1798.82(i)(1)

. Cal. Civ. Code § 1798.29(a), (h)(4); Cal. Civ. Code § 1798.82(a)(1), (i)(4)
. Cal. Civ. Code § 1798.29(a); Cal. Civ. Code § 1798.82(a)(1)

. Cal. Civ. Code § 1798.82(a)(1)

. Cal. Civ. Code § 1798.82(a)(1)

. Cal. Civ. Code § 1798.29(a); Cal. Civ. Code § 1798.3(b)

. Cal. Civ. Code § 1798.29(k); Cal. Civ. Code § 1798.3(b)(4)

. Cal. Civ. Code § 1798.29(a); Cal. Civ. Code § 1798.82(a)(2)(A)

. Cal. Civ. Code § 1798.29(a); Cal. Civ. Code § 1798.82(a)(1)

. Cal. Civ. Code § 1798.29(a), (c); Cal. Civ. Code § 1798.82(a)(2)(B), (c)
. Cal. Civ. Code § 1798.82(a)(2)(A); Cal. Civ. Code § 1798.29(a)

. Cal. Civ. Code § 1798.82(a)(2)(A)

. Cal. Civ. Code § 1798.29(a)

. Cal. Civ. Code § 1798.29(b); Cal. Civ. Code § 1798.82(b)

. Cal. Civ. Code § 1798.29(i)(3); Cal. Civ. Code & 1798.82(j)(3)

. Cal. Civ. Code § 1798.29(i)(1); Cal. Civ. Code § 1798.82(j)(1)

. Cal. Civ. Code § 1798.29(i)(2); Cal. Civ. Code § 1798.82(j)(2)

. Cal. Civ. Code § 1798.29(i)(3)(B); Cal. Civ. Code § 1798.82(j)(3)(B)

. Cal. Civ. Code § 1798.29(i)(3)(C); Cal. Civ. Code § 1798.82(j)(3)(C)

. Cal. Civ. Code § 1798.29(d)(1)-(2); Cal. Civ. Code § 1798.82(d)(1)-(2)
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California
42. Cal. Civ. Code § 1798.29(a); Cal. Civ. Code § 1798.82(a)(1)
43. Cal. Civ. Code § 1798.29(d)(2)(F); Cal. Civ. Code § 1798.82(d)(2)(F)
44, Cal. Civ. Code § 1798.29(e); Cal. Civ. Code § 1798.82(f)
45, Cal. Civ. Code § 1798.29(e); Cal. Civ. Code § 1798.82(f)
46. Cal. Civ. Code § 1798.29(d)(2); Cal. Civ. Code § 1798.82(d)(2)
47. Cal. Civ. Code § 1798.29(d)(2)(E); Cal. Civ. Code § 1798.82(d)(2)(E)
48. Cal. Civ. Code § 1798.29(d)(3); Cal. Civ. Code § 1798.82(d)(3)
49. Cal. Civ. Code § 1798.29(d)(2)(B); Cal. Civ. Code § 1798.82(d)(2)(B)
50. Cal. Civ. Code § 1798.29(d); Cal. Civ. Code § 1798.82(d)
51. Cal. Civ. Code § 1798.29(b); Cal. Civ. Code § 1798.82(b)
52. Cal. Civ. Code § 1798.29(b); Cal. Civ. Code § 1798.82(b)
53. Cal. Civ. Code § 1798.29(a)-(b); Cal. Civ. Code § 1798.82(a)-(b)
54, Cal. Civ. Code § 1798.82(e)
55. Cal. Civ. Code § 1798.82; Cal. Civ. Code § 1798.29
56. Cal. Civ. Code § 1798.82; Cal. Civ. Code § 1798.29
57. Cal. Civ. Code § 1798.29(j); Cal. Civ. Code § 1798.82(1)
58. Cal. Civ. Code § 1798.29(a), (h)(4); Cal. Civ. Code § 1798.82(a)(1), (i)(4)
59. Cal. Bus. & Prof. Code §§ 17200, 17203, 17206
60. Cal. Bus. & Prof. Code § 17204; Cal. Civ. Code § 1798.45
61. Cal. Bus. & Prof. Code § 17203; Cal. Civ. Code § 1798.48
62. Cal. Bus. & Prof. Code §§ 17204, 17208; Cal. Civ. Code § 1798.49
63. Cal. Bus. & Prof. Code §§ 17203, 17204, 17206; Cal. Civ. Code § 1798.47
64. Cal. Civ. Code § 1798.82(d)(2)(G)

Sources:

Private Sector:

+ Official code:
https://leginfo.legislature.ca.gov/faces/codes displaySection.xhtml?sectionNum=1798.82.&
lawCode=CIV

+ SB 446 (Stats. 2025, Ch. 319):
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill id=202520260SB446

Government Agencies:
+ Official code:

https://leginfo.legislature.ca.gov/faces/codes displaySection.xhtml?sectionNum=1798.29.&
lawCode=CIV

+ AB 2958 (Stats. 2022, Ch. 419):
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill id=202120220AB2958
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https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=202520260SB446
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=1798.29.&lawCode=CIV
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=1798.29.&lawCode=CIV
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=202120220AB2958

Colorado

Colorado

Colo. Rev. Stat. § 6-1-716 (Colorado Consumer Protection Act - Notification of Security Breach)
(amended 2018) [link

Definition of breach:

In Colorado 'security breach' means the unauthorized acquisition of unencrypted computerized data that
compromises the security, confidentiality, or integrity of personal information maintained by a covered
entity. Good faith acquisition of personal information by an employee or agent of a covered entity for the
covered entity's business purposes is not a security breach if the personal information is not used for a
purpose unrelated to the lawful operation of the business or is not subject to further unauthorized
disclosure.!

Definition of personally identifiable information:

In Colorado 'personal information' means a Colorado resident's first name or first initial and last name in
combination with any one or more of the following data elements when not encrypted, redacted, or
secured: Social security number; student, military, or passport identification number; driver's license
number or identification card number; medical information; health insurance identification number; or
biometric data. It also includes a username or email address in combination with a password or security
questions and answers that would permit access to an online account, or an account number or
credit/debit card number in combination with any required security code, access code, or password that
would permit access to that account.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Yes® No°®
Encrypted
. . Publicly . vP )
De-identified . Encrypted information
. . available . .
information: . . information: when key
information: 4
No No? exposed:
No3
Yes?0
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Colorado

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Colorado defines a security breach as unauthorized acquisition of unencrypted computerized data that
compromises personal information, with a good faith exception for employee/agent acquisitions used for
business purposes.’s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Colorado requires name plus data element combination for traditional PIl elements, and separately covers
username/email plus password combinations for online accounts and financial account numbers plus
access codes.'®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes Colorado explicitly includes biometric data in the personal information definition, covering unique
biometric data generated for the purpose of authenticating individuals when accessing online accounts.'’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Colorado covers both state government IDs (driver's license, identification card number) and federal
IDs (passport identification number, military identification number).8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes Colorado explicitly includes both medical information (covering treatment or diagnosis by health-care
professionals) and health insurance identification numbers in the personal information definition.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Colorado's breach definition applies only to computerized data, excluding paper records from breach
notification requirements.2°
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Colorado
Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Colorado explicitly excludes information that has been redacted or secured by any method rendering
it unreadable or unusable, meaning deidentified information would not meet the personal information
definition.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Colorado explicitly excludes publicly available information from government records or widely
distributed media from the personal information definition.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Colorado provides an encryption safe harbor where properly encrypted information (when the key
was not exposed) is excluded from both the security breach and personal information definitions.2

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Colorado requires notification when encrypted personal information is breached and the encryption
key or means to decipher was also acquired or reasonably believed to have been acquired.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Colorado explicitly applies notification requirements to businesses through the 'covered entity'
definition, which includes any person maintaining, owning, or licensing personal information in the course
of business.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Colorado applies notification requirements to any 'person' who maintains personal information in the
course of business, vocation, or occupation, which could include natural persons operating individually.2®

Q13. Are State government agencies subject to notification requirements?

Yes Colorado's covered entity definition references the general 'person' definition in the Colorado
Consumer Protection Act, which includes government agencies and subdivisions, making state
government agencies subject to notification requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes Colorado's covered entity definition references the general 'person' definition, which includes
government subdivisions, making local governments subject to notification requirements.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?
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Colorado
No Colorado does not require immediate notification; instead, notification is required within 30 days after
the date of determination that a security breach occurred, following a prompt investigation.

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Colorado requires a good faith investigation to determine the likelihood that personal information will
be misused; notification is only required when misuse has occurred or is reasonably likely to occur.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Colorado permits delays for law enforcement investigations (when LE determines notice would
impede investigation), for determining the scope of the breach, and for restoring data system integrity,
with a 30-day limit after the delay condition ends.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Colorado specifies a 30-day maximum limit for notification after determination that a security breach
occurred, applicable to all covered entities.?2

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

30 days Colorado requires businesses/covered entities to notify affected individuals in the most expedient
time possible but no later than 30 days after determination of the breach.

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

30 days Colorado applies the same 30-day notification deadline to government agencies as to other
covered entities through the inclusive 'person' definition.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Without unreasonable delay following discovery Colorado requires third-party service providers to notify
covered entities in the most expedient time possible and without unreasonable delay following discovery
of a breach, but does not specify a numeric day limit for processor-to-owner notification.3>

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Colorado permits substitute notice when cost exceeds $250,000, affected residents exceed 250,000,
or insufficient contact information exists, consisting of email (if available), website posting, and major
statewide media notification.3®

Q23. Does the law specify mail as a valid notification method?

Yes Colorado explicitly specifies written notice to the postal address as a valid primary notification
method.?”

Q24. Does the law specify email as a valid notification method?
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Colorado
Yes Colorado permits electronic notice if it is the primary means of communication or complies with the
federal E-SIGN Act.3?

Q25. Does the law specify website posting as a valid notification method?

Yes Colorado permits website posting as a component of substitute notice (not as a standalone primary
method).3°

Q26. Does the law specify media notification as a valid notification method?

Yes Colorado requires notification to major statewide media as a component of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Colorado requires notifications to include breach date/range, description of Pl acquired, entity
contact information, CRA contact information, FTC contact information, and fraud alert/security freeze
information.**

Q28. Is notification to the impacted individual required?

Yes Colorado requires notification to affected Colorado residents when misuse has occurred or is
reasonably likely to occur.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Colorado requires CRA notification when more than 1,000 Colorado residents are affected, including
the anticipated notification date and approximate number of affected residents.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Colorado requires AG notification within 30 days when a breach affects 500 or more Colorado
residents.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Colorado requires the AG to publish contact information for receiving breach notifications but does
not require publication of the breach notifications themselves.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Colorado's required notification content elements do not include the specific number of individuals
affected by the breach.*

Q33. Does the law require a description of how the breach occurred?

No Colorado requires a description of the personal information acquired but does not require a
description of how the breach occurred.*”

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Colorado's notification content requirements do not include information about response actions or
steps being taken to address the breach.*
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Colorado
Q35. Does the law require notifications to specify types of personal information compromised?

Yes Colorado requires notifications to include a description of the types of personal information that were
or are believed to have been acquired in the breach.*

Q36. Does the law require follow-up notifications if scope changes?

No Colorado permits additional information to be included in notices but does not explicitly require
follow-up notifications if the scope of the breach changes.*®

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Colorado requires third-party service providers to notify only the covered entity (data
owner/licensee), not individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Without unreasonable delay following discovery Colorado requires processors to notify covered entities
in the most expedient time possible and without unreasonable delay following discovery, but does not
specify a numeric day limit.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Colorado's statute is silent on whether processors may notify individuals on behalf of covered entities;
it defines processor obligations as notifying and cooperating with the covered entity but does not
authorize direct consumer notification.*

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Colorado does not explicitly exempt HIPAA-covered entities from breach notification requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Colorado provides a partial GLBA exemption specifically for the CRA notification requirement in
subsection (2)(d), but this exemption applies only to CRA notification, not to all notification
requirements.>®

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Colorado provides an exemption for entities regulated by federal law that maintain breach
notification procedures pursuant to their federal regulator's requirements, though AG notification is still
required.s®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?
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Yes Colorado allows entities with their own notification procedures consistent with timing requirements
to be deemed in compliance, provided they notify under their own policies and still notify the AG.57

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Colorado provides an encryption safe harbor where notification is not required if personal
information was encrypted and the encryption key was not also acquired; the statute also excludes
redacted or secured data.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Colorado provides enforcement through the Attorney General, who may bring actions in law or equity
to address violations and recover direct economic damages.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Colorado's breach notification statute vests enforcement authority exclusively in the Attorney General
and does not explicitly grant individuals a private right of action for violations.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Colorado's breach notification statute does not provide a private
right of action.¢!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Colorado's breach notification statute does not provide a private right of action.6?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Colorado grants the Attorney General authority to seek equitable relief (including injunctions) and to
recover direct economic damages resulting from violations.®

Q50. Does the law require credit monitoring or identity-theft protection?

No Colorado's breach notification statute does not require entities to provide credit monitoring or
identity theft protection services to affected individuals.®

Endnotes:

Colo. Rev. Stat. § 6-1-716(1)(h)

Colo. Rev. Stat. § 6-1-716(1)(g)

Colo. Rev. Stat. § 6-1-716(1)(a); Colo. Rev. Stat. § 6-1-716(1)(g)(1)(A)
Colo. Rev. Stat. § 6-1-716(1)(g)(I)(A); Colo. Rev. Stat. § 6-1-716(1)(e)
Colo. Rev. Stat. § 6-1-716(1)(g)(1)(A)

Colo. Rev. Stat. § 6-1-716(1)(h)

Colo. Rev. Stat. § 6-1-716(1)(g)(1)(A)

Colo. Rev. Stat. § 6-1-716(1)(g)(11)

. Colo. Rev. Stat. § 6-1-716(1)(h); Colo. Rev. Stat. § 6-1-716(1)(g)(I)(A); Colo. Rev. Stat. § 6-1-716(1)(d)
10. Colo. Rev. Stat. § 6-1-716(2)(a.4); Colo. Rev. Stat. § 6-1-716(2)(g)
11. Colo. Rev. Stat. § 6-1-716(1)(b)

12. Colo. Rev. Stat. § 6-1-716(1)(b)
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13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23,
24,
25,
26.
27.
28.
29.
30.
31.
32.
33,
34,
35.
36.
37.
38.
39.
40.
a1.
42.
43,
a4,
45,
46.
47.
48.
49,
50.
51.
52.
53.
54.
55.
56.
57.
58,
59.

Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.
Colo.

Colo.

Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.

Rev.

Re

<

Rev.

Rev.

g R[\ Privacy Rights
Clearinghouse

Stat. § 6-1-716(1)(b); Colo. Rev. Stat. § 6-1-102(6)
Stat. § 6-1-716(1)(b); Colo. Rev. Stat. § 6-1-102(6)
Stat. § 6-1-716(1)(h)

Stat. § 6-1-716(1)(g)

Stat. § 6-1-716(1)(a); Colo. Rev. Stat. § 6-1-716(1)(g)(1)(A)
Stat. § 6-1-716(1)(g)(1)(A)

Stat. § 6-1-716(1)(g)(1)(A); Colo. Rev. Stat. § 6-1-716(1)(e)
Stat. § 6-1-716(1)(h)

Stat. § 6-1-716(1)(g)(1)(A)

Stat. § 6-1-716(1)(g)(11)

Stat. § 6-1-716(1)(h); Colo. Rev. Stat. § 6-1-716(1)(g)(I)(A); Colo. Rev. Stat. § 6-1-716(1)(d)
Stat. § 6-1-716(2)(a.4); Colo. Rev. Stat. § 6-1-716(2)(g)
Stat. § 6-1-716(1)(b)

Stat. § 6-1-716(1)(b)

Stat. § 6-1-716(1)(b); Colo. Rev. Stat. § 6-1-102(6)
Stat. § 6-1-716(1)(b); Colo. Rev. Stat. § 6-1-102(6)
Stat. § 6-1-716(2)(a)

Stat. § 6-1-716(2)(a)

Stat. § 6-1-716(2)(a); Colo. Rev. Stat. § 6-1-716(2)(c)
Stat. § 6-1-716(2)(a)

Stat. § 6-1-716(2)(a)

Stat. § 6-1-716(2)(a); Colo. Rev. Stat. § 6-1-716(1)(b)
Stat. § 6-1-716(2)(b)

Stat. § 6-1-716(1)(f)(1V)

Stat. § 6-1-716(1)(f)(1)

Stat. § 6-1-716(1)(f)(11)

Stat. § 6-1-716(1)(f)(IV)(B)

Stat. § 6-1-716(1)(f)(IV)(C)

Stat. § 6-1-716(2)(a.2)

Stat. § 6-1-716(2)(a)

Stat. § 6-1-716(2)(d)

Stat. § 6-1-716(2)(f)(1)

Stat. § 6-1-716(2)(f)(11)

Stat. § 6-1-716(2)(a.2)

Stat. § 6-1-716(2)(a.2)

Stat. § 6-1-716(2)(a.2)

Stat. § 6-1-716(2)(a.2)(Il)

Stat. § 6-1-716(2)(a.6)

Stat. § 6-1-716(2)(b)

Stat. § 6-1-716(2)(b)

Stat. § 6-1-716(2)(b)

Stat. § 6-1-716(3)

Stat. § 6-1-716(2)(d)

Stat. § 6-1-716(3)(b)

. Stat. § 6-1-716(3)(a)

Stat. § 6-1-716(1)(h); Colo. Rev. Stat. § 6-1-716(1)(g)(1)(A)
Stat. § 6-1-716(4)
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Colorado
60. Colo. Rev. Stat. § 6-1-716(4)
61. Colo. Rev. Stat. § 6-1-716(4)
62. Colo. Rev. Stat. § 6-1-716(4)
63. Colo. Rev. Stat. § 6-1-716(4)
64. Colo. Rev. Stat. § 6-1-716(2)(a.2)

Sources:

+ Official code: https://content.leg.colorado.gov/sites/default/files/images/olls/crs2024-title-
06.pdf
+ HB 18-1128 (2018 Colo. Sess. Laws ch. 266): http://leg.colorado.gov/bills/hb18-1128
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Connecticut

Connecticut

Conn. Gen. Stat. § 36a-701b (Banking Law of Connecticut - Breach of Security re Computerized
Data) (amended 2023) [link

Definition of breach:

In Connecticut 'breach of security' means unauthorized access to or unauthorized acquisition of electronic
files, media, databases or computerized data, containing personal information when access to the
personal information has not been secured by encryption or by any other method or technology that
renders the personal information unreadable or unusable.?

Definition of personally identifiable information:

In Connecticut 'personal information' means an individual's first name or first initial and last name in
combination with any one or more of the following data: Social Security number; taxpayer identification
number; identity protection PIN from IRS; driver's license, state ID, passport, military ID, or other
government ID number; credit or debit card number; financial account number with security
code/password; medical information; health insurance information; biometric data; or precise
geolocation data. It also includes a username or email address in combination with a password or security
qguestion and answer permitting access to an online account.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Yes® No®
Encrypted
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No7 No? exposed:
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Does the law cover:
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Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Connecticut defines a breach of security as unauthorized access to or acquisition of electronic data
containing personal information when such information has not been secured by encryption or other
technology rendering it unreadable.?>

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Connecticut requires name plus data element combination for traditional Pll elements covering a wide
range of identifiers, and separately covers username/email plus password combinations for online
account access.'®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

Yes Connecticut explicitly includes biometric information in the personal information definition, covering
data generated from electronic measurements of physical characteristics used to authenticate identity.'”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Connecticut covers both state government IDs (driver's license, state identification card) and federal
IDs (passport number, military identification number), as well as any other government-issued
identification commonly used to verify identity.!8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute’'s definition of covered information?

Yes Connecticut explicitly includes both medical information (covering history, conditions, treatment, or
diagnosis) and health insurance information (policy numbers, subscriber IDs, or unique health insurer
identifiers) in the personal information definition.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Connecticut's breach definition applies only to electronic files, media, databases, or computerized
data, excluding paper records from breach notification requirements.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?
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Connecticut
No Connecticut requires personal information to include name in combination with data elements, so
deidentified information lacking the name element would not meet the personal information definition.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Connecticut explicitly excludes publicly available information from government records or widely
distributed media from the personal information definition.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Connecticut provides an encryption safe harbor where a breach does not occur if personal information
was secured by encryption or other technology rendering it unreadable or unusable.??

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Connecticut's encryption safe harbor only applies when encryption renders information unreadable or
unusable; if the encryption key is also compromised, the information is no longer effectively secured and
would trigger notification requirements.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Connecticut applies notification requirements to any person who owns, licenses, or maintains
computerized data containing personal information, which includes businesses.?>

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Connecticut applies notification requirements to any 'person' who owns, licenses, or maintains
personal information, and the definition of '‘person' includes natural persons.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Connecticut's statute applies to 'any person' who owns, licenses, or maintains personal information,
and the broad 'any other legal entity' language encompasses state government agencies.?’

Q14. Are Local governments subject to notification requirements?

Yes Connecticut's statute applies to 'any person' who owns, licenses, or maintains personal information,
and the broad 'any other legal entity' language encompasses local government entities.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Connecticut does not require immediate notification; notification must be made without
unreasonable delay but no later than 60 days after discovery of the breach.?®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?
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Connecticut
Yes Connecticut requires a risk assessment where notification may be avoided if an appropriate
investigation determines the breach will not likely result in harm to affected individuals.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Connecticut permits delays when law enforcement determines notification would impede a criminal
investigation and requests the delay, with notification required after law enforcement clears it.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Connecticut specifies a 60-day maximum limit for notification after discovery of a breach, applicable
to all covered persons.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

60 days Connecticut requires businesses/persons to notify affected residents without unreasonable delay
but no later than 60 days after discovery of the breach.??

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?
60 days Connecticut applies the same 60-day notification deadline to government agencies as to other

persons under the broad 'any person' coverage.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately following discovery Connecticut requires third-party data maintainers (processors) to notify
data owners or licensees immediately following discovery of a breach.3>

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Connecticut permits substitute notice when cost exceeds $250,000, affected persons exceed 500,000,
or insufficient contact information exists, consisting of email (if available), website posting, and major
statewide media notification including newspapers, radio, and television.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Connecticut explicitly specifies written notice as a valid primary notification method.3”

Q24. Does the law specify email as a valid notification method?

Yes Connecticut permits electronic notice as a primary notification method when consistent with the
federal E-SIGN Act provisions.38

Q25. Does the law specify website posting as a valid notification method?

Yes Connecticut permits website posting as a component of substitute notice (not as a standalone
primary method).3

Q26. Does the law specify media notification as a valid notification method?
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Connecticut
Yes Connecticut requires notification to major statewide media, including newspapers, radio, and
television, as a component of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Connecticut requires notifications to include information necessary for enrolling in identity theft
prevention/mitigation services and information on placing credit freezes when SSN or taxpayer ID is
breached.*

Q28. Is notification to the impacted individual required?

Yes Connecticut requires notification to any resident of the state whose personal information was
breached or is reasonably believed to have been breached.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

No Connecticut's breach notification statute does not require notification to consumer reporting
agencies.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Connecticut requires AG notification no later than the time notice is provided to affected residents for
all breaches requiring consumer notification.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Connecticut explicitly exempts breach investigation materials from public disclosure and does not
require the AG to publish received breach notifications.*>

Q32. Must breach notifications include the specific number of individuals affected by the breach?
No Connecticut's notification content requirements do not include the specific number of individuals
affected by the breach.4

Q33. Does the law require a description of how the breach occurred?

No Connecticut's statute does not require notifications to include a description of how the breach
occurred.*’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Connecticut's notification content requirements do not include information about response actions or
steps being taken to address the breach.*®

Q35. Does the law require notifications to specify types of personal information compromised?

No Connecticut's statute does not explicitly require notifications to specify the types of personal

information that were compromised.*°

Q36. Does the law require follow-up notifications if scope changes?
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Connecticut
Yes Connecticut requires follow-up notifications when additional affected residents are identified after
the initial 60-day notification period.s°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Connecticut requires third-party data maintainers (processors) to notify only the data owner or
licensee, not individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately following discovery Connecticut requires processors to notify data owners or licensees
immediately following discovery of a breach.*?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Connecticut's statute is silent on whether processors may notify individuals on behalf of data owners;
it assigns the consumer notification obligation to owners/licensees and only requires processors to notify
the data owner.53

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Connecticut provides a HIPAA/HITECH exemption for entities in compliance with those federal
standards, but they must still notify the AG and comply with identity theft service requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Connecticut provides an exemption for entities regulated by a 'primary or functional regulator' as
defined in GLBA (15 USC 6809(2)), provided they follow their regulator's breach procedures and still notify
the AG.55

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Connecticut provides an exemption for entities that maintain breach procedures pursuant to rules
established by their primary or functional regulator, which encompasses various federal regulators
beyond GLBA.5¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Connecticut allows entities with their own security breach procedures that comply with timing
requirements to be deemed in compliance, provided they notify under their own policies and still notify
the AG.>”

Q44. Does the law provide safe harbors beyond federal compliance?
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Connecticut
Yes Connecticut provides an encryption safe harbor where notification is not required if personal
information was secured by encryption or other technology rendering it unreadable or unusable.58

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Connecticut provides enforcement through the Attorney General, with violations constituting unfair
trade practices under CUTPA and subject to civil penalties that may be deposited into a privacy protection
fund.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Connecticut provides a private right of action through incorporation into CUTPA (§ 42-110b), which
allows any person suffering ascertainable loss to bring an action for actual and potentially punitive
damages.5°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages plus discretionary punitive damages, costs, and attorney's fees Connecticut allows
recovery of actual damages for ascertainable loss, with discretionary punitive damages, equitable relief,
costs, and reasonable attorney's fees available.¢!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Connecticut's CUTPA private right of action requires proof of 'ascertainable loss' (injury-in-fact) and is
subject to a 3-year statute of limitations.®2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Connecticut grants the Attorney General enforcement authority through CUTPA, including the ability
to seek civil penalties of up to $5,000 per willful violation.&

Q50. Does the law require credit monitoring or identity-theft protection?

Yes Connecticut requires identity theft prevention and mitigation services for at least 2 years at no cost
when breaches involve Social Security numbers or taxpayer identification numbers.*

Endnotes:

Conn. Gen. Stat. § 36a-701b(a)(1)
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Connecticut
60. Conn. Gen. Stat. § 36a-701b(j); Conn. Gen. Stat. § 42-110g(a)
61. Conn. Gen. Stat. § 42-110g(a); Conn. Gen. Stat. § 42-110g(d)
62. Conn. Gen. Stat. § 42-110g(a); Conn. Gen. Stat. § 42-110g(f)
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Sources:

+ Official code: https://www.cga.ct.gov/current/pub/chap 669.htm#sec 36a-701b
+ P.A. 23-98 § 4: https://www.cga.ct.gov/2023/act/pa/pdf/2023PA-00098-R0O0SB-01058-PA.pdf
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District of Columbia

District of Columbia

D.C. Code §§ 28-3851 to 28-3853 (Consumer Security Breach Notification) (amended 2020) [link

Definition of breach:

In the District of Columbia 'breach of the security of the system' means unauthorized acquisition of
computerized or other electronic data or any equipment or device storing such data that compromises
the security, confidentiality, or integrity of personal information maintained by the person or entity who
conducts business in the District. It excludes: (1) good-faith employee acquisitions not used improperly;
(2) data rendered secure through encryption or redaction unless the security protection is compromised;
and (3) acquisitions reasonably determined not to likely result in harm after investigation and
consultation with the AG and federal law enforcement.!

Definition of personally identifiable information:

In the District of Columbia 'personal information' means an individual's first name, first initial and last
name, or any other personal identifier, in combination with any of the following: Social Security number,
taxpayer ID, passport number, driver's license, DC ID card, military ID, or other government-issued ID;
financial account numbers with access codes; medical information; genetic information and DNA profile;
health insurance information; or biometric data. It also includes any combination of these elements that
would enable identity theft without reference to a name. Additionally, a username or email in
combination with password or security questions permitting account access is covered.?

Does the definition of "personally identifiable
information" or "breach" cover:
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District of Columbia

Does the law cover:
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N013 N014

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

DC defines a breach as unauthorized acquisition of electronic data or devices storing such data that
compromises personal information, with exclusions for good-faith employee acquisitions,
encrypted/secured data, and acquisitions determined unlikely to cause harm after investigation and AG
consultation.s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

DC requires name or personal identifier plus data element combination for most PlI, but uniquely also
covers combinations of data elements that would enable identity theft even without a name, and
separately covers username/email plus password combinations.16

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

Yes DC explicitly includes biometric data in the personal information definition, covering data generated
from automatic measurements of biological characteristics used to authenticate identity.'’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes DC covers both local government IDs (DC identification card number, driver's license) and federal IDs
(passport number, military identification number), plus any other unique government-issued
identification commonly used to verify identity.!8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes DC explicitly includes both medical information (covering dental, medical, or mental health treatment
or diagnosis) and health insurance information (policy numbers, subscriber IDs, or unique insurer
identifiers) in the personal information definition.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?
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District of Columbia
No DC's breach definition applies only to computerized or electronic data and devices storing such data,
excluding paper records from breach notification requirements.2

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No DC requires personal identifiers in combination with data elements, and explicitly excludes data that
has been rendered secure through redaction, meaning deidentified information would not meet the
personal information definition or trigger notification.

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?
No DC explicitly excludes publicly available information from government records from the personal

information definition.2?

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No DC provides an encryption safe harbor where a breach does not occur if data was rendered secure

through encryption, as long as the encryption remains effective.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes DC's encryption safe harbor explicitly does not apply when information obtained has the potential to
compromise the effectiveness of the security protection (i.e., when the encryption key is also acquired).

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes DC explicitly applies notification requirements to any person or entity who conducts business in DC
and owns or licenses electronic data containing personal information.

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes DC applies notification requirements to any 'person or entity' who conducts business in DC, and the
definition explicitly includes individuals.2¢

Q13. Are State government agencies subject to notification requirements?

No DC explicitly excludes the District of Columbia government and its agencies or instrumentalities from
the definition of 'person or entity,' exempting them from the breach notification requirements.?’

Q14. Are Local governments subject to notification requirements?

No DC explicitly excludes the District of Columbia government (which is the equivalent of a local
government in this jurisdiction) from the breach notification requirements.

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?
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District of Columbia
No DC does not require immediate notification; notification must be made promptly, in the most
expedient time possible and without unreasonable delay, consistent with law enforcement needs and
scope determination.?®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes DC requires a risk assessment where notification may be avoided if, after a reasonable investigation
and consultation with the DC AG and federal law enforcement, the entity reasonably determines the
acquisition will likely not result in harm.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes DC permits delays when law enforcement determines notification would impede a criminal
investigation, with notification required as soon as possible after law enforcement clears it.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No DC uses non-numeric timing language ('most expedient time possible,' 'without unreasonable delay')
rather than specifying numeric day limits.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expedient time possible without unreasonable delay DC requires businesses/persons to notify
promptly, in the most expedient time possible and without unreasonable delay, but does not specify a
numeric day limit.?3

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Not applicable - government exempt DC explicitly excludes the District of Columbia government and its
agencies from the breach notification requirements.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Most expedient time possible following discovery DC requires third-party data maintainers (processors)
to notify data owners or licensees in the most expedient time possible following discovery, but does not
specify a numeric day limit.?

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes DC permits substitute notice when cost exceeds $50,000, affected persons exceed 100,000, or
insufficient contact information exists, consisting of email (if available), website posting, and major
local/national media notification.3¢

Q23. Does the law specify mail as a valid notification method?

Yes DC explicitly specifies written notice as a valid primary notification method.3”
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District of Columbia
Q24. Does the law specify email as a valid notification method?

Yes DC permits electronic notice as a primary notification method when the customer has consented to
electronic notice consistent with the federal E-SIGN Act.38

Q25. Does the law specify website posting as a valid notification method?

Yes DC permits website posting as a component of substitute notice (not as a standalone primary
method).3

Q26. Does the law specify media notification as a valid notification method?

Yes DC requires notice to major local and, if applicable, national media as a component of substitute
notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes DC requires notifications to include categories of information acquired, entity contact information,
CRA contact information with security freeze instructions, and FTC and DC AG contact information with
identity theft avoidance steps.*

Q28. Is notification to the impacted individual required?

Yes DC requires notification to any District of Columbia resident whose personal information was included
in the breach.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes DC requires CRA notification when more than 1,000 persons must be notified, including timing,
distribution, and content of the notices.*3

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes DC requires AG notification when a breach affects 50 or more District residents, no later than when
consumer notice is provided.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No DC's statute does not require the Attorney General to publish received breach notifications on a public
website.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies DC requires the number of affected residents in the AG notification but not in consumer
notifications.*®

Q33. Does the law require a description of how the breach occurred?

Varies DC requires a description of the nature and cause of the breach in AG notifications but not in
consumer notifications.*

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?
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Varies DC requires information about remedial actions in AG notifications but not in consumer
notifications.*

Q35. Does the law require notifications to specify types of personal information compromised?

Yes DC requires consumer notifications to include a description of the categories and elements of
personal information acquired or reasonably believed to have been acquired.*

Q36. Does the law require follow-up notifications if scope changes?

No DC encourages prompt AG notification even if the total number affected is not yet determined, but
does not explicitly require follow-up notifications if the scope changes.*®

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No DC requires third-party data maintainers (processors) to notify only the data owner or licensee, not
individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Most expedient time possible following discovery DC requires processors to notify data owners or
licensees in the most expedient time possible following discovery, but does not specify a numeric day
limit.52

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No DC's statute is silent on whether processors may notify individuals on behalf of data owners; it assigns
consumer notification to owners/licensees and processor notification only to the data owner.52

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes DC provides a HIPAA/HITECH exemption for entities in compliance with federal HHS breach
notification rules, but they must still notify the DC AG.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes DC provides a GLBA exemption for entities maintaining breach notification procedures under GLBA,
with CRA notification requirements also not applying to GLBA-regulated entities.>s

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes DC provides an exemption for entities complying with federal breach notification regulations under
GLBA or HIPAA/HITECH, though AG notification is still required.5¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?
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No DC's exemptions are limited to entities complying with specific federal regulations (GLBA, HIPAA,
HITECH); there is no general exemption for entities maintaining equivalent internal breach notification
procedures.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes DC provides an encryption/security safe harbor where notification is not required if data was
rendered secure through encryption or redaction, as long as the security protection was not
compromised.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes DC provides enforcement by designating breach notification violations as unfair or deceptive trade
practices under the Consumer Protection Procedures Act (CPPA).5°

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes DC provides a private right of action through incorporation into the CPPA, which allows consumers to
bring actions for trade practice violations.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages only (excluding dignitary damages) DC specifically limits data breach violation damages
to actual damages only (excluding treble damages/$1,500 minimum available for other CPPA violations)
and excludes dignitary damages including pain and suffering; reasonable attorney's fees are still
available.®?

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes DC places significant limitations on the private right of action for data breach violations: only actual
damages are recoverable (not treble damages or the $1,500 minimum), and dignitary damages including
pain and suffering are explicitly excluded.®2

Q49. Can Attorney General seek injunctive or other remedies?

Yes DC allows enforcement through CPPA, which provides for injunctive relief and any other relief the
court determines proper.53

Q50. Does the law require credit monitoring or identity-theft protection?

Yes DC requires identity theft protection services for at least 18 months at no cost when breaches involve
Social Security numbers or taxpayer identification numbers.®*

Endnotes:

D.C. Code § 28-3851(1)

D.C. Code § 28-3851(3)

D.C. Code § 28-3851(3)(A)(i)(VI)
D.C. Code § 28-3851(3)(A)(i)(Ill); D.C. Code § 28-3851(3)(A)(i)(V); D.C. Code § 28-3851(1B)
D.C. Code § 28-3851(3)(A)(i)(1)
D.C. Code § 28-3851(1)(A)
D.C. Code § 28-3851(3)(A)(i); D.C. Code § 28-3851(1)(B)(ii)
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8. D.C. Code § 28-3851(3)(B)

9. D.C. Code § 28-3851(1)(B)(ii)

10. D.C. Code § 28-3851(1)(B)(ii)

11. D.C. Code § 28-3852(a); D.C. Code § 28-3851(2A)

12. D.C. Code § 28-3852(a)

13. D.C. Code § 28-3851(2A)

14. D.C. Code § 28-3851(2A)

15. D.C. Code § 28-3851(1)

16. D.C. Code § 28-3851(3)

17. D.C. Code § 28-3851(3)(A)(i)(VI)

18. D.C. Code § 28-3851(3)(A)(i)(I)

19. D.C. Code § 28-3851(3)(A)(i)(lll); D.C. Code § 28-3851(3)(A)(i)(V); D.C. Code § 28-3851(1B)

20. D.C. Code § 28-3851(1)(A)

21. D.C. Code § 28-3851(3)(A)(i); D.C. Code § 28-3851(1)(B)(ii)

22. D.C. Code § 28-3851(3)(B)

23. D.C. Code § 28-3851(1)(B)(ii)

24. D.C. Code § 28-3851(1)(B)(ii)

25. D.C. Code § 28-3852(a)

26. D.C. Code § 28-3852(a); D.C. Code § 28-3851(2A)

27.D.C. Code § 28-3851(2A)

28. D.C. Code § 28-3851(2A)

29. D.C. Code § 28-3852(a)

30. D.C. Code § 28-3851(1)(B)(iii)

31. D.C. Code § 28-3852(d)

32. D.C. Code § 28-3852(a)

33. D.C. Code § 28-3852(a)

34. D.C. Code § 28-3851(2A)

35. D.C. Code § 28-3852(b)

36. D.C. Code § 28-3851(2)(C)

37.D.C. Code § 28-3851(2)(A)

38. D.C. Code § 28-3851(2)(B)

39. D.C. Code § 28-3851(2)(C)(ii)(Il)

40. D.C. Code § 28-3851(2)(C)(ii)(111)

41. D.C. Code § 28-3852(a-1)

42. D.C. Code § 28-3852(a)

43. D.C. Code § 28-3852(c)

44, D.C. Code § 28-3852(b-1)

45. D.C. Code § 28-3852(b-1); D.C. Code § 28-3852.03

46. D.C. Code § 28-3852(a-1); D.C. Code § 28-3852(b-1)(5)

47.D.C. Code § 28-3852(a-1); D.C. Code § 28-3852(b-1)(3); D.C. Code § 28-3852(b-1)(6)

48. D.C. Code § 28-3852(a-1); D.C. Code § 28-3852(b-1)(7)

49. D.C. Code § 28-3852(a-1)(1)

50. D.C. Code § 28-3852(b-2)

51. D.C. Code § 28-3852(b)

52. D.C. Code § 28-3852(b)

53. D.C. Code § 28-3852(a)-(b)

54. D.C. Code § 28-3852(g)
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55. D.C. Code § 28-3852(g); D.C. Code § 28-3852(c)
56. D.C. Code § 28-3852(g)
57. D.C. Code § 28-3852(g)
58. D.C. Code § 28-3851(1)(B)(ii)
59. D.C. Code § 28-3853(b); D.C. Code § 28-3904(kk)
60. D.C. Code § 28-3853(b); D.C. Code § 28-3905(k)(1)(A)
61. D.C. Code § 28-3905(k)(2)(A)(ii); D.C. Code § 28-3905(k)(2)(B)
62. D.C. Code § 28-3905(k)(2)(A)(ii)
63. D.C. Code § 28-3853(b); D.C. Code § 28-3905(k)(2)(D); D.C. Code § 28-3905(k)(2)(F)
64. D.C. Code § 28-3852.02

Sources:
« Official code: https://code.dccouncil.gov/us/dc/council/code/sections/28-3852

+ D.C. Law 23-98 (Security Breach Protection Amendment Act of 2020):
https://code.dccouncil.gov/us/dc/council/laws/23-98
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Delaware

Delaware

Del. Code tit. 6, ch. 12B (Computer Security Breaches) (amended 2017) [link

Definition of breach:

In Delaware 'breach of security' means the unauthorized acquisition of computerized data that
compromises the security, confidentiality, or integrity of personal information. Good faith acquisition of
personal information by an employee or agent of any person for the purposes of such person is not a
breach of security, provided that the personal information is not used for an unauthorized purpose or
subject to further unauthorized disclosure. The unauthorized acquisition of computerized data that
compromises the security, confidentiality, or integrity of personal information is not a breach of security
to the extent that personal information contained therein is encrypted, unless such unauthorized
acquisition includes, or is reasonably believed to include, the encryption key and the person that owns or
licenses the encrypted information has a reasonable belief that the encryption key could render that
personal information readable or useable.?

Definition of personally identifiable information:

In Delaware 'personal information' means a Delaware resident's first name or first initial and last name in
combination with any 1 or more of the following data elements that relate to that individual: (1) Social
Security number; (2) Driver's license number or state or federal identification card number; (3) Account
number, credit card number, or debit card number, in combination with any required security code,
access code, or password that would permit access to a resident's financial account; (4) Passport number;
(5) A username or email address, in combination with a password or security question and answer that
would permit access to an online account; (6) Medical history, medical treatment by a health-care
professional, diagnosis of mental or physical condition by a health care professional, or deoxyribonucleic
acid profile; (7) Health insurance policy number, subscriber identification number, or any other unique
identifier used by a health insurer to identify the person; (8) Unique biometric data generated from
measurements or analysis of human body characteristics for authentication purposes; (9) An individual
taxpayer identification number. Personal information does not include publicly available information that
is lawfully made available to the general public from federal, state, or local government records or widely-
distributed media.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Yes® No®
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Delaware

. Encrypted
. . Publicly . )
De-identified . Encrypted information
. . available . .
information: . . information: when key
information: o
No’ No® exposed:
Noé
Yes10
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes!

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Delaware defines a breach of security as the unauthorized acquisition of computerized data that
compromises the security, confidentiality, or integrity of personal information, with a good faith
exception for employee/agent acquisitions and an encryption safe harbor when keys are not
compromised.’s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Delaware requires a name combined with any of nine data element categories including SSN, government
IDs (both state and federal including passports), financial account information with credentials, online
account credentials, medical/health information, health insurance identifiers, biometric data, and
taxpayer identification numbers, with an exclusion for publicly available information.¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

Yes Delaware explicitly includes unique biometric data generated from measurements or analysis of
human body characteristics for authentication purposes as a covered data element.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Delaware covers both state government IDs (driver's license number, state identification card
number) and federal IDs (federal identification card number, passport number), providing comprehensive
government ID coverage.'®
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Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?
Yes Delaware explicitly includes both medical information (medical history, treatment, diagnoses, DNA
profiles) and health insurance information (policy numbers, subscriber IDs, health insurer unique
identifiers) as covered data elements.?®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Delaware applies only to computerized data, excluding paper records from breach notification
requirements.?°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Delaware requires a name combined with data elements, so deidentified information that lacks the
name component would not meet the definition of personal information.?!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Delaware explicitly excludes publicly available information from government records or widely-
distributed media from the definition of personal information.

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Delaware provides an encryption safe harbor, excluding encrypted information from breach
notification requirements when the encryption key was not or is not reasonably believed to have been
acquired.”

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Delaware requires breach notification for encrypted information when the unauthorized acquisition
includes or is reasonably believed to include the encryption key and the key could render the information
readable or useable.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Delaware applies to any person who conducts business in the state, with 'person' explicitly including
corporations, business trusts, partnerships, LLCs, associations, joint ventures, and other commercial
entities.?>

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Delaware explicitly includes individuals in the definition of 'person' and applies notification
requirements to any person who conducts business in the state and owns or licenses computerized data.2®

Q13. Are State government agencies subject to notification requirements?
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Yes Delaware explicitly includes government, governmental subdivisions, agencies, and instrumentalities
in the definition of 'person,' subjecting state government agencies to breach notification requirements.?”

Q14. Are Local governments subject to notification requirements?

Yes Delaware explicitly includes governmental subdivisions in the definition of 'person,’ subjecting local
governments to breach notification requirements.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Delaware does not require immediate notification but requires notification without unreasonable
delay and within 60 days of determination of the breach.?°

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Delaware requires risk assessment, allowing entities to forego notification if they reasonably
determine after an appropriate investigation that the breach is unlikely to result in harm to affected
individuals.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Delaware permits delays when law enforcement determines notification would impede a criminal
investigation, and allows extended time when through reasonable diligence the entity cannot identify
affected Delaware residents within 60 days.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Delaware specifies a 60-day deadline for notification to individuals after determination of the breach
of security.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
60 days Delaware requires businesses/persons to notify affected individuals without unreasonable delay
but not later than 60 days after determination of the breach.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

60 days Delaware applies the same 60-day notification deadline to government agencies, as they are
included in the definition of 'person’ subject to the statute.?*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Delaware requires third-party processors (those who maintain but do not own or license the
data) to notify data owners immediately following determination of the breach.*s

Notification Methods (Q22-26)
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Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Delaware permits substitute notice when cost exceeds $75,000, affected Delaware residents exceed
100,000, or insufficient contact information exists, requiring email notice (if addresses available),
conspicuous website posting, and notice to major statewide media and social media platforms.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Delaware specifies written notice as a valid notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes Delaware permits electronic notice if consistent with the E-SIGN Act or if electronic communication is
the primary means of communication with the resident.3®

Q25. Does the law specify website posting as a valid notification method?

Yes Delaware permits conspicuous website posting as part of substitute notice when applicable
thresholds are met.??

Q26. Does the law specify media notification as a valid notification method?

Yes Delaware requires notice to major statewide media including newspapers, radio, and television, plus
publication on social media platforms as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Delaware requires notifications involving SSN breaches to include credit monitoring enroliment
information and instructions on how to place a credit freeze, but does not otherwise specify general
content requirements for all notifications.*

Q28. Is notification to the impacted individual required?

Yes Delaware requires notification to any Delaware resident whose personal information was breached or
is reasonably believed to have been breached.?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?
No Delaware does not require notification to Credit Reporting Agencies in its breach notification statute.

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Delaware requires Attorney General notification when the breach affects more than 500 Delaware
residents, concurrent with individual notification.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Delaware is silent on whether the Attorney General must publish received breach notifications on a
public website.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?
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No Delaware does not require breach notifications to include the specific number of individuals
affected.?

Q33. Does the law require a description of how the breach occurred?

No Delaware does not require notifications to include a description of how the breach occurred.4’
Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Delaware does not require notifications to include information about response actions or steps being
taken to address the breach.

Q35. Does the law require notifications to specify types of personal information compromised?

No Delaware does not require notifications to specify the types of personal information compromised.*®

Q36. Does the law require follow-up notifications if scope changes?

No Delaware does not require follow-up notifications if the scope of the breach changes.5°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Delaware requires third-party processors (those who maintain but do not own or license the data) to
notify only the data owner or licensee, not individuals directly.5!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Delaware requires processors to notify data owners immediately following determination of
the breach.>?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Delaware places notification responsibility on data owners and licensees and is silent on whether
processors may notify on their behalf, with statutory language suggesting notification responsibility
remains with owners/licensees.53

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Delaware explicitly exempts HIPAA-covered entities that maintain breach notification procedures
pursuant to HIPAA and notify affected residents in accordance with those procedures.5*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Delaware explicitly exempts GLBA-covered entities that maintain breach notification procedures
pursuant to GLBA and notify affected residents in accordance with those procedures.*s

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
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Yes Delaware provides a broad exemption for entities regulated by any state or federal law that maintain
breach notification procedures pursuant to their primary or functional regulator, covering regulations
beyond HIPAA and GLBA.>¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Delaware provides an exemption for entities that maintain their own breach notification procedures
as part of an information security policy, provided those procedures are consistent with the timing
requirements of the statute.>”

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Delaware provides safe harbors for encryption (when the encryption key is not compromised) and for
breaches determined through appropriate investigation to be unlikely to result in harm, beyond federal
compliance exemptions.58

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Delaware provides enforcement through the Attorney General and Director of Consumer Protection,
who may bring actions to address violations, ensure compliance, and recover direct economic damages.>°

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Delaware does not provide an explicit private right of action for breach notification violations; the
statute only authorizes Attorney General enforcement and contains a savings clause preserving common
law rights, which does not create a new private right of action.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Delaware does not provide a private right of action for breach
notification violations; only preserves pre-existing common law rights.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Delaware does not provide a private right of action for breach notification violations.52

Q49. Can Attorney General seek injunctive or other remedies?

Yes Delaware grants the Attorney General authority to bring actions in law or equity, seek relief to ensure
compliance (including injunctive relief), and recover direct economic damages from violations.©3

Q50. Does the law require credit monitoring or identity-theft protection?

Yes Delaware requires one year of free credit monitoring services for breaches involving Social Security
numbers, along with credit freeze information, unless the entity reasonably determines the breach is
unlikely to result in harm.&

Endnotes:

1. Del. Code tit. 6, § 12B-101(1)
2. Del. Code tit. 6, § 12B-101(7)
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6, § 12B-102(a)
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6,§ 12B-102(c)

6,§ 12B-102(c)

6, § 12B-101(6), § 12B-102(c)
6, § 12B-102(b)

6, § 12B-101(5)(d)

.6, § 12B-101(5)(a)

6, § 12B-101(5)(c)

6, § 12B-101(5)(d)(2)

6, § 12B-101(5)(d)(3)

6,§ 12B-102(e)
.6,§12B-102(a)

6,§ 12B-102

6, § 12B-102(d)

.6, § 12B-102(d)

6,§ 12B-102

6,§ 12B-102

6,§ 12B-102

6,§ 12B-102
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Delaware
50. Del.
51. Del.
52. Del.
53. Del.
54. Del.
55. Del.
56. Del.
57. Del.
58. Del.
59. Del.
60. Del.
61. Del.
62. Del.
63. Del.
64. Del.

Code tit. 6, § 12B-102

Code tit. 6, § 12B-102(b)
Code tit. 6, § 12B-102(b)
Code tit. 6, § 12B-102(a), (b)
Code tit. 6, § 12B-103(b)
Code tit. 6, § 12B-103(b)
Code tit. 6, § 12B-103(b)
Code tit. 6, § 12B-103(a)
Code tit. 6, § 12B-101(1)(b), § 12B-102(a)
Code tit. 6, § 12B-104(a)
Code tit. 6, § 12B-104

Code tit. 6, § 12B-104(b)
Code tit. 6, § 12B-104

Code tit. 6, § 12B-104(a)
Code tit. 6, § 12B-102(e)

Sources:

+ Official code: https://delcode.delaware.gov/title6/c012b/index.html

- 81 Del. Laws, c. 129: https://legis.delaware.gov/Sessionl.aws/Chapter?id=15237
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Florida

Florida

Fla. Stat. § 501.171 (Security of Confidential Personal Information) (amended 2023) [link

Definition of breach:

In Florida 'breach of security' or 'breach' means unauthorized access of data in electronic form containing
personal information. Good faith access of personal information by an employee or agent of the covered
entity does not constitute a breach of security, provided that the information is not used for a purpose
unrelated to the business or subject to further unauthorized use.!

Definition of personally identifiable information:

In Florida 'personal information' means either of the following: (a) An individual's first name or first initial
and last name in combination with any one or more of the following data elements: () A social security
number; (I1) A driver license or identification card number, passport number, military identification
number, or other similar number issued on a government document used to verify identity; (Ill) A
financial account number or credit or debit card number, in combination with any required security code,
access code, or password that is necessary to permit access to an individual's financial account; (IV) Any
information regarding an individual's medical history, mental or physical condition, or medical treatment
or diagnosis by a health care professional; (V) An individual's health insurance policy number or subscriber
identification number and any unique identifier used by a health insurer to identify the individual; (VI) An
individual's biometric data as defined in s. 501.702; or (VII) Any information regarding an individual's
geolocation; (b) A user name or e-mail address, in combination with a password or security question and
answer that would permit access to an online account. The term does not include information about an
individual that has been made publicly available by a federal, state, or local governmental entity. The term
also does not include information that is encrypted, secured, or modified by any other method or
technology that removes elements that personally identify an individual or that otherwise renders the
information unusable.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Yes® No®
De-identified Encrypted Encrypted
information: information: information
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No’ Publicly No°® when key
available exposed:
information: Yest0
No3

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes!

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Florida defines a breach as unauthorized access of data in electronic form containing personal
information, with a good faith exception for employee/agent access when not used for unrelated
purposes or further unauthorized use.’s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Florida requires a name combined with any of seven data element categories (SSN, government IDs
including passports/military IDs, financial accounts with credentials, medical information, health
insurance identifiers, biometric data, geolocation), or standalone online account credentials
(username/email with password/security question), with exclusions for publicly available and encrypted
information.16

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes Florida explicitly includes biometric data as defined in § 501.702 as a covered data element in the
personal information definition.?”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Florida covers both state government IDs (driver's license, identification card number) and federal IDs
(passport number, military identification number), plus any other similar number issued on a government
document used to verify identity, providing comprehensive government ID coverage.'8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute’'s definition of covered information?
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Yes Florida explicitly includes both medical information (medical history, mental or physical condition,
medical treatment or diagnosis) and health insurance information (policy numbers, subscriber IDs, health
insurer unique identifiers) as covered data elements.?®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Florida applies only to data in electronic form (stored electronically or digitally on computer systems
or databases), excluding paper records from breach notification requirements.°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Florida requires a name combined with data elements for most categories, and explicitly excludes
information modified to remove personally identifying elements, so deidentified information would not
meet the definition.?

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Florida explicitly excludes information made publicly available by federal, state, or local governmental
entities from the definition of personal information.2?

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Florida explicitly excludes encrypted information from the definition of personal information,
providing an encryption safe harbor when the information remains encrypted.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Florida excludes encrypted information only when it 'renders the information unusable'; if the
encryption key is exposed, the information would no longer be rendered unusable and would therefore
be covered.”*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Florida applies to covered entities including sole proprietorships, partnerships, corporations, trusts,
estates, cooperatives, associations, and other commercial entities that acquire, maintain, store, or use
personal information.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Florida includes sole proprietorships in the definition of covered entity, which would encompass
individuals conducting business who acquire, maintain, store, or use personal information.2¢

Q13. Are State government agencies subject to notification requirements?
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Yes Florida explicitly includes governmental entities in the definition of covered entity for notice
requirements, with governmental entity defined to include any department, division, bureau,
commission, agency, or other instrumentality of the state.?’

Q14. Are Local governments subject to notification requirements?

Yes Florida includes governmental entities in the covered entity definition, and the governmental entity
definition encompasses districts and other instrumentalities which would include local governments that
acquire, maintain, store, or use data in electronic form containing personal information.

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Florida does not require immediate notification but requires notification as expeditiously as
practicable and without unreasonable delay, with a maximum deadline of 30 days after determination of
the breach.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Florida requires risk assessment, allowing entities to forego individual notification if they reasonably
determine the breach has not and will not likely result in identity theft or financial harm, with written
documentation required.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Florida permits delays when law enforcement determines notification would interfere with a criminal
investigation (no maximum period specified), and allows 15 additional days beyond the 30-day deadline if
good cause is demonstrated to the department in writing.3?

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Florida specifies a 30-day deadline for notification to individuals, with a possible 15-day extension
(total 45 days) if good cause is demonstrated in writing.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

30 days Florida requires covered entities (businesses) to notify affected individuals no later than 30 days
after determination of the breach, with a possible 15-day extension for good cause.3?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

30 days Florida applies the same 30-day notification deadline to governmental entities, as they are
included in the definition of covered entity for notice requirements.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

10 days Florida requires third-party agents to notify covered entities no later than 10 days following
determination of the breach or reason to believe a breach occurred.3>
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Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Florida permits substitute notice when cost exceeds $250,000, affected individuals exceed 500,000, or
insufficient contact information exists, requiring conspicuous website posting and notice to print and
broadcast media in affected areas.?®

Q23. Does the law specify mail as a valid notification method?

Yes Florida specifies written notice sent to the mailing address as a valid notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes Florida specifies email notice as a valid notification method.38

Q25. Does the law specify website posting as a valid notification method?

Yes Florida permits conspicuous website posting as part of substitute notice when applicable thresholds
are met.*

Q26. Does the law specify media notification as a valid notification method?

Yes Florida requires notice to print and broadcast media, including major media in urban and rural areas,
as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Florida requires notifications to include the date/date range of the breach, description of personal
information accessed, and contact information for the covered entity.*

Q28. Is notification to the impacted individual required?

Yes Florida requires notification to each individual in the state whose personal information was or is
reasonably believed to have been accessed.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Florida requires notification to nationwide consumer reporting agencies when the breach affects
more than 1,000 individuals at a single time.*
Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Florida requires notification to the Department of Legal Affairs (Attorney General) when the breach
affects 500 or more individuals in the state, within 30 days of determination.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Florida explicitly makes breach notification information received by the department confidential and
exempt from public records requirements both during and after investigations, rather than requiring
publication.*

Data Breach Notification Laws Survey 2026: Florida e Privacy Rights Clearinghouse * Page 96



Florida
Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Florida requires the number of affected individuals to be included in notice to the department, but
does not require this information in notices to individuals.“®

Q33. Does the law require a description of how the breach occurred?

Varies Florida requires a synopsis of breach events in the notice to the department, but does not require
a description of how the breach occurred in notices to individuals.*”

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Varies Florida requires information about services being offered in the notice to the department, but does
not require response actions information in notices to individuals.*®
Q35. Does the law require notifications to specify types of personal information compromised?

Yes Florida requires notifications to individuals to include a description of the personal information that
was accessed or reasonably believed to have been accessed.®

Q36. Does the law require follow-up notifications if scope changes?

No Florida permits but does not require covered entities to provide supplemental information to the
department; there is no requirement for follow-up notifications to individuals if the scope changes.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Florida requires third-party agents to notify the covered entity, not individuals directly; the covered
entity then provides notices to individuals and the department.>!

Q38. If processors must notify contracting entity, what is the timeframe?
10 days Florida requires third-party agents to notify covered entities no later than 10 days following
determination of the breach.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

Yes Florida permits agents to provide notice on behalf of covered entities, but the covered entity remains
liable for any failure to provide proper notice.5?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Florida provides a broad federal regulator compliance exemption that encompasses HIPAA-regulated
entities, as notice pursuant to primary or functional federal regulator rules is deemed compliant with
state requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?
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Yes Florida provides a broad federal regulator compliance exemption that encompasses GLBA-regulated
entities, as notice pursuant to primary or functional federal regulator rules is deemed compliant with
state requirements.>>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Florida provides a broad exemption for any entity regulated by a primary or functional federal
regulator, covering all federal breach notification regulations beyond HIPAA and GLBA.*¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No Florida does not provide an exemption for entities that maintain their own breach notification
procedures that are equivalent to the statutory requirements; the exemption applies only to compliance
with primary or functional federal regulator rules.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Florida provides safe harbors for encryption (information that is encrypted or rendered unusable) and
risk assessment (when entity determines breach is unlikely to result in identity theft or financial harm),
beyond federal compliance exemptions.58

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Florida provides enforcement through treatment of violations as unfair or deceptive trade practices
(FDUTPA), with civil penalties up to $500,000 ($1,000/day for first 30 days, $50,000/30-day period
thereafter, per breach not per individual).5°

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Florida explicitly precludes a private right of action for breach notification violations, stating that the
section does not establish a private cause of action.

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Florida explicitly precludes a private right of action for breach
notification violations.¢!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Florida explicitly precludes a private right of action for breach notification violations.¢2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Florida grants the Department of Legal Affairs enforcement authority through FDUTPA, including
injunctive relief, actions to recover actual damages, restitution, and civil penalties up to $10,000 per
willful violation.®3

Q50. Does the law require credit monitoring or identity-theft protection?
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No Florida does not require credit monitoring or identity theft protection services; while the notice to the
department must include information about any services being offered, the statute does not mandate
that such services be provided.®

Endnotes:

. Fla. Stat. § 501.171(1)(a)

Fla. Stat. § 501.171(1)(g)

Fla. Stat. § 501.171(1)(g)(1)(a)(VI)
Fla. Stat. § 501.171(1)(g)(1)(a)(IV), (V)
Fla. Stat. § 501.171(1)(g)(1)(a)(Il)
Fla. Stat. § 501.171(1)(a), (d)

Fla. Stat. § 501.171(1)(g)

Fla. Stat. § 501.171(1)(g)(2)

. Fla. Stat. § 501.171(1)(g)(2)

. Fla. Stat. § 501.171(1)(g)(2)

. Fla. Stat. § 501.171(1)(b)

. Fla. Stat. § 501.171(1)(b)
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Georgia

Georgia

0.C.G.A. §§ 10-1-910 to 10-1-915 (Georgia Personal Identity Protection Act) (amended 2024)
link

Definition of breach:

In Georgia 'breach of the security of the system' means unauthorized acquisition of an individual's
electronic data that compromises the security, confidentiality, or integrity of personal information of such
individual maintained by an information broker or data collector. Good faith acquisition or use of personal
information by an employee or agent of an information broker or data collector for the purposes of such
information broker or data collector is not a breach of the security of the system, provided that the
personal information is not used or subject to further unauthorized disclosure.*

Definition of personally identifiable information:

In Georgia 'personal information' means an individual's first name or first initial and last name in
combination with any one or more of the following data elements, when either the name or the data
elements are not encrypted or redacted: (A) Social security number; (B) Driver's license number or state
identification card number; (C) Account number, credit card number, or debit card number, if
circumstances exist wherein such a number could be used without additional identifying information,
access codes, or passwords; (D) Account passwords or personal identification numbers or other access
codes; or (E) Any of the items contained in subparagraphs (A) through (D) when not in connection with
the individual's first name or first initial and last name, if the information compromised would be
sufficient to perform or attempt to perform identity theft against the person whose information was
compromised. The term does not include publicly available information that is lawfully made available to
the general public from federal, state, or local government records.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® No®
De-identified Publicly Encrypted . Encrypt(’:-'d
information: available information: information
information when key
in : 9
Ner No exposed:
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Georgia

‘ Nos3 No1o
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Georgia defines a breach as unauthorized acquisition of electronic data that compromises the security,
confidentiality, or integrity of personal information maintained by information brokers or data collectors,
with a good faith exception for employee/agent acquisitions.s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Georgia requires a name combined with SSN, driver's license/state ID, financial account numbers usable
without additional authentication, or account passwords/PINs, with an alternative category covering data
elements alone sufficient for identity theft, and built-in encryption/redaction safe harbors and public
records exclusion.'®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Georgia does not include biometric information in its enumerated list of covered data elements in the
personal information definition.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Georgia covers state government IDs (driver's license number, state identification card number)
but makes no mention of federal IDs such as passports or passport numbers.!8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Georgia does not include medical information or health insurance information in its enumerated list of
covered data elements.??

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?
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No Georgia applies only to electronic data and computerized data, excluding paper records from breach
notification requirements.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Georgia requires a name combined with data elements and explicitly excludes redacted information,
so deidentified information would not meet the definition of personal information.!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Georgia explicitly excludes publicly available information from federal, state, or local government
records from the definition of personal information.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Georgia provides an encryption safe harbor both in the definition of personal information (excluding
encrypted data) and in the notification requirement (only unencrypted personal information triggers
notification).?3

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

No Georgia's encryption safe harbor does not contain an exception for when the encryption key is
compromised; the statute simply excludes encrypted information without addressing key exposure
scenarios.”

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Georgia applies to information brokers, which includes businesses (corporations, partnerships, LLCs)
that engage in collecting and furnishing personal information for monetary fees.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Georgia includes individuals in the definition of 'person,' and individuals acting as information brokers
(collecting and furnishing personal information for fees) would be subject to notification requirements.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Georgia explicitly includes state agencies, departments, bureaus, authorities, public universities, and
other state government entities as data collectors subject to notification requirements, with limited
exceptions for traffic safety, law enforcement, and licensing agencies.?’

Q14. Are Local governments subject to notification requirements?

Yes Georgia explicitly includes local agencies and subdivisions in the definition of data collector,
subjecting local governments to breach notification requirements.28

Timing & Triggers (Q15-21)
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Q15. Is notification triggered immediately after the discovery of the breach?
No Georgia does not require immediate notification but requires notice in the most expedient time
possible and without unreasonable delay, allowing time for law enforcement needs and breach scope
determination.??

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

No Georgia requires notification following discovery of any breach where personal information was or is
reasonably believed to have been acquired; no risk assessment or harm threshold is required before
notification.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Georgia permits delays for law enforcement needs when notification would compromise a criminal
investigation, and for measures necessary to determine breach scope and restore system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Georgia uses only non-numeric timing language ('most expedient time possible," 'without
unreasonable delay') and does not specify any numeric day limit for notification.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expedient time possible and without unreasonable delay Georgia requires information brokers
(businesses) to notify in the most expedient time possible and without unreasonable delay, but does not
specify a numeric day limit.?3

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Most expedient time possible and without unreasonable delay Georgia applies the same timing

requirement ('most expedient time possible and without unreasonable delay') to data collectors
(government agencies) as to information brokers.3#

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

24 hours Georgia requires third-party processors to notify information brokers or data collectors within
24 hours following discovery of a breach.

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Georgia permits substitute notice when cost exceeds $50,000, affected individuals exceed 100,000, or
insufficient contact information exists, requiring email notice (if available), conspicuous website posting,
and notification to major statewide media.3®

Q23. Does the law specify mail as a valid notification method?
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Yes Georgia specifies written notice as a valid notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes Georgia permits electronic notice if consistent with the E-SIGN Act (15 U.S.C. § 7001).38

Q25. Does the law specify website posting as a valid notification method?

Yes Georgia permits conspicuous website posting as part of substitute notice when applicable thresholds
are met.*

Q26. Does the law specify media notification as a valid notification method?

Yes Georgia requires notification to major statewide media as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Georgia defines notice methods but does not specify what information must be included in the
notification content.*!

Q28. Is notification to the impacted individual required?

Yes Georgia requires notification to any Georgia resident whose unencrypted personal information was or
is reasonably believed to have been acquired by an unauthorized person.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Georgia requires notification to nationwide consumer reporting agencies when the breach affects
more than 10,000 Georgia residents at one time.*3

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

No Georgia does not require notification to the Attorney General or any state agency; notification
requirements are limited to affected individuals and, for large breaches, consumer reporting agencies.*
Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Georgia does not require notification to state agencies, so there is no corresponding publication
requirement.*®

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Georgia does not require breach notifications to include the specific number of individuals affected.®

Q33. Does the law require a description of how the breach occurred?

No Georgia does not require notifications to include a description of how the breach occurred.4’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Georgia does not require notifications to include information about response actions or steps being
taken to address the breach.*

Q35. Does the law require notifications to specify types of personal information compromised?
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No Georgia does not require notifications to specify the types of personal information compromised.#°
Q36. Does the law require follow-up notifications if scope changes?

No Georgia does not require follow-up notifications if the scope of the breach changes.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Georgia requires third-party processors (persons or businesses maintaining data on behalf of
information brokers or data collectors) to notify only the information broker or data collector, not
individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

24 hours Georgia requires third-party processors to notify the information broker or data collector within
24 hours following discovery of the breach.5?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Georgia places notification responsibility on information brokers and data collectors and is silent on
whether processors may notify on their behalf; the statute distinguishes between the entity responsible
for individual notification (data owner) and processor notification obligations (to data owner only).>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Georgia does not provide an explicit HIPAA exemption in its breach notification statute.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

No Georgia does not provide an explicit GLBA exemption in its breach notification statute.>>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
No Georgia does not provide an exemption for entities complying with other federal breach notification
regulations.s®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Georgia provides an exemption for information brokers or data collectors that maintain their own
notification procedures as part of an information security policy, provided those procedures are
consistent with the timing requirements of the statute.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Georgia provides safe harbors for encryption (encrypted data excluded from personal information
definition) and redaction (redacted data excluded), beyond federal compliance exemptions.58
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Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Georgia provides enforcement through the Fair Business Practices Act for security freeze violations,
with fines up to $100 per consumer per violation, and Attorney General authority to seek injunctive relief,
though the core breach notification provisions (§ 10-1-912) do not contain explicit enforcement
mechanisms.>?

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Georgia does not provide an explicit private right of action for breach notification violations; the
statute is silent on private enforcement for § 10-1-912 violations.®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Georgia does not provide a private right of action for breach
notification violations.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Georgia does not provide a private right of action for breach notification violations.¢2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Georgia grants the Attorney General authority to seek temporary or permanent injunctive relief for
violations of the protected consumer security freeze provisions, though the core breach notification
section (§ 10-1-912) does not explicitly grant such authority.¢3

Q50. Does the law require credit monitoring or identity-theft protection?

No Georgia does not require credit monitoring or identity theft protection services in its breach
notification statute.®

Endnotes:

1.0.C.G.A. § 10-1-911(1)
2.0.C.G.A. § 10-1-911(6)
3.0.C.G.A. § 10-1-911(6)
4.0.C.G.A. § 10-1-911(6)
5.0.C.G.A. § 10-1-911(6)(B)
6.0.C.G.A. § 10-1-911(1), § 10-1-912(a)
7.0.C.G.A. § 10-1-911(6)

8.0.C.G.A. § 10-1-911(6)

9.0.C.G.A. § 10-1-911(6), § 10-1-912(a)
10. 0.C.G.A. § 10-1-911(6)
11. 0.C.G.A. § 10-1-911(3), (5)
12. 0.C.G.A. § 10-1-911(3), (5)
13.0.C.G.A. § 10-1-911(2)
14. 0.C.G.A. § 10-1-911(2)
15. 0.C.G.A. § 10-1-911(1)
16. 0.C.G.A. § 10-1-911(6)
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§10-1-911(6), § 10-1-912(a)
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§10-1-911(3), (5)
§10-1-911(3), (5)
§10-1-911(2)
§10-1-911(2)
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§10-1-912(a)

§ 10-1-912(a), (c)
§10-1-912(a)
§10-1-912(a)
§10-1-912(a)
§10-1-912(b)
§10-1-911(4)(D)
§10-1-911(4)(A)
§10-1-911(4)(C)

§ 10-1-911(4)(D)(ii)

§ 10-1-911(4)(D)(iii)
§10-1-911(4), § 10-1-912
§10-1-912(a)
§10-1-912(d)
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§10-1-912

§10-1-911(4)
§10-1-911(4), § 10-1-912
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§10-1-912

§10-1-912(b)
§10-1-912(b)
§10-1-912(a), (b)
§§10-1-911, 10-1-912
§§10-1-911, 10-1-912

§§ 10-1-911, 10-1-912
§10-1-911(4)
§10-1-911(6), § 10-1-912(a)
§ 10-1-914(p), § 10-1-914.1(j)
§10-1-912, § 10-1-915
§10-1-912

§10-1-912
§10-1-914.1(j)(2)
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Georgia
64.0.C.G.A. § 10-1-912
Sources:

+ Official code: http://www.lexisnexis.com/hottopics/gacode

* Ga. L. 2024, p. 1052 (SB 448): https://www.legis.ga.gov/legislation/66618
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Hawaii

Hawaii

HRS Chapter 487N (Security Breach of Personal Information) (amended 2022) [link

Definition of breach:

In Hawaii 'security breach' means an incident of unauthorized access to and acquisition of unencrypted or
unredacted records or data containing personal information where illegal use of the personal information
has occurred, or is reasonably likely to occur and that creates a risk of harm to a person. Any incident of
unauthorized access to and acquisition of encrypted records or data containing personal information
along with the confidential process or key constitutes a security breach. Good faith acquisition of personal
information by an employee or agent of the business for a legitimate purpose is not a security breach;
provided that the personal information is not used for a purpose other than a lawful purpose of the
business and is not subject to further unauthorized disclosure.!

Definition of personally identifiable information:

In Hawaii 'personal information' means an individual's first name or first initial and last name in
combination with any one or more of the following data elements, when either the name or the data
elements are not encrypted: (1) Social security number; (2) Driver's license number or Hawaii
identification card number; or (3) Account number, credit or debit card number, access code, or password
that would permit access to an individual's financial account. Personal information does not include
publicly available information that is lawfully made available to the general public from federal, state, or
local government records.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® Yes¢®
Encrypted
) o Publicly . P .
De-identified . Encrypted information
. . available . i
information: . . information: when key
information: g
No No? exposed:
Nos
Yes?0
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Hawaii

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Hawaii defines a security breach as unauthorized access to and acquisition of unencrypted or unredacted
personal information where illegal use has occurred or is reasonably likely to occur and creates a risk of
harm, with a good faith exception for employee/agent acquisitions and encryption safe harbor that fails
when the key is also acquired.'s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Hawaii requires a name combined with any of three data element categories (SSN, driver's license/Hawaii
ID, or financial account credentials), with a built-in encryption safe harbor and exclusion for publicly
available government records.'¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

No Hawaii does not include biometric information in its enumerated list of covered data elements in the
personal information definition.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Hawaii covers only state-issued IDs (driver's license number, Hawaii identification card number)
but makes no mention of federal IDs such as passports.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Hawaii does not include medical information or health insurance information in its enumerated list of
covered data elements.?®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

Yes Hawaii explicitly covers personal information in any form including paper records, with the records
definition encompassing any material regardless of physical form.2°
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Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Hawaii requires a name combined with data elements and explicitly defines redacted information
(rendering data unreadable or truncated); the breach definition excludes unredacted records, so
deidentified information would not trigger notification.

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?
No Hawaii explicitly excludes publicly available information from federal, state, or local government

records from the definition of personal information.2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Hawaii provides an encryption safe harbor both in the breach definition (requiring access to
unencrypted or unredacted records) and in the personal information definition (requiring name or data
elements to not be encrypted).23

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Hawaii explicitly provides that unauthorized access to encrypted records along with the confidential
process or key constitutes a security breach requiring notification.2*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Hawaii applies to any business (sole proprietorship, partnership, corporation, association, or other
group) that owns or licenses personal information of Hawaii residents or conducts business in Hawaii.2
Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Hawaii includes sole proprietorships in the definition of business, which would encompass individuals
operating businesses who own or license personal information.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Hawaii explicitly includes state government agencies (departments, divisions, boards, commissions,
public corporations, agencies, instrumentalities) in the notification requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes Hawaii explicitly includes county agencies and instrumentalities in the definition of government
agency, subjecting local governments to breach notification requirements.2®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?
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No Hawaii does not require immediate notification but requires notice without unreasonable delay,
allowing time for law enforcement needs, contact information determination, breach scope
determination, and system restoration.?°

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Hawaii requires risk assessment built into the breach definition itself - a breach only triggers
notification when illegal use has occurred, or is reasonably likely to occur and creates a risk of harm to a
person.30

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Hawaii permits delays when law enforcement informs the entity that notification may impede a
criminal investigation or jeopardize national security, with no maximum delay period specified.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Hawaii uses only non-numeric timing language ('without unreasonable delay') and does not specify
any numeric day limit for notification.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Without unreasonable delay Hawaii requires businesses to notify affected persons without unreasonable
delay but does not specify a numeric day limit.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Without unreasonable delay Hawaii applies the same timing requirement ('without unreasonable delay')
to government agencies as to businesses.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Hawaii requires third-party processors (those who maintain but do not own or license the
data) to notify the owner or licensee immediately following discovery of the breach.3s

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Hawaii permits substitute notice when cost exceeds $100,000, affected persons exceed 200,000, or
insufficient contact information exists, requiring email notice (if available), conspicuous website posting,
and notification to major statewide media.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Hawaii specifies written notice to the last available address as a valid notification method.3’

Q24. Does the law specify email as a valid notification method?
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Yes Hawaii permits electronic mail notice for persons with valid email addresses who have agreed to
receive communications electronically, consistent with the E-SIGN Act.38

Q25. Does the law specify website posting as a valid notification method?

Yes Hawaii permits conspicuous website posting as part of substitute notice when applicable thresholds
are met.*

Q26. Does the law specify media notification as a valid notification method?

Yes Hawaii requires notification to major statewide media as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Hawaii requires notifications to include a description of the incident, the type of personal information
affected, protective measures being taken, contact information for questions, and advice to remain
vigilant.*!

Q28. Is notification to the impacted individual required?

Yes Hawaii requires notification to each affected person following discovery of a security breach.*2

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Hawaii requires notification to nationwide consumer reporting agencies when a business provides
notice to more than 1,000 persons at one time.*3

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Hawaii requires notification to the State of Hawaii's Office of Consumer Protection when a business
provides notice to more than 1,000 persons at one time.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Hawaii is silent on whether the Office of Consumer Protection must publish received breach
notifications on a public website.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Hawaii specifies required notification content but does not require the number of individuals affected
to be included.*®

Q33. Does the law require a description of how the breach occurred?

Yes Hawaii requires notifications to include a description of the incident in general terms.*”

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Yes Hawaii requires notifications to include the general acts being taken to protect personal information

from further unauthorized access.*

Q35. Does the law require notifications to specify types of personal information compromised?
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Yes Hawaii requires notifications to include a description of the type of personal information subject to
unauthorized access and acquisition.

Q36. Does the law require follow-up notifications if scope changes?

No Hawaii does not require follow-up notifications if the scope of the breach changes.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Hawaii requires processors (entities that maintain data they do not own or license) to notify only the
data owner or licensee of a security breach, not the affected individuals directly.5*

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Hawaii requires processors to notify data owners or licensees 'immediately following
discovery' of a breach. This is one of the strictest processor notification timeframes.>?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Hawaii's statute is silent on whether processors may provide notification on behalf of data owners. No
provision authorizes processors to notify individuals on the owner's behalf.53

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Hawaii explicitly provides a HIPAA exemption. Health plans and healthcare providers that comply with
HIPAA's privacy and security standards are deemed in compliance with state notification requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Hawaii explicitly exempts financial institutions subject to the federal Interagency Guidance
(implementing GLBA requirements) or 12 C.F.R. Part 748 (credit unions).5>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
No Hawaii's exemptions are limited to GLBA-regulated financial institutions and HIPAA-covered entities.
The statute does not provide a general exemption for compliance with other federal breach notification
regulations.s®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No Hawaii does not provide an exemption for entities that maintain their own breach notification
procedures. The only compliance safe harbors are for HIPAA and GLBA-covered entities.5’

Q44. Does the law provide safe harbors beyond federal compliance?
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Yes Hawaii provides safe harbors for both encryption and redaction. If personal information is encrypted
or redacted, there is no security breach triggering notification (unless the encrypted data was accessed
along with the confidential key). Hawaii also incorporates a risk-of-harm threshold.>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Hawaii provides enforcement through civil penalties of up to $2,500 per violation. The Attorney
General or the Office of Consumer Protection executive director may bring enforcement actions.
Government agencies are exempt from enforcement penalties.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Hawaii provides an explicit private right of action directly in the breach notification statute. Injured
parties may sue businesses for actual damages resulting from violations. This is a direct statutory grant.
Government agencies are immune from private suits.®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages plus attorney's fees Hawaii limits private recovery to actual damages—plaintiffs must
prove damages sustained as a result of the violation. No statutory damages are available. However, the
court has discretion to award reasonable attorney's fees to the prevailing party.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Hawaii imposes a significant limitation: private actions cannot be brought against government
agencies, only businesses. Additionally, recovery is limited to actual damages (no statutory damages),
requiring plaintiffs to demonstrate concrete harm.®¢2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Hawaii grants the Attorney General and Office of Consumer Protection authority to bring
enforcement actions seeking civil penalties up to $2,500 per violation. The statute explicitly states these
penalties are cumulative with other available remedies.®

Q50. Does the law require credit monitoring or identity-theft protection?

No Hawaii does not require entities to provide credit monitoring or identity theft protection services. The
statute only requires that breach notifications include advice directing affected persons to monitor their
own accounts.®

Endnotes:

. Haw. Rev. Stat. § 487N-1
Haw. Rev. Stat. § 487N-1
Haw. Rev. Stat. § 487N-1
Haw. Rev. Stat. § 487N-1
Haw. Rev. Stat. § 487N-1
Haw. Rev. Stat. § 487N-1, § 487N-2(a)
Haw. Rev. Stat. § 487N-1
. Haw. Rev. Stat. § 487N-1
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10. Haw. Rev. Stat. § 487N-1

11. Haw. Rev. Stat. § 487N-1

12. Haw. Rev. Stat. § 487N-1, § 487N-2(a)
13. Haw. Rev. Stat. § 487N-1, § 487N-2(a)
14. Haw. Rev. Stat. § 487N-1

15. Haw. Rev. Stat. § 487N-1

16. Haw. Rev. Stat. § 487N-1

17. Haw. Rev. Stat. § 487N-1

18. Haw. Rev. Stat. § 487N-1

19. Haw. Rev. Stat. § 487N-1

20. Haw. Rev. Stat. § 487N-1, § 487N-2(a)
21. Haw. Rev. Stat. § 487N-1

22. Haw. Rev. Stat. § 487N-1

23. Haw. Rev. Stat. § 487N-1

24. Haw. Rev. Stat. § 487N-1

25. Haw. Rev. Stat. § 487N-1, § 487N-2(a)
26. Haw. Rev. Stat. § 487N-1

27. Haw. Rev. Stat. § 487N-1, § 487N-2(a)
28. Haw. Rev. Stat. § 487N-1

29. Haw. Rev. Stat. § 487N-2(a)

30. Haw. Rev. Stat. § 487N-1

31. Haw. Rev. Stat. § 487N-2(c)

32. Haw. Rev. Stat. § 487N-2(a)

33. Haw. Rev. Stat. § 487N-2(a)

34. Haw. Rev. Stat. § 487N-2(a)

35. Haw. Rev. Stat. § 487N-2(b)

36. Haw. Rev. Stat. § 487N-2(e)(4)

37. Haw. Rev. Stat. § 487N-2(e)(1)

38. Haw. Rev. Stat. § 487N-2(e)(2)

39. Haw. Rev. Stat. § 487N-2(e)(4)(B)

40. Haw. Rev. Stat. § 487N-2(e)(4)(C)

41. Haw. Rev. Stat. § 487N-2(d)

42. Haw. Rev. Stat. § 487N-2(a)

43. Haw. Rev. Stat. § 487N-2(f)

44, Haw. Rev. Stat. § 487N-2(f)

45. Haw. Rev. Stat. § 487N-2(f)

46. Haw. Rev. Stat. § 487N-2(d)

47. Haw. Rev. Stat. § 487N-2(d)(1)

48. Haw. Rev. Stat. § 487N-2(d)(3)

49. Haw. Rev. Stat. § 487N-2(d)(2)

50. Haw. Rev. Stat. § 487N-2

51. Haw. Rev. Stat. § 487N-2(b)

52. Haw. Rev. Stat. § 487N-2(b)

53. Haw. Rev. Stat. § 487N-2(a); Haw. Rev. Stat. § 487N-2(b)
54. Haw. Rev. Stat. § 487N-2(g)(2)

55. Haw. Rev. Stat. § 487N-2(g)(1)
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56. Haw.
57. Haw.
58. Haw.
59. Haw.
60. Haw.
61. Haw.
62. Haw.
63. Haw.
64. Haw.

Sources:

- Official code: https://www.capitol.hawaii.gov/hrscurrent/Volll Ch(0476-

Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.

Rev.

Stat.
Stat.
.§487N-1
Stat.

Stat

Stat.

Stat

Stat.
Stat.
Stat.

. §487N-3(b

§ 487N-2(g)
§ 487N-2(g)

§ 487N-3(a)
§ 487N-3(b

§ 487N-3(a); Haw. Rev. Stat. § 487N-3(c)

(
(
(
(
(
§ 487N-2(d)(5)

)
)
§ 487N-3(b)
)
)

0490/HRS0487N/HRS 0487N-.htm

+ Act 11, SLH 2022 (SB 3038):
https://data.capitol.hawaii.gov/sessions/sessionlaws/Years/SLH2022/STL.H2022 Actll.pdf

Hawaii
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lowa

lowa

Iowa Code Ch. 715C (Personal Information Security Breach Protection) (amended 2018) [link

Definition of breach:

In lowa 'breach of security' means unauthorized acquisition of personal information maintained in

computerized form that compromises the security, confidentiality, or integrity of the personal

information. It also means unauthorized acquisition of personal information in any medium, including

paper, that was transferred from computerized form.*

Definition of personally identifiable information:

In lowa 'personal information' means an individual's first name or first initial and last name in

combination with: (1) Social security number; (2) Driver's license number or other unique government-

issued ID; (3) Financial account number with access credentials; (4) Unique electronic identifier or routing

code with access credentials; (5) Unique biometric data.?

Does the definition of "personally identifiable

information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? No* Yes® Yes®
Encrypted
. . Publicly . yp )
De-identified 1abl Encrypted information
available
information: ) ) information: when key
information: g
No7 No? exposed:
No3
Yes'0
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes'3 Yes4
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Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

lowa defines breach as unauthorized acquisition (not mere access) that compromises security,
confidentiality, or integrity. The statute uniquely covers paper records transferred from computerized
form.ts

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

lowa requires name plus data element combination. The definition includes biometric data and broadly
covers government IDs. Financial account information requires associated access credentials.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

Yes lowa explicitly includes biometric data in its personal information definition with examples
(fingerprint, retina or iris image) and broadly covers any unique physical or digital representation of
biometric data.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes lowa covers driver's licenses and broadly extends to any 'unique identification number created or
collected by a government body,' which would include passports and other federal IDs.*®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No lowa's personal information definition does not include medical information or health data. The
enumerated categories omit health records.?®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

Yes lowa covers paper records, but only those transferred from computerized form. Original paper
documents never in computerized form are not covered. This is a unique hybrid approach.?

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No lowa explicitly excludes redacted information from triggering notification requirements. Properly
deidentified or redacted data would not constitute personal information.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No lowa explicitly excludes publicly available information from the personal information definition.22
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Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No lowa provides an encryption safe harbor. Properly encrypted data (using accepted industry standards)
is excluded from the personal information definition when the key was not exposed.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes lowa explicitly requires notification when encrypted data is acquired along with the encryption keys.
Key exposure eliminates the encryption safe harbor.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes lowa explicitly includes businesses in the notification requirements through the broad 'person’
definition encompassing corporations, partnerships, LLCs, and other commercial entities.

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes lowa includes individuals in the 'person' definition. Natural persons who own or license personal
information in business, occupational, or volunteer capacities are subject to notification requirements.2¢
Q13. Are State government agencies subject to notification requirements?

Yes lowa explicitly includes government, governmental agencies, and instrumentalities in the 'person’
definition. State government agencies are subject to the same notification requirements as private sector
entities.?”

Q14. Are Local governments subject to notification requirements?

Yes lowa explicitly includes 'governmental subdivision' in the 'person' definition, which encompasses local
governments such as counties, cities, and municipalities.?

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No lowa does not require immediate notification. The statute uses 'most expeditious manner possible and
without unreasonable delay' language, allowing time for investigation and scoping.?®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes lowa permits a risk assessment that can eliminate the notification requirement entirely if there is 'no
reasonable likelihood of financial harm.' The determination must be documented and retained for five
years.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?
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Yes lowa permits delays for law enforcement purposes (written request required) and for investigation,
scoping, and system restoration.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No lowa does not specify numeric day limits for notification to individuals. The statute uses only non-
numeric language. However, AG notification has a 5 business day timeline after consumer notice.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
Most expeditious manner possible without unreasonable delay lowa requires businesses to notify in the
'most expeditious manner possible and without unreasonable delay.' No specific numeric deadline.3?
Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Most expeditious manner possible without unreasonable delay lowa includes government entities in the
'person' definition and applies the same timing requirements to all covered persons.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately lowa requires third-party processors to notify data owners 'immediately following discovery'
of a breach. This is a strict standard with no delay permitted.**

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes lowa permits substitute notice when cost exceeds $250,000, affected class exceeds 350,000 persons,
or insufficient contact information exists. Requires email (when available), website posting, and statewide
media notification.3¢

Q23. Does the law specify mail as a valid notification method?

Yes lowa specifies written notice to the last available address as a valid primary notification method.3’

Q24. Does the law specify email as a valid notification method?

Yes lowa permits electronic/email notice if it is the customary communication method or complies with
UETA and E-SIGN.38

Q25. Does the law specify website posting as a valid notification method?

Yes lowa permits conspicuous website posting as part of substitute notice requirements.3°

Q26. Does the law specify media notification as a valid notification method?

Yes lowa requires notification to major statewide media as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?
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Yes lowa specifies mandatory notification content: breach description, approximate date, types of Pl
obtained, CRA contact information, and advice to report suspected identity theft.*
Q28. Is notification to the impacted individual required?
Yes lowa requires notification to any consumer (lowa resident) whose personal information was included
in the breached data.*
Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?
No lowa requires notifications to include CRA contact information but does not require direct notification
to CRAs by the breaching entity.
Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?
Yes lowa requires AG notification (Consumer Protection Division) within 5 business days after consumer
notice when more than 500 lowa residents are affected.*
Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?
No lowa's statute does not require the Attorney General to publish or post received breach notifications
on a public website.*
Q32. Must breach notifications include the specific number of individuals affected by the breach?

No lowa's enumerated content requirements do not include the number of individuals affected.*

Q33. Does the law require a description of how the breach occurred?

Yes lowa requires notifications to include 'a description of the breach of security.'"

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No lowa's notification content requirements do not include response actions or steps being taken to
address the breach.*

Q35. Does the law require notifications to specify types of personal information compromised?

Yes lowa requires notifications to include the type of personal information obtained in the breach.

Q36. Does the law require follow-up notifications if scope changes?

No lowa's statute does not require follow-up notifications if the scope of the breach changes.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No lowa requires processors to notify only the data owner or licensor, not affected individuals directly.5!
Q38. If processors must notify contracting entity, what is the timeframe?

Immediately lowa requires processors to notify data owners 'immediately following discovery' of a
breach. This is one of the strictest processor notification timeframes.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?
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No lowa's statute is silent on whether processors may provide notification on behalf of data owners. The
statutory structure clearly separates processor and owner duties.53

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes lowa explicitly exempts entities that are subject to and comply with HIPAA and HITECH Act breach
notification regulations.>

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes lowa explicitly exempts entities subject to and complying with GLBA Title V regulations.>>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes lowa provides a broad exemption for entities complying with their primary federal regulator's
requirements or other federal/state laws that provide greater protection.¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No lowa's exemptions are limited to federal regulator compliance, federal/state law compliance, GLBA,
and HIPAA. There is no exemption for entities with equivalent internal procedures.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes lowa provides two non-federal safe harbors: (1) encryption/redaction safe harbor and (2) risk
assessment safe harbor (no reasonable likelihood of financial harm, documented and retained 5 years).>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes lowa provides enforcement through UDAP incorporation. Violations are unlawful practices under the
Consumer Fraud Act. The AG can seek injunctive relief, civil penalties up to $40,000 per violation, and
damages on behalf of injured consumers.5°

Q46. Does the law provide an explicit private right of action for breach notification violations?

No lowa does not provide an explicit private right of action in the breach notification statute. The UDAP
incorporation provides AG enforcement authority, not consumer suits. The ‘cumulative’ language refers to
other laws, not a direct PRA in this statute.¢®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action Since lowa's breach notification statute does not provide an explicit
private right of action, this question is not applicable.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?
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N/A Since lowa's breach notification statute does not provide an explicit private right of action, the
limitations question is not applicable.5?

Q49. Can Attorney General seek injunctive or other remedies?

Yes lowa grants the AG extensive authority through UDAP incorporation: injunctive relief, civil penalties
up to $40,000 per violation, restitution, and damages on behalf of injured consumers.¢3

Q50. Does the law require credit monitoring or identity-theft protection?

No lowa does not require entities to provide credit monitoring or identity theft protection services. The
statute only requires notifications include CRA contact information and advice to report suspected
identity theft.54

Endnotes:

. lowa Code § 715C.1(1)
. lowa Code § 715C.1(11)

. lowa Code § 715C.1(11)(a)(5)
. lowa Code § 715C.1(11)(a)

. lowa Code § 715C.1(11)(a)(2)
. lowa Code § 715C.1(1)

. lowa Code § 715C.1(11)(a); lowa Code § 715C.1(12)
. lowa Code § 715C.1(11)(b)

. lowa Code § 715C.1(5); lowa Code § 715C.1(11)(a)
. lowa Code § 715C.1(11)(a)

. lowa Code § 715C.1(10); lowa Code § 715C.2(1)

. lowa Code § 715C.1(10); lowa Code § 715C.2(1)

. lowa Code § 715C.1(10)

. lowa Code § 715C.1(10)
. lowa Code § 715C.1(1)
. lowa Code § 715C.1(11
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48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

Privacy Rights
GRE Clearinghouse

lowa Code § 715C.1(10); lowa Code § 715C.2(1)
lowa Code § 715C.2(2)

lowa Code § 715C.2(4)(c)

lowa Code § 715C.2(4)(a)

lowa Code § 715C.2(4)(b)

lowa Code § 715C.2(4)(c)(2)

lowa Code § 715C.2(4)(c)(3)

lowa Code § 715C.2(5)

lowa Code § 715C.2(1)

lowa Code § 715C.2(5)(d)

lowa Code § 715C.2(8)

lowa Code & 715C.2

lowa Code § 715C.2(5)

lowa Code § 715C.2(5)(a)

lowa Code § 715C.2(5)

lowa Code § 715C.2(5)(c)

lowa Code & 715C.2

lowa Code § 715C.2(2)

lowa Code § 715C.2(2)

lowa Code § 715C.2(1); lowa Code § 715C.2(2)
lowa Code § 715C.2(7)(d)

lowa Code § 715C.2(7)(c)

lowa Code § 715C.2(7)(a); lowa Code § 715C.2(7)(b)
lowa Code § 715C.2(7)

lowa Code § 715C.1(11)(a); lowa Code § 715C.2(6)
lowa Code § 715C.2(9)(a); lowa Code § 714.16(7)
lowa Code § 715C.2(9)

lowa Code § 715C.2(9)

lowa Code § 715C.2(9)

lowa Code § 715C.2(9)(a); lowa Code § 714.16(7)
lowa Code § 715C.2(5)

Sources:

+ Official code: https://www.legis.iowa.gov/docs/code/715c.pdf
+ 2018 Acts, ch 1091 (SF 2177):

https://www.legis.iowa.gov/legislation/BillBook?ba=SF2177 &ga=87
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Idaho

Idaho

Idaho Code §§ 28-51-104 to 28-51-107 (Commercial Transactions - Identity Theft) (amended
2015) [link

Definition of breach:

In Idaho 'breach of the security of the system' means the illegal acquisition of unencrypted computerized
data that materially compromises the security, confidentiality, or integrity of personal information for one
or more persons maintained by an agency, individual or a commercial entity.!

Definition of personally identifiable information:

In Idaho 'personal information' means an Idaho resident's first name or first initial and last name in
combination with: (a) Social security number; (b) Driver's license number or Idaho identification card
number; or (c) Account number, or credit or debit card number, with any required access code or
password.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® No®
Encrypted
) " Publicly . vP .
De-identified . Encrypted information
] . available . .
information: . . information: when key
information: d:
No7 No? exposed:
No3
NOIO
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes'3 Yes4
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Idaho
Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Idaho defines breach as 'illegal acquisition' (not mere unauthorized access) of unencrypted computerized
data that 'materially compromises' security, confidentiality, or integrity. Good faith acquisitions are
excluded.®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Idaho requires name plus data element combination. The definition is relatively narrow, covering SSN,
Idaho driver's license/ID card (not other government IDs), and financial account information with access
credentials.’®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

No ldaho's personal information definition does not include biometric data. The enumerated categories
are limited to SSN, driver's license/state ID, and financial account numbers.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Idaho covers only state-issued driver's licenses and Idaho identification card numbers. The statute
does not cover passports or other federal government-issued identification numbers.#

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Idaho's personal information definition does not include medical information or health data.??

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Idaho's breach notification law applies only to computerized data. Paper records are not covered.?
Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No ldaho requires name plus data element combination. Deidentified information that does not include
the individual's name would not meet the definition of personal information.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Idaho explicitly excludes publicly available information from the personal information definition.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?
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No Idaho provides an encryption safe harbor. The breach definition applies only to 'unencrypted'
computerized data.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

No ldaho's encryption safe harbor does not include an explicit exception for when the encryption key was
also acquired. The statute simply refers to 'unencrypted' data without addressing key exposure.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Idaho explicitly includes commercial entities in the notification requirements. The definition is broad,
encompassing all common business entity types.2°

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Idaho explicitly includes 'individual' alongside agencies and commercial entities in the notification
requirements.2®

Q13. Are State government agencies subject to notification requirements?

Yes ldaho explicitly includes state agencies in the notification requirements. State agencies must also
notify the AG within 24 hours of discovering a breach.?

Q14. Are Local governments subject to notification requirements?

Yes ldaho explicitly includes city and county governments in the notification requirements.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Idaho does not require immediate notification. The statute requires a good faith investigation first,
then notification 'as soon as possible' and 'most expedient time possible.'?®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Idaho requires a risk assessment investigation. Notification is only required if misuse 'has occurred or
is reasonably likely to occur.'3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Idaho permits delays for law enforcement purposes (upon law enforcement advice) and for
investigative purposes (to determine scope, identify affected individuals, restore system integrity).3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Varies Idaho does not specify numeric day limits for notification to individuals. However, agencies must
notify the AG within 24 hours of discovery.??
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Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expedient time possible without unreasonable delay Idaho requires businesses to notify affected
Idaho residents in the 'most expedient time possible and without unreasonable delay.' No specific
numeric deadline.

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Most expedient time possible without unreasonable delay (individuals); 24 hours (AG notification)
Government agencies must notify individuals in the 'most expedient time possible' (same as businesses)
but must notify the AG within 24 hours of discovering a breach.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Idaho requires third-party processors to notify the data owner 'immediately following
discovery' of a breach, if misuse has occurred or is reasonably likely. Must also cooperate with owner.3>

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Idaho permits substitute notice when cost exceeds $25,000, affected Idaho residents exceed 50,000,
or insufficient contact information exists. Must include email (when available), website posting, and
statewide media.?®

Q23. Does the law specify mail as a valid notification method?

Yes Idaho specifies written notice to the most recent address as a valid primary notification method.3’

Q24. Does the law specify email as a valid notification method?

Yes Idaho permits electronic notice as a primary method if consistent with the federal E-SIGN Act.38

Q25. Does the law specify website posting as a valid notification method?

Yes Idaho permits conspicuous website posting as part of substitute notice requirements.3°

Q26. Does the law specify media notification as a valid notification method?

Yes Idaho requires notice to major statewide media as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Idaho does not specify what information must be included in breach notifications. The statute defines
valid notification methods but does not enumerate required content.*!

Q28. Is notification to the impacted individual required?

Yes Idaho requires notification to affected Idaho residents when misuse has occurred or is reasonably
likely to occur.#2
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Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

No Idaho's breach notification statute does not require entities to notify credit reporting agencies of data
breaches.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?
Varies Idaho requires AG notification only from government agencies (within 24 hours), not from

commercial entities or individuals.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Idaho's statute does not require the Attorney General to publish or post received breach
notifications.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?
No Idaho does not specify notification content requirements, including no requirement to include the
number of individuals affected.*¢

Q33. Does the law require a description of how the breach occurred?

No Idaho does not require notifications to include a description of how the breach occurred.

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No ldaho does not require notifications to include information about response actions.“

Q35. Does the law require notifications to specify types of personal information compromised?

No Idaho does not require notifications to specify the types of personal information compromised.*

Q36. Does the law require follow-up notifications if scope changes?

No Idaho's statute does not require follow-up notifications if the scope of the breach changes.5°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Idaho requires processors to notify only the data owner or licensee, not affected individuals directly.
The processor must also cooperate by sharing relevant information.s!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Idaho requires processors to notify data owners 'immediately following discovery' of a
breach. This is a strict standard.>?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Idaho's statute is silent on whether processors may provide notification on behalf of data owners. The
statutory structure separates processor and owner duties.>3

Legal Exceptions (Q40-44)
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Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Idaho provides a broad federal regulator exemption that covers HIPAA-regulated entities. Entities
complying with their federal regulator's requirements are deemed in compliance.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Idaho provides a broad federal regulator exemption that covers GLBA-regulated financial
institutions.>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Idaho provides a broad exemption for entities regulated by any state or federal regulator that have
breach procedures pursuant to their regulator's requirements.>¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes ldaho explicitly provides an exemption for entities that maintain their own breach notification
procedures as part of an information security policy, provided the procedures are consistent with the
statute's timing requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Idaho provides two non-federal safe harbors: (1) encryption safe harbor—applies only to unencrypted
data; (2) risk assessment/misuse threshold—notification required only if misuse is reasonably likely to
occur.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Idaho provides enforcement through the entity's primary regulator (AG for most entities). The
regulator can bring civil actions for injunctive relief and civil penalties up to $25,000 per breach for
intentional failures. Government employees face misdemeanor charges for intentional disclosure.>®
Q46. Does the law provide an explicit private right of action for breach notification violations?

No Idaho does not provide an explicit private right of action for breach notification violations.
Enforcement is through the entity's primary regulator only.5°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action Since Idaho's breach notification statute does not provide a private right
of action, this question is not applicable.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A Since Idaho's breach notification statute does not provide a private right of action, the limitations
question is not applicable.?

Q49. Can Attorney General seek injunctive or other remedies?
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Yes The Attorney General is the primary regulator for agencies and most entities. The AG can bring civil
actions for injunctive relief and civil penalties up to $25,000 per breach for intentional failures.s3

Q50. Does the law require credit monitoring or identity-theft protection?

No Idaho does not require entities to provide credit monitoring or identity theft protection services to
affected individuals.®

Endnotes:

. Idaho Code § 28-51-104(2)

. Idaho Code § 28-51-104(5)

. Idaho Code § 28-51-104(5)

. Idaho Code § 28-51-104(5)

. Idaho Code § 28-51-104(5)(b)

. Idaho Code § 28-51-104(2); Idaho Code § 28-51-105(1)

. Idaho Code § 28-51-104(5)

. Idaho Code § 28-51-104(5)

. Idaho Code § 28-51-104(2); Idaho Code § 28-51-104(5)
10. Idaho Code § 28-51-104(2)

11. Idaho Code § 28-51-105(1)

12. Idaho Code § 28-51-104(3); Idaho Code § 28-51-105(1)
13. Idaho Code § 28-51-104(1); Idaho Code § 28-51-105(1)
14. Idaho Code § 28-51-105(1)

15. Idaho Code § 28-51-104(2)

16. Idaho Code § 28-51-104(5)

17. Idaho Code § 28-51-104(5)

18. Idaho Code § 28-51-104(5)(b)

19. Idaho Code § 28-51-104(5)

20. Idaho Code § 28-51-104(2); Idaho Code § 28-51-105(1)
21. Idaho Code § 28-51-104(5)

22. Idaho Code § 28-51-104(5)

23. Idaho Code § 28-51-104(2); Idaho Code § 28-51-104(5)
24. |daho Code § 28-51-104(2)

25. Idaho Code § 28-51-104(3); Idaho Code § 28-51-105(1)
26. Idaho Code § 28-51-105(1)

27. Idaho Code § 28-51-104(1); Idaho Code § 28-51-105(1)
28. Idaho Code § 28-51-105(1)

29. Idaho Code § 28-51-105(1)

30. Idaho Code § 28-51-105(1)

31. Idaho Code § 28-51-105(1); Idaho Code § 28-51-105(3)
32. Idaho Code § 28-51-105(1)

33. Idaho Code § 28-51-105(1)

34. Idaho Code § 28-51-105(1)

35. Idaho Code § 28-51-105(2)

36. Idaho Code § 28-51-104(4)(d)

37. Idaho Code § 28-51-104(4)(a)

38. Idaho Code § 28-51-104(4)(c)
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Idaho Code § 28-51-104(4)(d)(ii)

Idaho Code § 28-51-104(4)(d)(iii)

Idaho Code §§ 28-51-104, 28-51-105

Idaho Code § 28-51-105(1)

Idaho Code §§ 28-51-104 to 28-51-107

Idaho Code § 28-51-105(1)

Idaho Code §§ 28-51-104 to 28-51-107

Idaho Code §§ 28-51-104 to 28-51-107

Idaho Code §§ 28-51-104 to 28-51-107

Idaho Code §§ 28-51-104 to 28-51-107

Idaho Code §§ 28-51-104 to 28-51-107

Idaho Code §§ 28-51-104 to 28-51-107

Idaho Code § 28-51-105(2)

Idaho Code § 28-51-105(2)

Idaho Code § 28-51-105(1); Idaho Code § 28-51-105(2)
Idaho Code § 28-51-106(2)

Idaho Code § 28-51-104(6); Idaho Code § 28-51-106(2)
Idaho Code § 28-51-106(2)

Idaho Code § 28-51-106(1)

Idaho Code § 28-51-104(2); Idaho Code § 28-51-105(1)
Idaho Code § 28-51-107; Idaho Code § 28-51-105(1)
Idaho Code § 28-51-107

Idaho Code § 28-51-107

Idaho Code § 28-51-107

Idaho Code § 28-51-104(6); Idaho Code § 28-51-107
Idaho Code §§ 28-51-104 to 28-51-107

Sources:

+ Official code: https://legislature.idaho.gov/statutesrules/idstat/Title28/T28CH51/
+ 2015, ch. 141 (H0091): https://legislature.idaho.gov/sessioninfo/2015/legislation/H0091/
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Illinois

815 ILCS 530/ (Personal Information Protection Act) (amended 2019) [link

Definition of breach:

In lllinois 'breach of the security of the system data' or 'breach' means unauthorized acquisition of

computerized data that compromises the security, confidentiality, or integrity of personal information

maintained by the data collector.!

Definition of personally identifiable information:

In lllinois 'personal information' means either (1) name plus SSN, driver's license/state ID, financial

account, medical information, health insurance information, or biometric data; or (2) username/email
plus password or security Q&A for online account access.?

Does the definition of "personally identifiable

information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes3 Yes* Partial® Varies®
Encrypted
. o Publicly . ypP )
De-identified 1abl Encrypted information
available
information: ) ) information: when key
information: g
No7 No? exposed:
No3
Yes?0
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes!3 Yes4
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Illinois

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

lllinois defines breach as unauthorized acquisition (not mere access) that compromises security,
confidentiality, or integrity. Good faith employee/agent acquisitions for legitimate business purposes are
excluded.®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

lllinois has an expansive personal information definition with two categories: (1) traditional name + data
element combination including medical and health insurance info; and (2) online account credentials
which notably does not require a name.¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes lllinois explicitly includes unique biometric data in its personal information definition, specifying it
must be biometric data used to authenticate an individual.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial lllinois covers driver's licenses and state identification cards but does not explicitly cover passports
or other federal government-issued identification numbers.1#

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes lllinois explicitly includes both medical information and health insurance information in its personal
information definition.?®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

Varies lllinois coverage varies by entity type. Private sector: computerized data only. State agencies:
includes written material/paper records.?°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Illinois requires name plus data element combination (or username/email plus password). Properly
deidentified information lacking the name component would not meet the definition. Redacted
information is explicitly excluded.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No lllinois explicitly excludes publicly available information from the personal information definition.?2
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Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No lllinois provides an encryption safe harbor. Encrypted or redacted data is excluded from the personal
information definition, unless the encryption keys were also acquired through the breach.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes lllinois explicitly addresses encryption key exposure. If encrypted data is acquired along with
encryption keys obtained through the breach, notification is required. Key exposure eliminates the
encryption safe harbor.

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes lllinois includes businesses in its 'data collector' definition. The statute explicitly lists corporations,
financial institutions, and retail operators.®

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes lllinois uses broad 'any other entity' language in its data collector definition, which would encompass
persons who handle personal information.?®

Q13. Are State government agencies subject to notification requirements?

Yes lllinois explicitly includes State agencies in notification requirements. Section 12 provides a separate,
detailed notification framework specifically for State agencies.?’

Q14. Are Local governments subject to notification requirements?

Yes lllinois includes 'government agencies' in the data collector definition, encompassing local
governments. Section 40 explicitly includes 'unit of local government' confirming the Act's applicability.2®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No lllinois does not require immediate notification. The statute uses 'most expedient time possible and
without unreasonable delay' language.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

No lllinois does not require a risk assessment before notification. Notification is required upon discovery
of a breach meeting definitional requirements.°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes lllinois permits delays for law enforcement purposes (upon written request) and for
investigation/restoration.3!
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Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Varies lllinois timing varies: private sector has no numeric deadline; State agencies have 45-day AG
notification deadline and 72-hour CISO notification requirement.32
Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expedient time possible without unreasonable delay Illinois requires data collectors (businesses) to
notify in the 'most expedient time possible and without unreasonable delay.' No specific numeric
deadline.??

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Most expedient time possible without unreasonable delay (individuals); 45 days (AG); 72 hours (CISO)
State agencies: no numeric deadline for individuals; 45-day deadline for AG notification (250+ residents);
72-hour deadline for CISO notification (250+ residents or aggravated tampering).34

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately lllinois requires third-party processors to notify the data owner 'immediately following
discovery' of a breach.?>

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes lllinois permits substitute notice when cost exceeds $250,000, affected class exceeds 500,000, or
insufficient contact information. Requires email, website posting, and statewide or local media.3®
Q23. Does the law specify mail as a valid notification method?

Yes lllinois specifies written notice as a valid primary notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes lllinois permits electronic notice if consistent with the federal E-SIGN Act.?8

Q25. Does the law specify website posting as a valid notification method?

Yes lllinois permits conspicuous website posting as part of substitute notice requirements.*

Q26. Does the law specify media notification as a valid notification method?

Yes lllinois requires statewide or local media notification as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes lllinois specifies detailed notification content that varies by Pll type: (1) traditional Pll requires
CRA/FTC contact info; (2) online credential breaches require password change instructions. Notably,
notifications must NOT include number affected.*
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Q28. Is notification to the impacted individual required?
Yes lllinois requires notification to affected lllinois residents at no charge.*?
Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Varies lllinois requires CRA notification only from State agencies when more than 1,000 persons are
affected. Private sector data collectors are not required to notify CRAs.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?
Yes lllinois requires AG notification from data collectors (500+ residents) and State agencies (250+
residents). AG may publish breach information.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

Yes lllinois explicitly authorizes (but does not require) the AG to publish breach information received from
data collectors and State agencies.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies lllinois has a unique split: consumer notifications must NOT include number affected, while AG
notifications must include the number affected.*¢

Q33. Does the law require a description of how the breach occurred?

Varies AG notifications must include breach description. Consumer notifications focus on protective
resources rather than breach description.

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Varies AG notifications must include response steps. Consumer notifications include advice for consumers
but not entity response actions.*®

Q35. Does the law require notifications to specify types of personal information compromised?

Varies State agency AG notifications must specify types of Pll compromised. Consumer notification
requirements focus on protective resources.*®

Q36. Does the law require follow-up notifications if scope changes?

Yes lllinois requires follow-up AG notifications if breach date/timeframe was unknown at initial
notification.>

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No lllinois requires processors to notify only the data owner or licensee. The statute explicitly states
processor cooperation does not require consumer notification.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately lllinois requires processors to notify data owners 'immediately following discovery' of a
breach.>?
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Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No lllinois explicitly states that processor cooperation does not require notification of affected residents.
Processors are not permitted to notify on behalf of owners.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes lllinois explicitly provides a HIPAA exemption. HIPAA/HITECH-compliant entities are deemed in
compliance, provided they also notify the Illinois AG within 5 business days of HHS notification.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes lllinois provides a partial GLBA exemption. GLBA-regulated entities complying with Section 501(b)
security standards are deemed in compliance with Illinois's data security requirements (Section 45).5°

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes lllinois provides a conditional exemption for entities complying with state or federal laws that provide
'greater protection,' primarily for data security provisions.>¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes lllinois explicitly provides an own-procedures exemption for data collectors with notification
procedures as part of an information security policy, if consistent with the Act's timing requirements.*’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes lllinois provides an encryption/redaction safe harbor built into the personal information definition.
Encrypted or redacted data is excluded unless keys were also acquired.®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes lllinois provides enforcement through UDAP incorporation (violations are unlawful consumer fraud
practices) and specific civil penalties for disposal violations ($100/individual, $50,000 cap/instance).>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes lllinois provides a private right of action through UDAP incorporation. Since PIPA violations are
Consumer Fraud Act violations, affected individuals can sue under that Act's private right of action.

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages plus attorney's fees; punitive damages for willful conduct Through UDAP incorporation,
lllinois provides actual economic damages, attorney's fees, and punitive damages for willful/intentional
violations done with evil motive or reckless indifference.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?
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Yes lllinois limitations: punitive damages require willful/intentional conduct with evil motive; 3-year
statute of limitations; recovery requires proof of actual damage.®?

Q49. Can Attorney General seek injunctive or other remedies?

Yes lllinois grants the AG enforcement authority through UDAP incorporation and explicit statutory
authority. The AG can bring circuit court actions for remedies including injunctive relief and civil
penalties.®?

Q50. Does the law require credit monitoring or identity-theft protection?

No Illinois does not require entities to provide credit monitoring. Notifications must include CRA contact
info and fraud alert information, but not actual monitoring services.®

Endnotes:

. 815 ILCS 530/5

. 815 ILCS 530/5

. 815 ILCS 530/5(1)(F)

. 815 ILCS 530/5

. 815 ILCS 530/5(1)(B)

. 815 ILCS 530/5; 815 ILCS 530/12(a)
. 815 ILCS 530/5

. 815 ILCS 530/5

. 815 ILCS 530/5

10. 815 ILCS 530/5

11. 815 ILCS 530/5

12. 815 ILCS 530/5; 815 ILCS 530/10(a)
13. 815 ILCS 530/5; 815 ILCS 530/12(a)
14. 815 ILCS 530/5; 815 ILCS 530/40(a)
15. 815 ILCS 530/5

16. 815 ILCS 530/5

17. 815 ILCS 530/5(1)(F)

18. 815 ILCS 530/5(1)(B)

19. 815 ILCS 530/5

20. 815 ILCS 530/5; 815 ILCS 530/12(a)
21. 815 ILCS 530/5

22. 815 ILCS 530/5

23. 815 ILCS 530/5

24. 815 ILCS 530/5

25. 815 ILCS 530/5; 815 ILCS 530/10(a)
26. 815 ILCS 530/5

27. 815 ILCS 530/5; 815 ILCS 530/12(a)
28. 815 ILCS 530/5; 815 ILCS 530/40(a)
29. 815 ILCS 530/10(a)

30. 815 ILCS 530/10(a)

31. 815 ILCS 530/10(a); 815 ILCS 530/10(b-5)
32. 815 ILCS 530/10(a); 815 ILCS 530/12(e)
33. 815 ILCS 530/10(a)
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815 ILCS 530/12(a); 815 ILCS 530/12(e); 815 ILCS 530/12(g)
815 ILCS 530/10(b)

. 815 ILCS 530/10(c)(3)
37.
38.
39.
40.
41.
42.
43.

815 ILCS 530/10(c)(1)
815 ILCS 530/10(c)(2)
815 ILCS 530/10(c)(3)(ii)
815 ILCS 530/10(c)(3)((iii)
815 ILCS 530/10(a)

815 ILCS 530/10(a)

815 ILCS 530/12(d)

. 815 ILCS 530/10(e)(2); 815 ILCS 530/12(e)
45.
46.
. 815 ILCS 530/10(a); 815 ILCS 530/10(e)(2)(A)
48.
49.
50.
51.

815 ILCS 530/10(e)(2); 815 ILCS 530/12(h)
815 ILCS 530/10(a); 815 ILCS 530/10(e)(2)(B)

815 ILCS 530/10(a); 815 ILCS 530/10(e)(2)(C)
815 ILCS 530/10(a); 815 ILCS 530/12(e)(A)
815 ILCS 530/10(e)(2); 815 ILCS 530/12(e)
815 ILCS 530/10(b)

. 815 ILCS 530/10(b)
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

815 ILCS 530/10(b)

815 ILCS 530/50

815 ILCS 530/45(d)

815 ILCS 530/45(c)

815 ILCS 530/10(d)

815 ILCS 530/5

815 ILCS 530/20; 815 ILCS 530/40(d)

815 ILCS 530/20; 815 ILCS 505/10a(a)
815 ILCS 505/10a(a); 815 ILCS 505/10a(c)
815 ILCS 505/10a(a); 815 ILCS 505/10a(e)
815 ILCS 530/20; 815 ILCS 530/40(e)

815 ILCS 530/10(a)(1)

Sources:

Illinois

+ Official code: https://www.ilga.gov/legislation/ilcs/ilcs3.asp? ActID=2702&ChapterID=67
+P.A. 101-343 (SB 1624):

https://ilga.gov/documents/legislation/101/SB/PDF/10100SB1624lv.pdf

Data Breach Notification Laws Survey 2026: Illinois ® Privacy Rights Clearinghouse ® Page 142


https://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=2702&ChapterID=67
https://ilga.gov/documents/legislation/101/SB/PDF/10100SB1624lv.pdf

Indiana

Indiana

IC 24-4.9 (Trade Regulation - Disclosure of Security Breach) (amended 2024) [link

Definition of breach:

In Indiana 'breach of the security of data' means unauthorized acquisition of computerized data that

compromises the security, confidentiality, or integrity of personal information maintained by a person.

The term includes the unauthorized acquisition of computerized data that have been transferred to

another medium, including paper, microfilm, or a similar medium, even if the transferred data are no

longer in a computerized format. The term does not include good faith acquisition by an employee or

agent for lawful purposes if not used or subject to further unauthorized disclosure, or unauthorized

acquisition of a portable electronic device if all personal information is encrypted and the key has not

been compromised or disclosed.!

Definition of personally identifiable information:

In Indiana 'personal information' means: (1) a Social Security number that is not encrypted or redacted;

(2) an individual's first and last names, or first initial and last name, and one or more of the following data

elements that are not encrypted or redacted: (A) a driver's license number, (B) a state identification card

number, (C) a credit card number, (D) a financial account number or debit card number in combination

with a security code, password, or access code that would permit access to the person's account; or (3)

information collected by an adult oriented website operator under IC 24-4-23. The term does not include

information lawfully obtained from publicly available information or from government records lawfully

made available to the general public.2

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® Yes®
Encrypted
. . Publicly . vP .
De-identified . Encrypted information
. . available . i
information: . . information: when key
information: g
No7 No? exposed:
No8
Yes'0
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Indiana

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
No?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Indiana defines a breach as unauthorized acquisition of computerized data that compromises the security,
confidentiality, or integrity of personal information, with exceptions for good faith employee acquisition
and encrypted portable devices where the key was not compromised.*>

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Indiana requires notification when either a standalone unencrypted SSN is breached, or when a name
combined with driver's license number, state ID number, credit card number, or financial account number
with access credentials is compromised.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Indiana does not include biometric information in its definition of personal information that triggers
breach notification requirements.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Indiana covers state-issued driver's licenses and state identification card numbers when combined
with a name, but makes no mention of passports or other federal government-issued IDs.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Indiana does not include medical information or health records in its definition of personal
information that triggers breach notification requirements.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

Yes Indiana explicitly covers data that originated in computerized form but was transferred to paper or
other media, though it does not cover data that was never in computerized form.2°
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Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Indiana explicitly excludes redacted information from the definition of personal information, and the
statute requires specific data elements to be unencrypted and unredacted to trigger notification.!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Indiana explicitly excludes publicly available information and information from government records
lawfully made available to the public from its definition of personal information.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Indiana provides an encryption safe harbor where properly encrypted data whose key was not
compromised does not constitute personal information triggering notification requirements.

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Indiana explicitly requires notification when encrypted personal information is acquired by an
unauthorized person who also has access to the encryption key.2*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Indiana's notification requirements apply to any 'data base owner' which is defined as a 'person’' that
owns or licenses computerized data, and 'person' explicitly includes corporations, business trusts,
partnerships, and other business entities.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Indiana explicitly includes individuals in its definition of 'person,' and any person who owns or licenses
computerized data containing personal information is subject to notification requirements as a data base
owner.?6

Q13. Are State government agencies subject to notification requirements?

No Indiana explicitly exempts state agencies and the judicial and legislative departments of state
government from the breach notification statute.?’

Q14. Are Local governments subject to notification requirements?

Yes Indiana exempts only state agencies and the judicial/legislative branches from the statute; local
governments are not exempted and would be covered as legal entities under the broad 'person'
definition.2®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?
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No Indiana requires notification without unreasonable delay but sets a maximum deadline of 45 days, not
immediate notification.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Indiana requires notification only when the data base owner knows or should know that the breach
has resulted in or could result in identity deception, identity theft, or fraud affecting the resident.°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Indiana permits delays for restoring system integrity, discovering breach scope, and law enforcement
requests when disclosure would impede investigation or jeopardize national security.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Indiana specifies a maximum of 45 days after discovery for breach notification.2

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

45 days Indiana requires businesses and other covered persons to notify affected individuals without
unreasonable delay but within 45 days of discovering the breach.3?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Not applicable - state agencies exempt Indiana explicitly exempts state agencies from the breach
notification statute, so there is no notification timeframe for state government agencies; local
governments would be subject to the same 45-day requirement as other entities.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

No timeframe specified Indiana requires persons maintaining data (but not owning it) to notify the data
base owner of a breach, but does not specify a timeframe for this processor-to-owner notification.3

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Indiana permits substitute notice when more than 500,000 Indiana residents are affected or when
direct notice costs would exceed $250,000, consisting of both website posting and major media
notification.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Indiana explicitly specifies mail as one of the valid methods for breach notification.3’

Q24. Does the law specify email as a valid notification method?

Yes Indiana permits email notification if the data base owner has the affected resident's email address.32

Q25. Does the law specify website posting as a valid notification method?
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Yes Indiana permits website posting as part of substitute notice when cost or volume thresholds are
met.°

Q26. Does the law specify media notification as a valid notification method?

Yes Indiana requires notice to major news reporting media as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Indiana specifies notification methods but does not mandate specific content requirements for breach
notifications to affected individuals.*

Q28. Is notification to the impacted individual required?

Yes Indiana requires data base owners to disclose breaches to affected Indiana residents when their
personal information was or may have been acquired and the breach could result in identity theft or
fraud.*2

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Indiana requires notification to consumer reporting agencies when disclosure is required to more
than 1,000 consumers.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Indiana requires notification to the Attorney General for all breaches that require disclosure to
affected individuals, with no numeric threshold.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Indiana requires AG notification but the statute is silent on whether the AG must publish received
breach notifications.*>

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Indiana does not require notifications to affected individuals to include the number of individuals
affected by the breach.*¢

Q33. Does the law require a description of how the breach occurred?

No Indiana does not require breach notifications to include a description of how the breach occurred.*
Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Indiana does not require breach notifications to include information about response actions or steps
being taken to address the breach.*s

Q35. Does the law require notifications to specify types of personal information compromised?

No Indiana does not require breach notifications to specify the types of personal information that were

compromised.*°

Q36. Does the law require follow-up notifications if scope changes?
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No Indiana does not require follow-up notifications if the scope of the breach changes after initial
notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Indiana requires persons who maintain but do not own data to notify the data base owner, not the
affected individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

No timeframe specified Indiana requires processors to notify data base owners but does not specify a
timeframe for this notification.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Indiana places the disclosure obligation on the data base owner and is silent on whether processors
may notify individuals on behalf of the owner; the statute does not explicitly permit this arrangement.>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Indiana explicitly exempts HIPAA-covered entities from state notification requirements if they comply
with their own HIPAA-based notification procedures that require notification without unreasonable
delay.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Indiana explicitly exempts GLBA-covered financial institutions through both the Federal Financial
Modernization Act (GLBA) exemption and a separate exemption for financial institutions complying with
Federal Interagency Guidance.*

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Indiana provides exemptions for entities complying with several other federal laws including the USA
PATRIOT Act, Executive Order 13224, Driver's Privacy Protection Act, and Fair Credit Reporting Act.5®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Indiana explicitly exempts entities with internal disclosure procedures that are at least as stringent as
the statutory requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Indiana provides an encryption safe harbor where properly encrypted data with uncompromised keys
is excluded from the breach definition and personal information definition.58
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Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Indiana provides enforcement through the Attorney General who may seek injunctions, civil penalties
of up to $150,000 per deceptive act, and investigation costs.5°

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Indiana explicitly precludes private enforcement by stating violations are actionable only by the
Attorney General.®®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Indiana explicitly precludes private enforcement.6!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Indiana does not provide a private right of action.®2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Indiana grants the Attorney General authority to seek injunctive relief, civil penalties up to $150,000
per violation, and investigation and litigation costs.®3

Q50. Does the law require credit monitoring or identity-theft protection?

No Indiana does not require entities to provide credit monitoring or identity theft protection services to
affected individuals.®

Endnotes:

. Ind. Code § 24-4.9-2-2

Ind. Code § 24-4.9-2-10

Ind. Code § 24-4.9-2-10

Ind. Code § 24-4.9-2-10

Ind. Code § 24-4.9-2-10

Ind. Code § 24-4.9-2-2

Ind. Code §§ 24-4.9-2-10, 24-4.9-2-11
Ind. Code § 24-4.9-2-10

. Ind. Code §§ 24-4.9-2-2, 24-4.9-2-10
. Ind. Code §§ 24-4.9-2-2, 24-4.9-3-1
. Ind. Code §§ 24-4.9-2-3, 24-4.9-2-9
. Ind. Code §§ 24-4.9-2-3, 24-4.9-2-9, 24-4.9-3-1
. Ind. Code § 24-4.9-1-1

. Code §§ 24-4.9-1-1, 24-4.9-2-9

. Code § 24-4.9-2-2

. Code § 24-4.9-2-10

. Code § 24-4.9-2-10

. Code § 24-4.9-2-10

. Code § 24-4.9-2-10

. Code § 24-4.9-2-2

. Code §§ 24-4.9-2-10, 24-4.9-2-11
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22. Ind. Code § 24-4.9-2-10

23. Ind. Code §§ 24-4.9-2-2, 24-4.9-2-10

24. Ind. Code §§ 24-4.9-2-2, 24-4.9-3-1

25. Ind. Code §§ 24-4.9-2-3, 24-4.9-2-9, 24-4.9-3-1

26. Ind. Code §§ 24-4.9-2-3, 24-4.9-2-9

27.Ind. Code § 24-4.9-1-1

28. Ind. Code §§ 24-4.9-1-1, 24-4.9-2-9

29. Ind. Code § 24-4.9-3-3

30. Ind. Code § 24-4.9-3-1

31. Ind. Code § 24-4.9-3-3

32. Ind. Code § 24-4.9-3-3

33. Ind. Code § 24-4.9-3-3

34. Ind. Code § 24-4.9-1-1

35. Ind. Code § 24-4.9-3-2

36. Ind. Code § 24-4.9-3-4

37. Ind. Code § 24-4.9-3-4

38. Ind. Code § 24-4.9-3-4

39. Ind. Code § 24-4.9-3-4

40. Ind. Code § 24-4.9-3-4

41. Ind. Code § 24-4.9-3-4

42. Ind. Code § 24-4.9-3-1

43. Ind. Code § 24-4.9-3-1

44. Ind. Code § 24-4.9-3-1

45. Ind. Code § 24-4.9-3-1

46. Ind. Code § 24-4.9-3-4

47. Ind. Code § 24-4.9-3-4

48. Ind. Code § 24-4.9-3-4

49. Ind. Code § 24-4.9-3-4

50. Ind. Code § 24-4.9-3

51. Ind. Code § 24-4.9-3-2

52. Ind. Code § 24-4.9-3-2

53. Ind. Code §§ 24-4.9-3-1, 24-4.9-3-2

54. Ind. Code § 24-4.9-3-4(d)

55. Ind. Code § 24-4.9-3-4(d)-(e)

56. Ind. Code § 24-4.9-3-4(d)

57. Ind. Code § 24-4.9-3-4(c)

58. Ind. Code §§ 24-4.9-2-2, 24-4.9-2-10

59. Ind. Code §§ 24-4.9-4-1, 24-4.9-4-2

60. Ind. Code § 24-4.9-4-1

61. Ind. Code § 24-4.9-4-1

62. Ind. Code § 24-4.9-4-1

63. Ind. Code § 24-4.9-4-2

64. Ind. Code § 24-4.9-3

Sources:

+ Official code: https://iga.in.gov/laws/2025/ic/titles/24#24-4.9
+ P.1.98-2024 (SB 17): https://iga.in.gov/legislative/2024/bills/senate/17/details
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Kansas

Kansas

K.S.A. 50-7a01 through 50-7a04 (Consumer Information Security Breach) (amended 2006) [link

Definition of breach:

In Kansas 'security breach' means the unauthorized access and acquisition of unencrypted or unredacted
computerized data that compromises the security, confidentiality or integrity of personal information
maintained by an individual or a commercial entity and that causes, or such individual or entity
reasonably believes has caused or will cause, identity theft to any consumer. Good faith acquisition of
personal information by an employee or agent of an individual or a commercial entity for the purposes of
the individual or the commercial entity is not a breach of the security of the system, provided that the
personal information is not used for or is not subject to further unauthorized disclosure.*

Definition of personally identifiable information:

In Kansas 'personal information' means a consumer's first name or first initial and last name linked to any
one or more of the following data elements that relate to the consumer, when the data elements are
neither encrypted nor redacted: (1) Social security number; (2) driver's license number or state
identification card number; or (3) financial account number, or credit or debit card number, alone or in
combination with any required security code, access code or password that would permit access to a
consumer's financial account. The term does not include publicly available information that is lawfully
made available to the general public from federal, state or local government records.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® No®
Encrypted
. . Publicly . vP .
De-identified . Encrypted information
. . available . i
information: . . information: when key
information: g
No7 No? exposed:
No8
Yes'0
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Kansas

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Kansas defines a security breach as unauthorized access and acquisition that compromises personal
information and causes or is reasonably believed to cause identity theft, with a good faith exception for
employee/agent acquisitions.

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Kansas requires a name combined with SSN, driver's license/state ID number, or financial account/card
number with access credentials to constitute personal information.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Kansas does not include biometric information in its definition of personal information that triggers
breach notification requirements.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Kansas covers driver's license and state identification card numbers when combined with a name,
but makes no mention of passports or other federal government-issued IDs.!#

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute’'s definition of covered information?

No Kansas does not include medical information or health records in its definition of personal information
that triggers breach notification requirements.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Kansas applies only to computerized data, excluding paper records from breach notification
requirements.?

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?
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No Kansas explicitly excludes redacted data from the definition of personal information and provides
specific redaction standards.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Kansas explicitly excludes publicly available information from government records from the definition
of personal information.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Kansas provides an encryption safe harbor where encrypted data is excluded from both the personal
information definition and the security breach definition.2

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Kansas defines encryption as requiring a confidential key; if the key is exposed, the data would
effectively be unencrypted and thus subject to notification requirements if other breach criteria are met.2*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Kansas explicitly covers persons conducting business in the state, and the definition of 'person’
includes corporations and business associations.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Kansas explicitly includes individuals in its definition of 'person' subject to notification requirements
when conducting business in the state.?¢

Q13. Are State government agencies subject to notification requirements?

Yes Kansas explicitly includes government entities in both the 'person' definition and the main notification
requirement provision.?’

Q14. Are Local governments subject to notification requirements?

Yes Kansas explicitly includes governmental subdivisions in both the 'person’' definition and the main
notification requirement, covering local governments.2

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Kansas requires an investigation first to determine likelihood of misuse before notification is triggered,
rather than immediate notification upon discovery.?®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?
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Yes Kansas requires a good faith investigation to determine the likelihood of misuse before notification is
required, and the breach definition itself incorporates a risk threshold of causing or reasonably believing
will cause identity theft.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Kansas permits delays for law enforcement needs when notification would impede a criminal
investigation, and for measures necessary to determine breach scope and restore system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Kansas uses only non-numeric timing language requiring notification 'in the most expedient time
possible and without unreasonable delay.'3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expedient time possible without unreasonable delay Kansas requires businesses to notify affected
residents as soon as possible and in the most expedient time without unreasonable delay, but sets no
specific day limit.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Most expedient time possible without unreasonable delay Kansas applies the same timing requirement

to government entities as to businesses - notification in the most expedient time possible without
unreasonable delay.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

No timeframe specified Kansas requires non-owners/licensees who maintain data to notify the
owner/licensee of a breach, but does not specify a timeframe for this notification.3s

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Kansas permits substitute notice when cost exceeds $100,000, affected consumers exceed 5,000, or
insufficient contact information exists, consisting of email notice (if available), website posting, and major
statewide media notification.36

Q23. Does the law specify mail as a valid notification method?

Yes Kansas specifies 'written notice' as a valid notification method, which encompasses mail.3’

Q24. Does the law specify email as a valid notification method?

Yes Kansas permits electronic notice consistent with E-SIGN Act requirements.38

Q25. Does the law specify website posting as a valid notification method?

Yes Kansas permits conspicuous website posting as part of substitute notice when thresholds are met.*®

Q26. Does the law specify media notification as a valid notification method?
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Yes Kansas requires notification to major statewide media as part of substitute notice.

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Kansas specifies notification methods but does not mandate specific content requirements for breach
notifications to affected individuals.*
Q28. Is notification to the impacted individual required?

Yes Kansas requires notification to affected Kansas residents when the investigation determines misuse
has occurred or is reasonably likely to occur.

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Kansas requires notification to all nationwide consumer reporting agencies when more than 1,000
consumers are affected at one time.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

No Kansas does not require notification to the Attorney General or any state agency as part of breach
notification; the AG is only referenced for enforcement purposes.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Kansas does not require AG notification, and the statute is silent on publication of any breach
notifications that might be received.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Kansas does not require notifications to include the number of individuals affected by the breach.*¢

Q33. Does the law require a description of how the breach occurred?

No Kansas does not require breach notifications to include a description of how the breach occurred.#’
Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Kansas does not require breach notifications to include information about response actions or steps
being taken.*®

Q35. Does the law require notifications to specify types of personal information compromised?

No Kansas does not require breach notifications to specify the types of personal information
compromised.*°

Q36. Does the law require follow-up notifications if scope changes?

No Kansas does not require follow-up notifications if the scope of the breach changes after initial
notification.s°

Third-Party Requirements (Q37-39)
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Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?
No Kansas requires non-owners/licensees who maintain data to notify only the owner or licensee of the
breach, not affected individuals directly.5!

Q38. If processors must notify contracting entity, what is the timeframe?

No timeframe specified Kansas requires processors to notify data owners following discovery of a breach,
but does not specify a timeframe for this notification.*2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Kansas is silent on whether processors may notify individuals on behalf of data owners; the statute
only addresses processor notification to owners.5?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Kansas provides a general federal regulator exemption but does not explicitly reference HIPAA by
name.>

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

No Kansas provides a general federal regulator exemption that would cover GLBA-regulated entities but
does not explicitly reference GLBA by name.>®

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Kansas provides a broad exemption for entities regulated by any federal law that maintains breach
notification procedures pursuant to its federal regulator's requirements.¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Kansas explicitly exempts entities with their own notification procedures as part of an information
security policy if those procedures are consistent with the statute's timing requirements.’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Kansas provides encryption and redaction safe harbors where properly encrypted or redacted data
does not constitute personal information and its acquisition does not constitute a security breach.8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Kansas provides enforcement through the Attorney General for most violations, and through the
Insurance Commissioner for violations by licensed insurance companies.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?
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No Kansas vests enforcement authority in the Attorney General and does not create an explicit private
right of action for breach notification violations; the savings clause preserves other legal rights but does
not affirmatively create a PRA.%°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Kansas does not provide an explicit private right of action for breach
notification violations.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Kansas does not provide a private right of action for breach notification violations.2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Kansas grants the Attorney General broad authority to bring actions in law or equity and to seek
appropriate relief for violations.®?

Q50. Does the law require credit monitoring or identity-theft protection?

No Kansas does not require entities to provide credit monitoring or identity theft protection services to
affected individuals.®

Endnotes:

.K.S.A. § 50-7a01(h)

K.S.A. § 50-7a01(g)

K.S.A. § 50-7a01(g)

K.S.A. § 50-7a01(g)

K.S.A. § 50-7a01(g)

K.S.A. §§ 50-7a01(h), 50-7a02(a)
K.S.A. §§ 50-7a01(d), 50-7a01(g)
K.S.A. § 50-7a01(g)

. K.S.A. §§ 50-7a01(b), 50-7a01(g), 50-7a01(h)
. K.S.A. §§ 50-7a01(b), 50-7a01(h)
. K.S.A. §§ 50-7a01(f), 50-7a02(a)
. K.S.A. §§ 50-7a01(f), 50-7a02(a)
. K.S.A. §§ 50-7a01(f), 50-7a02(a)
. K.S.A. §§ 50-7a01(f), 50-7a02(a)
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. K.S.A. §§ 50-7a01(h), 50-7a02(a)

. K.S.A. §§ 50-7a01(d), 50-7a01(g)

. K.S.A. § 50-7a01(g)

. K.S.A. §§ 50-7a01(b), 50-7a01(g), 50-7a01(h)
. K.S.A. §§ 50-7a01(b), 50-7a01(h)
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31.
32.
33.
34.
35.

36

Privacy Rights
GRE Clearinghouse

K.S.A. §§ 50-7a01(f), 50-7a02(a)
K.S.A. §§ 50-7a01(f), 50-7a02(a)
K.S.A. §§ 50-7a01(f), 50-7a02(a)
K.S.A. § 50-7a02(a)

K.S.A. §§ 50-7a01(h), 50-7a02(a)
K.S.A. § 50-7a02(a), (c)

K.S.A. § 50-7a02(a)

K.S.A. § 50-7a02(a)

K.S.A. § 50-7a02(a)

K.S.A. § 50-7a02(b)

. K.S.A. § 50-7a01(c)(3), (e)
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52,
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

K.S.A. § 50-7a01(c)
K.S.A. § 50-7a01(c)
K.S.A. § 50-7a01(e)
K.S.A. § 50-7a01(e)
K.S.A. §§ 50-7a01(c), 50-7a02(f)
K.S.A. § 50-7a02(a)
K.S.A. § 50-7a02(f)
K.S.A. § 50-7a02
K.S.A. § 50-7a02
K.S.A. § 50-7a01(c)
K.S.A. § 50-7a01(c)
K.S.A. § 50-7a01(c)
K.S.A. § 50-7a01(c)
K.S.A. § 50-7a02
K.S.A. § 50-7a02(b)
K.S.A. § 50-7a02(b)
K.S.A. § 50-7a02(b)
K.S.A. § 50-7a02(e)
K.S.A. § 50-7a02(e)
K.S.A. § 50-7a02(e)
K.S.A. § 50-7a02(d)
K.S.A. §§ 50-7a01(g), 50-7a01(h)
K.S.A. § 50-7a02(g)-(h)
K.S.A. § 50-7a02(g)
K.S.A. § 50-7a02(g)
K.S.A. § 50-7a02(g)
K.S.A. § 50-7a02(g)
K.S.A. § 50-7a02

Sources:

+ Official code: https://ksrevisor.gov/statutes/chapters/ch50/050 007a 0001.html

+ L. 2006, ch. 149 (SB 196):

https://www.kslegislature.gov/historical data/bills/2006/2005 S Bill 196.pdf
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Kentucky

Kentucky

This state has 2 separate breach notification statutes:

* Private Sector: KRS § 365.732 (Trade Practices - Security Breach Notification) (amended
2014) [link]

* Government Agencies: KRS §§ 61.931-61.934 (General Provisions - Personal Information
Security and Breach Investigation) (amended 2014) [link

Definition of breach:

In Kentucky 'breach of the security of the system' (for individuals/businesses) means unauthorized
acquisition of unencrypted and unredacted computerized data that compromises the security,
confidentiality, or integrity of personally identifiable information maintained by the information holder as
part of a database regarding multiple individuals that actually causes, or leads the information holder to
reasonably believe has caused or will cause, identity theft or fraud against any resident of the
Commonwealth. Good-faith acquisition by an employee or agent for the purposes of the information
holder is not a breach if the information is not used or subject to further unauthorized disclosure. For
government agencies, 'security breach' means the unauthorized acquisition, distribution, disclosure,
destruction, manipulation, or release of unencrypted or unredacted records or data that compromises or
the agency reasonably believes may compromise the security, confidentiality, or integrity of personal
information and result in the likelihood of harm to one or more individuals; or the same for encrypted
records along with the confidential key.*

Definition of personally identifiable information:

In Kentucky 'personally identifiable information' (for individuals/businesses) means an individual's first
name or first initial and last name in combination with any one or more of the following data elements,
when the name or data element is not redacted: Social Security number; driver's license number; or
account number or credit or debit card number, in combination with any required security code, access
code, or password to permit access to an individual's financial account. For government agencies,
'personal information' means an individual's first name or first initial and last name; personal mark; or
unique biometric or genetic print or image, in combination with one or more data elements including
account numbers with access credentials, SSN, taxpayer ID with SSN, driver's license/state ID/other ID
issued by any agency, passport number or other US government ID, or individually identifiable health
information.?

Does the definition of "personally identifiable
information" or "breach" cover:
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Biometric Medical Government Paper
information: information: IDs: records:
Varies? Varies* Varies® Varies®
Encrypted
S Publicly Enerypre
De-identified . Encrypted information
] . available . .
information: . . information: when key
information: g
No7 No? exposed:
No3
Yesl0
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Kentucky has two separate breach definitions: for individuals/businesses, it requires unauthorized
acquisition that causes or is reasonably believed to cause identity theft or fraud; for government agencies,
it requires unauthorized acquisition/disclosure/destruction/manipulation/release that results in or is
likely to result in harm.*>

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Kentucky's government agency statute has a broader personal information definition that includes
biometrics, genetic information, health information, passport numbers, and taxpayer IDs, while the
private sector definition is limited to SSN, driver's license, and financial account numbers.!¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

Varies Kentucky covers biometric information for government agency breaches, but not for private sector
breaches under KRS 365.732."7

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?
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Varies Kentucky's government agency statute covers driver's license, state ID, any agency-issued ID, and
passport numbers, while the private sector statute covers only driver's license numbers.!#

Q5. Can medical information contribute to triggering breach notification requirements, or is medical

information included within the statute's definition of covered information?

Varies Kentucky covers individually identifiable health information (as defined in HIPAA regulations) for
government agency breaches, but does not include medical information in the private sector statute.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

Varies Kentucky's private sector statute applies only to computerized data, while the government agency
statute applies to 'records or data' regardless of physical form, which includes paper records.?

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Kentucky excludes redacted information from coverage under both statutes - the private sector
statute excludes redacted data from the definition of Pll, and the government statute explicitly exempts
redacted personal information.!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Kentucky's government agency statute explicitly exempts publicly available information from
government records and information individuals have consented to have publicly disseminated; the
private sector statute does not have an explicit exclusion but the enumerated data types are typically not
publicly available.?2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Kentucky provides an encryption safe harbor under both statutes where encrypted data whose key
was not compromised does not constitute a breach.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Kentucky explicitly addresses encryption key exposure in the government agency statute, requiring
notification when encrypted data is acquired along with the key; the private sector statute's 'unencrypted'
requirement would similarly apply if encryption is compromised.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Kentucky explicitly includes business entities in the definition of 'information holder' subject to
notification requirements under KRS 365.732.25

Q12. Are Persons (or Individuals) subject to notification requirements?
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Yes Kentucky explicitly includes any 'person' conducting business in the state as an information holder
subject to notification requirements.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Kentucky state government agencies are covered by the dedicated government breach notification
statute (KRS 61.931-61.934), including executive, legislative, and judicial branches; they are explicitly
exempt from the private sector statute.?’

Q14. Are Local governments subject to notification requirements?

Yes Kentucky local governments are explicitly included in the government agency breach notification
statute as 'Agency' and are exempt from the private sector statute.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Kentucky does not require immediate notification; the private sector requires disclosure without
unreasonable delay, while government agencies must begin their investigation and notify officials within
72 hours of determination, then notify individuals within 35 days after completing investigation.2°

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Kentucky requires risk assessment under both statutes - the private sector definition requires belief
that identity theft/fraud has or will occur, and government agencies must investigate and determine
likelihood of misuse before notification is required.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Kentucky permits delays for law enforcement investigations under both statutes; the government
statute additionally permits delays for system restoration with AG approval.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Varies Kentucky specifies 35 days for government agency notification to individuals after investigation
completion, but uses only non-numeric language for the private sector.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expedient time possible without unreasonable delay Kentucky requires businesses and persons to
notify affected individuals in the most expedient time possible without unreasonable delay, consistent
with law enforcement needs and system restoration, but sets no specific numeric day limit.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?
35 days after completing investigation Kentucky government agencies must notify state officials within

72 hours of determining a breach, then notify affected individuals within 35 days of completing
investigation and notifying required officials.3*
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Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?
72 hours Kentucky government agency contractors must notify the agency within 72 hours of determining
a breach, while private sector processors must notify owners as soon as reasonably practicable with no
specific timeframe.?®

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Kentucky permits substitute notice for private sector entities when costs exceed $250,000, affected
individuals exceed 500,000, or insufficient contact information exists, consisting of email, website posting,
and major statewide media notification.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Kentucky specifies written notice as a valid notification method under both statutes.?’

Q24. Does the law specify email as a valid notification method?

Yes Kentucky permits email notification under both statutes; government agencies may use email unless
individuals have opted out in writing.38

Q25. Does the law specify website posting as a valid notification method?

Yes Kentucky permits website posting as part of substitute notice for private sector and as a required
element of government agency notification.?

Q26. Does the law specify media notification as a valid notification method?

Yes Kentucky requires media notification as part of substitute notice for private sector and as a required
element of government agency notification.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Varies Kentucky specifies detailed content requirements for government agency notifications but no
specific content requirements for private sector notifications.*!

Q28. Is notification to the impacted individual required?

Yes Kentucky requires notification to affected individuals under both statutes.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Kentucky requires CRA notification under both statutes when more than 1,000 individuals are
affected.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Kentucky requires government agencies to notify the Attorney General (and other officials) within 72
hours of determining a breach, but the private sector statute does not require AG notification.**
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Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Kentucky requires AG notification but the statute is silent on whether the AG or other receiving
agencies must publish received breach notifications.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Kentucky does not require notifications to include the number of individuals affected by the breach
under either statute.*®

Q33. Does the law require a description of how the breach occurred?

No Kentucky's government statute requires describing protective measures but not how the breach
occurred; the private sector statute has no content requirements.*”

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Varies Kentucky requires government agencies to describe their protective actions but the private sector
statute has no such requirement.*®

Q35. Does the law require notifications to specify types of personal information compromised?

Varies Kentucky requires government agencies to describe the categories of information compromised
but the private sector statute has no content requirements.*

Q36. Does the law require follow-up notifications if scope changes?

No Kentucky does not require follow-up notifications if the scope of the breach changes after initial
notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Kentucky requires processors to notify the data owner/agency rather than affected individuals directly
under both statutes.5!

Q38. If processors must notify contracting entity, what is the timeframe?

72 hours (government contractors); as soon as reasonably practicable (private sector) Kentucky
government agency contractors must notify within 72 hours of determining a breach; private sector
processors must notify as soon as reasonably practicable with no specific numeric timeframe.52

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Kentucky is silent on whether processors may notify individuals on behalf of data owners/agencies;
the statutes only address processor notification to owners.53

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Kentucky explicitly exempts HIPAA-covered entities from the private sector notification requirements
and provides an alternative compliance path for federally-regulated government contractors.5
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Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Kentucky explicitly exempts GLBA-covered entities from the private sector notification
requirements.>®

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Kentucky provides an alternative compliance path for government agency contractors subject to any
federal breach notification law or regulation.*®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Kentucky exempts private sector entities with their own notification procedures as part of an
information security policy if those procedures are consistent with the statutory timing requirements.>’
Q44. Does the law provide safe harbors beyond federal compliance?

Yes Kentucky provides encryption and redaction safe harbors under both statutes where properly
encrypted or redacted data does not trigger notification requirements.58

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Kentucky provides AG enforcement authority for the government agency statute with injunctive relief
and other legal remedies; the private sector statute is silent on enforcement.>?

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Kentucky explicitly precludes private actions under the government agency statute and is silent on
private actions under the private sector statute, which does not affirmatively create a private right of
action.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Kentucky explicitly precludes private actions under the government
statute and does not provide one under the private sector statute.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Kentucky does not provide a private right of action under either statute.®?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Kentucky grants the Attorney General authority to seek injunctive relief and other legal remedies
against agencies and their contractors for violations of the government agency statute.®?

Q50. Does the law require credit monitoring or identity-theft protection?

No Kentucky requires government agencies to provide information about identity theft prevention
resources but does not require entities to provide credit monitoring or identity theft protection services.®
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Endnotes:

. KRS § 365.732(1)(a); KRS § 61.931(9)

. KRS § 365.732(1)(c); KRS § 61.931(6)

. KRS § 365.732(1)(c); KRS § 61.931(6)

. KRS § 365.732(1)(c); KRS § 61.931(6)(f)

. KRS § 365.732(1)(c); KRS § 61.931(6)

. KRS § 365.732(1)(a); KRS §§ 61.931(7), 61.931(9)
. KRS § 365.732(1)(c); KRS § 61.933(5)(a)

. KRS § 61.933(5)(c)-(d)

. KRS § 365.732(1)(a); KRS § 61.931(9)(a)1

10. KRS § 365.732(1)(a); KRS § 61.931(9)(a)2

11. KRS § 365.732(1)(b)

12. KRS § 365.732(1)(b), (2)

13. KRS §§ 61.931(1)(a), 61.934(1); KRS § 365.732(8)
14. KRS § 61.931(1)(b)-(c); KRS § 365.732(8)

15. KRS § 365.732(1)(a); KRS § 61.931(9)

16. KRS § 365.732(1)(c); KRS § 61.931(6)

17. KRS § 365.732(1)(c); KRS § 61.931(6)

18. KRS § 365.732(1)(c); KRS § 61.931(6)

19. KRS § 365.732(1)(c); KRS § 61.931(6)(f)

20. KRS § 365.732(1)(a); KRS §§ 61.931(7), 61.931(9)
21. KRS § 365.732(1)(c); KRS § 61.933(5)(a)

22. KRS § 61.933(5)(c)-(d)

23. KRS § 365.732(1)(a); KRS § 61.931(9)(a)1

24. KRS § 365.732(1)(a); KRS § 61.931(9)(a)2

25. KRS § 365.732(1)(b), (2)

26. KRS § 365.732(1)(b)

27. KRS §§ 61.931(1)(a), 61.934(1); KRS § 365.732(8)
28. KRS § 61.931(1)(b)-(c); KRS § 365.732(8)

29. KRS § 365.732(2); KRS § 61.933(1)(a)

30. KRS § 365.732(1)(a); KRS § 61.933(1)(a)2, (b)2
31. KRS § 365.732(4); KRS § 61.933(3)

32. KRS § 365.732(2); KRS § 61.933(1)(b)1.b

33. KRS § 365.732(2)

34. KRS § 61.933(1)(a), (b)1.b

35. KRS § 61.932(2)(b)1; KRS § 365.732(3)

36. KRS § 365.732(5)(c)

37. KRS § 365.732(5)(a); KRS § 61.933(2)(a)3.a
38. KRS § 365.732(5)(b); KRS § 61.933(2)(a)3.b
39. KRS § 365.732(5)(c)2; KRS § 61.933(2)(a)1

40. KRS § 365.732(5)(c)3; KRS § 61.933(2)(a)2

41. KRS § 365.732(5); KRS § 61.933(2)(b)

42. KRS § 365.732(2); KRS § 61.933(1)(b)1.b

43. KRS § 365.732(7); KRS § 61.933(1)(b)1.c

44. KRS § 61.933(1)(a)1; KRS § 365.732

45. KRS § 61.933(1)(a)1
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46.
47.
48.
49.
50.

51

KRS § 61.933(2)(b); KRS § 365.732(5)
KRS § 61.933(2)(b)

KRS § 61.933(2)(b)3; KRS § 365.732(5)
KRS § 61.933(2)(b)1; KRS § 365.732(5)
KRS §§ 61.933, 365.732

. KRS § 365.732(3); KRS § 61.932(2)(b)1
52.
53.
54,
55.
56.
57.
58,
59.
60.
61.
62.
63.
64.

KRS § 61.932(2)(b)1; KRS § 365.732(3)
KRS § 365.732(3); KRS § 61.932(2)(b)1
KRS § 365.732(8); KRS § 61.932(1)(c)2
KRS § 365.732(8)

KRS § 61.932(1)(c)2

KRS § 365.732(6)

KRS § 365.732(1)(a); KRS § 61.931(9)(a)
KRS § 61.933(6); KRS § 365.732

KRS § 61.933(6); KRS § 365.732

KRS § 61.933(6)

KRS § 61.933(6)

KRS § 61.933(6)

KRS § 61.933(2)(b)4; KRS § 365.732

Sources:

Private Sector:

- Official code: https://apps.legislature.ky.gov/law/statutes/statute.aspx?id=43326

+ 2014 Ky. Acts ch. 84, sec. 1 (HB 232):
https://apps.legislature.ky.gov/record/14rs/hb232.htm

Government Agencies:

- Official code: https://apps.legislature.ky.gov/law/statutes/statute.aspx?id=43575

Kentucky

* 2014 Ky. Acts ch. 74 (HB 5): https://apps.legislature.ky.gov/record/14rs/hb5.htm
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Louisiana

Louisiana

La. R.S. § 51:3074 (Database Security Breach Notification Law) (amended 2018) [link

Definition of breach:

In Louisiana 'breach of the security of the system' means the compromise of the security, confidentiality,
or integrity of computerized data that results in, or there is a reasonable likelihood to result in, the
unauthorized acquisition of and access to personal information maintained by an agency or person. Good
faith acquisition of personal information by an employee or agent of an agency or person for the purposes
of the agency or person is not a breach of the security of the system, provided that the personal
information is not used for, or is subject to, unauthorized disclosure.*

Definition of personally identifiable information:

In Louisiana 'personal information' means the first name or first initial and last name of an individual
resident of this state in combination with any one or more of the following data elements, when the
name or the data element is not encrypted or redacted: (i) Social security number; (ii) Driver's license
number or state identification card number; (iii) Account number, credit or debit card number, in
combination with any required security code, access code, or password that would permit access to an
individual's financial account; (iv) Passport number; (v) Biometric data. Personal information does not
include publicly available information lawfully made available from federal, state, or local government
records.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? No* Yes® No®
Encrypted
. . Publicly . vP .
De-identified . Encrypted information
. . available . i
information: . . information: when key
information: g
No7 No? exposed:
No8
Yes'0
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Louisiana

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Louisiana defines a breach as the compromise of computerized data that results in, or reasonably likely
results in, unauthorized acquisition of and access to personal information, with a good faith exception for
employee/agent acquisitions.

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Louisiana requires name plus one data element (SSN, driver's license/state ID, financial account with
access code, passport number, or biometric data) when not encrypted or redacted, and excludes publicly
available government records.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes Louisiana explicitly includes biometric data as a category of personal information, defined as
automatic measurements of biological characteristics used for authentication.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Louisiana covers both state-issued IDs (driver's license and state identification card numbers) and
federal IDs (passport numbers), providing comprehensive government ID coverage.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Louisiana does not include medical information or health insurance information in its enumerated list
of personal information data elements.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Louisiana's breach definition and notification requirements apply only to computerized data, excluding
paper records from coverage.?
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Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?
No Louisiana requires name combination with data elements and explicitly excludes redacted
information, meaning properly deidentified data would not meet the personal information definition.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Louisiana explicitly excludes publicly available information lawfully made available from government
records from the definition of personal information.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Louisiana provides an encryption safe harbor by excluding encrypted data from the personal
information definition, so properly encrypted information with an unexposed key would not trigger
notification requirements.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Louisiana's encryption exclusion is based on the data being encrypted; if the decryption key was also
acquired, the data is effectively no longer protected by encryption and would be considered unencrypted
personal information triggering notification.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Louisiana explicitly subjects businesses to notification requirements through the definition of 'person’
which includes corporations, partnerships, and other business entities, and notification obligations apply
to any person conducting business in the state.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Louisiana's definition of 'person' explicitly includes individuals, making natural persons subject to
notification requirements if they own or license computerized data containing personal information.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Louisiana explicitly includes state government agencies through a separate 'agency' definition
encompassing the state and all its agencies, boards, commissions, and departments, with explicit
notification obligations.?”

Q14. Are Local governments subject to notification requirements?

Yes Louisiana explicitly includes local governments through the 'agency’ definition which encompasses
political subdivisions of the state, subjecting local governmental bodies to the same notification
requirements as state agencies.?®

Timing & Triggers (Q15-21)
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Q15. Is notification triggered immediately after the discovery of the breach?

No Louisiana does not require immediate notification; instead it requires notification in the most
expedient time possible and without unreasonable delay, with a maximum deadline of sixty days from
discovery.?®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Louisiana permits entities to avoid notification if they determine after reasonable investigation that
there is no reasonable likelihood of harm to residents.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Louisiana permits delays for law enforcement determinations that notification would impede a
criminal investigation, and for measures necessary to determine breach scope, prevent further
disclosures, and restore system integrity.>!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Louisiana specifies a 60-day maximum deadline for notification from the date of breach discovery.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

60 days Louisiana requires businesses/persons to notify affected individuals in the most expedient time
possible and without unreasonable delay, but not later than 60 days from breach discovery.*?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

60 days Louisiana applies the same 60-day maximum notification deadline to government agencies as to
persons/businesses.?*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

60 days Louisiana requires third-party data maintainers to notify data owners within the same 60-day
maximum timeframe that applies to notifications to individuals.*s

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Louisiana permits substitute notice when cost exceeds $100,000, affected individuals exceed 100,000,
or insufficient contact information exists, requiring email (where available), website posting (if
maintained), and major statewide media notification.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Louisiana explicitly permits written notification as a valid notification method.3’

Q24. Does the law specify email as a valid notification method?
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Yes Louisiana permits electronic notification as a valid method when consistent with federal E-SIGN Act
provisions.38

Q25. Does the law specify website posting as a valid notification method?

Yes Louisiana permits website posting as part of substitute notification when the entity maintains an
Internet site.3?

Q26. Does the law specify media notification as a valid notification method?

Yes Louisiana requires notification to major statewide media as a mandatory component of substitute
notification.

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Louisiana does not specify required content for breach notifications; the statute addresses only
notification methods and timing, not the information that must be included.*!

Q28. Is notification to the impacted individual required?

Yes Louisiana requires notification to any state resident whose personal information was or is reasonably
believed to have been acquired by an unauthorized person.#?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

No Louisiana does not require notification to credit reporting agencies.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

No Louisiana does not require proactive notification to the Attorney General for breaches; AG notification
is only required when seeking a delay extension or when the AG requests documentation of a no-harm
determination.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Louisiana does not require the Attorney General to publish breach notifications; the statute references
confidentiality provisions for documents submitted to the AG.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Louisiana does not require notifications to include the number of individuals affected by the breach.¢

Q33. Does the law require a description of how the breach occurred?

No Louisiana does not require notifications to include a description of how the breach occurred.*’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Louisiana does not require notifications to include information about response actions or steps being
taken to address the breach.

Q35. Does the law require notifications to specify types of personal information compromised?
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No Louisiana does not require notifications to specify the types of personal information that were
compromised in the breach.*®

Q36. Does the law require follow-up notifications if scope changes?

No Louisiana does not require follow-up notifications if the scope of the breach changes or if additional
information is discovered after the initial notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Louisiana requires third-party data maintainers to notify only the data owner or licensee, not affected
individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

60 days Louisiana requires processors to notify data owners within the same 60-day maximum timeframe
that applies to all notifications under the statute.s2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Louisiana does not expressly permit processors to provide notifications on behalf of data owners; the
statute places notification responsibility to individuals on the owner/licensee of the data.s?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Louisiana does not provide an explicit exemption for entities complying with HIPAA breach notification
requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

No Louisiana exempts financial institutions complying with the Federal Interagency Guidance, which
relates to GLBA-regulated entities, but this is based on the guidance compliance, not GLBA directly.>>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Louisiana provides an exemption for financial institutions complying with the Federal Interagency
Guidance on customer notice for unauthorized access, including any revisions or substitutions to that
guidance.>¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Louisiana provides an exemption for entities maintaining their own notification procedures as part of
their information security policy, provided the procedures are consistent with the statute's timing
requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?
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Yes Louisiana provides safe harbors for encryption/redaction (data excluded from personal information
definition) and for risk assessment determination of no reasonable likelihood of harm.58

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Louisiana provides enforcement by classifying violations as unfair trade practices under the Louisiana
Unfair Trade Practices and Consumer Protection Law (LUTPA).5°

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Louisiana provides an explicit private right of action allowing individuals to sue for actual damages
resulting from failure to provide timely breach notification.°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages only Louisiana limits private recovery to actual damages; the statute does not provide for
statutory damages, punitive damages, or attorney's fees.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Louisiana's private right of action is limited by requiring proof of actual damages resulting from the
failure to notify; there are no statutory damages, and plaintiffs must demonstrate causation between the
notification failure and their harm.t2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Louisiana grants the Attorney General enforcement authority through incorporation into the
Louisiana Unfair Trade Practices Act, which provides for AG enforcement powers including injunctive
relief and penalties.®3

Q50. Does the law require credit monitoring or identity-theft protection?

No Louisiana does not require entities to provide credit monitoring or identity theft protection services to
affected individuals following a breach.®*

Endnotes:

.La. R.S. 51:3073(2)
La. R.S. 51:3073(4)
La. R.S. 51:3073(4)(a)(v)

La. R.S. 51:3073(4)(a)

La. R.S. 51:3073(4)(a)

La. R.S. 51:3073(2); La. R.S. 51:3074(C)
La. R.S. 51:3073(4)
La. R.S. 51:3073(4)(b)

. La. R.S. 51:3073(4)(a)

10. La. R.S. 51:3073(4)(a)

11. La. R.S. 51:3073(3); La. R.S. 51:3074(C)
12. La. R.S. 51:3073(3); La. R.S. 51:3074(C)
13. La. R.S. 51:3073(1); La. R.S. 51:3074(C)
14. La. R.S. 51:3073(1); La. R.S. 51:3074(C)
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R.S.
R.S.
R.S.
R.S.
R.S.
R.S.
R.S.

51:3073(3); La. R.S. 51:3074(C)
51:3073(1); La. R.S. 51:3074(C)
51:3073(1); La. R.S. 51:3074(C)
51:3074(E)
51:3074(1)
51:3074(E); La. R.S. 51:3074(F)
51:3074(E)

. 51:3074(C); La. R.S. 51:3074(E)
R.S.
R.S.
R.S.
R.S.
R.S.
R.S.
R.S.
. 51:3074(G)
R.S.
R.S.
R.S.
R.S.
R.S.
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R.S.
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51:3074(G)

51:3074(G)

51:3074(G)

. 51:3074(G)
R.S.
R.S.
R.S.
R.S.
R.S.
R.S.
R.S.
. 51:3074(H)
R.S.
R.S.
R.S.
R.S.

51:3074

51:3074(D)

51:3074(D); La. R.S. 51:3074(E)
51:3074(C); La. R.S. 51:3074(D)
51:3074-3076

51:3076

51:3076

51:3073(4)(a); La. R.S. 51:3074(1)
51:3074(J); La. R.S. 51:1405(A)
51:3075

51:3075
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Louisiana
62.La. R.S. 51:3075
63. La. R.S. 51:3074(J); La. R.S. 51:1405
64. La. R.S. 51:3074

Sources:

« Official code: https://www.legis.la.gov/legis/Law.aspx?p=y&d=322027
+ Acts 2018, No. 382 (SB 361): https://www.legis.la.gov/legis/ViewDocument.aspx?d=1101149
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Massachusetts

Massachusetts

Mass. Gen. Laws ch. 93H, §§ 1-6 (General Laws Chapter 93H - Security Breaches) (amended 2019)
link

Definition of breach:

In Massachusetts 'breach of security' means the unauthorized acquisition or unauthorized use of
unencrypted data or, encrypted electronic data and the confidential process or key that is capable of
compromising the security, confidentiality, or integrity of personal information, maintained by a person or
agency that creates a substantial risk of identity theft or fraud against a resident of the commonwealth. A
good faith but unauthorized acquisition of personal information by a person or agency, or employee or
agent thereof, for the lawful purposes of such person or agency, is not a breach of security unless the
personal information is used in an unauthorized manner or subject to further unauthorized disclosure.*

Definition of personally identifiable information:

In Massachusetts 'personal information' means a resident's first name and last name or first initial and
last name in combination with any 1 or more of the following data elements that relate to such resident:
(a) Social Security number; (b) driver's license number or state-issued identification card number; or (c)
financial account number, or credit or debit card number, with or without any required security code,
access code, personal identification number or password, that would permit access to a resident's
financial account; provided, however, that personal information shall not include information that is
lawfully obtained from publicly available information, or from federal, state or local government records
lawfully made available to the general public.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® Yes®
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
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Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Massachusetts defines a breach as unauthorized acquisition or use of data that compromises personal
information and creates a substantial risk of identity theft or fraud, with a good faith exception for
employee/agent acquisitions.

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Massachusetts requires name plus one data element (SSN, driver's license/state ID, or financial
account/card number with or without access codes) and excludes publicly available government records. ¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Massachusetts does not include biometric information in its enumerated list of personal information
data elements.?”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Massachusetts covers state-issued IDs (driver's license and state identification card numbers) but
makes no mention of passports or other federal IDs.*8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute’'s definition of covered information?

No Massachusetts does not include medical information or health insurance information in its
enumerated list of personal information data elements.??

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

Yes Massachusetts defines data broadly to include any material regardless of physical form or
characteristics, which encompasses paper records.?

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?
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No Massachusetts requires name combination with data elements, meaning properly deidentified data
without associated names would not meet the personal information definition.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Massachusetts explicitly excludes publicly available information and lawfully available government
records from the definition of personal information.2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Massachusetts provides an encryption safe harbor by requiring both encrypted data AND the key to be
compromised before a breach occurs; encrypted data alone without key exposure does not trigger
notification.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Massachusetts explicitly includes encrypted data when the confidential process or key was also
acquired, triggering notification requirements.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Massachusetts subjects businesses to notification requirements through the definition of 'person’
which includes corporations, partnerships, and other legal entities.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Massachusetts's definition of 'person' explicitly includes natural persons, making individuals subject to
notification requirements if they own or license personal information.2°

Q13. Are State government agencies subject to notification requirements?

Yes Massachusetts explicitly includes state government agencies through a separate 'agency' definition
that encompasses all executive offices, departments, boards, commissions, bureaus, divisions, and
authorities.?”

Q14. Are Local governments subject to notification requirements?

Yes Massachusetts explicitly includes local governments through the 'agency' definition which
encompasses political subdivisions of the commonwealth.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Massachusetts does not require immediate notification; instead it requires notification 'as soon as
practicable and without unreasonable delay.'?®
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Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Massachusetts requires a risk assessment as the breach definition itself includes a harm threshold -
notification is required only when there is 'substantial risk of identity theft or fraud.'3®

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Massachusetts permits delays when law enforcement determines that notification may impede a
criminal investigation, with the delay lasting until law enforcement determines notification no longer
poses a risk to the investigation.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Massachusetts uses only non-numeric timing language ('as soon as practicable and without
unreasonable delay') and does not specify a numeric day limit.32
Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

As soon as practicable and without unreasonable delay Massachusetts requires businesses/persons to
notify affected individuals 'as soon as practicable and without unreasonable delay' with no specific day
limit.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

As soon as practicable and without unreasonable delay Massachusetts applies the same 'as soon as
practicable and without unreasonable delay' timing to government agencies as to persons/businesses.34

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

As soon as practicable and without unreasonable delay Massachusetts requires third-party data
maintainers to notify data owners 'as soon as practicable and without unreasonable delay.'*s

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Massachusetts permits substitute notice when cost exceeds $250,000, affected residents exceed
500,000, or insufficient contact information exists, requiring email (where available), website posting (if
maintained), and statewide media publication/broadcast.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Massachusetts explicitly permits written notice as a valid notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes Massachusetts permits electronic notice when consistent with federal E-SIGN Act provisions and state
UETA chapter.38

Q25. Does the law specify website posting as a valid notification method?
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Yes Massachusetts permits website posting as part of substitute notification when the entity maintains a
website.3°

Q26. Does the law specify media notification as a valid notification method?

Yes Massachusetts requires statewide media publication or broadcast as a mandatory component of
substitute notification.4°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Massachusetts specifies required notification content including: right to obtain a police report, how to
request a security freeze, no charge for security freeze, and mitigation services; notably prohibits
including breach description or number of affected residents.*

Q28. Is notification to the impacted individual required?

Yes Massachusetts requires notification to affected residents.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Massachusetts requires notification to consumer reporting agencies identified by the Director of
Consumer Affairs and Business Regulation for all breaches (no numeric threshold).*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Massachusetts requires notification to both the Attorney General and the Director of Consumer
Affairs and Business Regulation for all breaches (no threshold).*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

Yes Massachusetts requires the Office of Consumer Affairs and Business Regulation to post sample
consumer notices within 1 business day and update breach notification reports within 10 business days.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Massachusetts requires the number of affected residents in notifications to the AG, Director, and
CRAs, but explicitly prohibits including this number in consumer notifications.*

Q33. Does the law require a description of how the breach occurred?

Varies Massachusetts requires the nature of the breach in notifications to the AG, Director, and CRAs, but
explicitly prohibits including this in consumer notifications.*’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Yes Massachusetts requires steps taken or planned in notifications to the AG/Director, and requires
information about mitigation services in consumer notifications.*?

Q35. Does the law require notifications to specify types of personal information compromised?

Yes Massachusetts requires the type of personal information compromised to be included in notifications
to the AG, Director, and CRAs.%°
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Q36. Does the law require follow-up notifications if scope changes?

Yes Massachusetts requires additional notices when necessary to update or correct information, including
when the total number of affected residents is initially unknown.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Massachusetts explicitly provides that third-party data maintainers notify only the data
owner/licensor, not affected residents directly.5!

Q38. If processors must notify contracting entity, what is the timeframe?

As soon as practicable and without unreasonable delay Massachusetts requires processors to notify data
owners 'as soon as practicable and without unreasonable delay' with no specific day limit.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Massachusetts does not permit processors to provide notifications to residents; notification
responsibility is placed on the owner or licensor, and the processor's duty explicitly excludes providing
notice to residents.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Massachusetts does not explicitly name HIPAA but provides a general exemption for entities
complying with federal breach notification procedures, which would include HIPAA-covered entities.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

No Massachusetts does not explicitly name GLBA but provides a general exemption for entities complying
with federal breach notification procedures, which would include GLBA-regulated financial institutions.>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Massachusetts provides compliance for entities following any federal breach notification procedures,
provided they still notify the Massachusetts AG and Director of Consumer Affairs.5¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No Massachusetts does not provide an exemption for entities with their own equivalent internal breach
notification procedures; the only exemption is for federal law compliance.*’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Massachusetts provides safe harbors for encryption (breach only occurs when both encrypted data
AND key are compromised) and for risk assessment (breach must create substantial risk of identity theft
or fraud).58
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Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Massachusetts provides enforcement through the Attorney General, who may bring actions under
Chapter 93A (Consumer Protection Act) to remedy violations.*®

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Massachusetts provides a private right of action through incorporation into Chapter 93A (Consumer
Protection Act), and Section 3A(b) explicitly references and protects residents' private right of action.s°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages or $25 minimum, 2-3x damages for willful violations, plus attorney's fees
Massachusetts provides actual damages (or $25 minimum), with mandatory double or treble damages for
willful/knowing violations, plus mandatory attorney's fees and costs for prevailing plaintiffs.6!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Massachusetts requires a 30-day written demand letter before filing suit; if defendant makes a
reasonable settlement offer that is rejected, plaintiff's recovery may be limited to the offer amount.¢2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Massachusetts grants the Attorney General broad authority to bring actions under Chapter 93A for
relief including injunctions, civil penalties, and other appropriate remedies.®

Q50. Does the law require credit monitoring or identity-theft protection?

Yes Massachusetts requires 18 months of free credit monitoring when SSN is compromised (42 months if
the breached entity is a consumer reporting agency).5

Endnotes:

. Mass. Gen. Laws ch. 93H, § 1

. Mass. Gen. Laws ch. 93H, § 1
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Massachusetts
Sources:

- Official code: https://malegislature.gov/Laws/GeneralLaws/Partl/TitleXV/Chapter93h
+ 2018 Mass. Acts ch. 444: https://malegislature.gov/Laws/SessionLaws/Acts/2018/Chapter444
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Maryland

Maryland

Md. Code Ann., Com. Law §§ 14-3501 to 14-3508 (Personal Information Protection) (amended
2022) [link

Definition of breach:

In Maryland 'breach of the security of a system' means the unauthorized acquisition of computerized data
that compromises the security, confidentiality, or integrity of the personal information maintained by a
business, excluding good faith acquisitions by employees or agents for business purposes where the
information is not further used or disclosed.!

Definition of personally identifiable information:

In Maryland 'personal information' means an individual's first name or first initial and last name combined
with unencrypted SSN, ITIN, passport number, federal ID, driver's license, state ID, financial account
credentials, health information (including mental health), health insurance credentials, biometric data, or
genetic information; additionally, username/email combined with password or security question that
permits email access qualifies as personal information.2

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Yes® No®
Encrypted
) . Publicly . P )
De-identified . Encrypted information
] . available . .
information: . . information: when key
information: g
No7 No? exposed:
No3
Yes'0
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
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Maryland
No! ‘ Yes!2 ‘ Yes!3 Yes4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Maryland defines breach as unauthorized acquisition that compromises security, confidentiality, or
integrity of personal information. The statute explicitly excludes good faith employee/agent acquisitions
for business purposes, provided no further misuse or disclosure occurs.

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Maryland has a comprehensive personal information definition with traditional name + data element
structure plus a standalone online credentials category. The definition covers financial data, government
IDs, health information (including mental health), biometrics, genetic information, and email credentials.’®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

Yes Maryland explicitly includes biometric data in its personal information definition, with specific
examples including fingerprints, voice prints, genetic prints, and retina or iris images. The definition ties
biometric data to authentication purposes.'’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Maryland provides comprehensive coverage of government-issued IDs, explicitly including both
federal IDs (passport number, ITIN, SSN, and other federal identification numbers) and state IDs (driver's
license and state identification card numbers).18

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute’'s definition of covered information?

Yes Maryland explicitly includes health information with a dedicated definition covering medical history,
conditions, treatment, and diagnosis. The statute also specifically includes mental health information and
health insurance credentials.’®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Maryland's breach notification law applies only to computerized data. The breach definition and
notification requirements specifically reference 'computerized data,' excluding paper records from the
notification obligations.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?
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No Maryland requires the combination of name with data elements, so truly deidentified information
would not qualify as personal information. Additionally, redacted information is explicitly excluded from
the definition.?!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Maryland explicitly excludes publicly available information from the personal information definition,
including information lawfully available from government records and information that individuals have
consented to have publicly disseminated.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Maryland provides a clear encryption safe harbor. The statute defines encryption as technology that
renders data indecipherable without the cryptographic key, and explicitly excludes encrypted data from
the personal information definition.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Maryland's encryption definition relies on data being 'indecipherable without' the key. If the
cryptographic key was also acquired, the data would no longer be rendered 'unreadable or unusable' and
would trigger notification requirements.

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Maryland explicitly defines 'business' broadly to include any business entity type, whether for-profit
or nonprofit. Financial institutions and their parents/subsidiaries are specifically included.?s

Q12. Are Persons (or Individuals) subject to notification requirements?

No Maryland's notification requirements apply to 'businesses' rather than 'persons.' While individuals
could potentially operate as sole proprietorships, the statute does not impose obligations on natural
persons in their individual capacity who are not operating a business.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Maryland's definition of 'business' includes entities 'whether or not organized to operate at a profit,’
which encompasses state government agencies. The statute does not explicitly exclude government
entities, and the broad definition would include state agencies that maintain personal information.?’

Q14. Are Local governments subject to notification requirements?

Yes Maryland's broad definition of 'business' encompasses entities not organized for profit, which would
include local government agencies. The preemption provision confirms the statute applies statewide.?®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?
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No Maryland does not require immediate notification. Instead, notification must be given 'as soon as
reasonably practicable' but within a maximum of 45 days after discovery of the breach.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Maryland requires a risk assessment before notification. Businesses must conduct a 'reasonable and
prompt investigation' to determine the likelihood of misuse. Notification is required unless the business
reasonably determines the breach does not create a likelihood of misuse.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Maryland permits delays for law enforcement investigations, national security concerns, or to
determine breach scope, identify affected individuals, or restore system integrity. For law enforcement
delays, notification must be given within 7 days after clearance if the 45-day period has elapsed.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Maryland specifies numeric day limits: 45 days for businesses to notify affected individuals and 10
days for third-party processors to notify data owners.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

45 days Maryland requires businesses to notify affected individuals as soon as reasonably practicable, but
not later than 45 days after discovering or being notified of a breach.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

45 days Maryland applies the same 45-day notification timeframe to government agencies as to other
businesses, since the definition of 'business' includes entities not organized for profit.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

10 days Maryland requires third-party processors (businesses that maintain but do not own or license
data) to notify the data owner or licensee within 10 days of discovering or being notified of a breach.3>

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Maryland permits substitute notice when the business lacks sufficient contact information for direct
notification. Substitute notice requires email (if available), website posting, and media notification.
Maryland does not specify cost or number thresholds—only lack of contact information triggers substitute
notice.3®

Q23. Does the law specify mail as a valid notification method?

Yes Maryland explicitly specifies written notice sent to the individual's most recent address as a valid
primary notification method.3’
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Q24. Does the law specify email as a valid notification method?
Yes Maryland permits email notification under two conditions: (1) the individual has expressly consented
to receive electronic notice, or (2) the business conducts its operations primarily through Internet
transactions.3?

Q25. Does the law specify website posting as a valid notification method?

Yes Maryland permits website posting as part of substitute notice when the business maintains a website.
Website posting alone is not sufficient; it must be combined with other methods as part of the substitute
notice package.*

Q26. Does the law specify media notification as a valid notification method?

Yes Maryland requires media notification as part of substitute notice. Specifically, businesses must notify
major print or broadcast media in the geographic areas where affected individuals likely reside.4

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Maryland specifies detailed notification content requirements: description of compromised
information categories, business contact information, CRA contact information, FTC and AG contact
information, and identity theft prevention guidance.!

Q28. Is notification to the impacted individual required?

Yes Maryland requires notification to affected individuals unless the business reasonably determines the
breach does not create a likelihood of misuse. The law applies to individuals residing in Maryland.*2

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Maryland requires CRA notification when a breach affects 1,000 or more individuals. The notification
must include the timing, distribution, and content of the consumer notices.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?
Yes Maryland requires AG notification prior to notifying affected individuals, with no threshold —all
breaches requiring consumer notification must first be reported to the AG. The AG notice must include:
number of affected Maryland residents, breach description, response steps, and a sample consumer
notice.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Maryland's statute does not require the Attorney General to publish received breach notifications. The
statute specifies what information businesses must provide to the AG but is silent on whether the AG
must make this information publicly available.*>

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Maryland requires the number of affected individuals in the Attorney General notification but does
not require this information in individual consumer notifications. CRA notifications explicitly do not
require personal identifying information.¢
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Q33. Does the law require a description of how the breach occurred?
Varies Maryland requires a description of how the breach occurred in the Attorney General notification,
but individual consumer notifications are only required to include a description of the categories of
information compromised—not the breach circumstances.’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Varies Maryland requires response action information in the AG notification (steps the business has taken
or plans to take). Individual notifications must include a statement about identity theft prevention
resources but do not require disclosure of the business's response actions.

Q35. Does the law require notifications to specify types of personal information compromised?

Yes Maryland requires individual notifications to include a description of the categories of information
compromised, specifically identifying which elements of personal information were acquired. This is
qualified by 'to the extent possible.'4?

Q36. Does the law require follow-up notifications if scope changes?

No Maryland's statute does not explicitly require follow-up notifications if the scope of the breach
changes or additional individuals are identified. The statute addresses initial notification requirements but
is silent on subsequent notifications.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Maryland requires third-party processors (businesses that maintain but do not own or license data) to
notify only the data owner or licensee—not affected individuals directly. The obligation to notify
individuals rests with the data owner or licensee.>!

Q38. If processors must notify contracting entity, what is the timeframe?

10 days Maryland requires third-party processors to notify data owners within 10 days of discovering or
being notified of a breach. This is a maximum deadline, with the statute also requiring notification 'as
soon as reasonably practicable.'s?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Maryland does not explicitly permit processors to notify individuals on behalf of data owners. The
statute contemplates that processors share breach information with owners/licensees so that the owners
can fulfill their notification obligations.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Maryland explicitly provides a HIPAA exemption. Businesses and their affiliates that comply with
HIPAA are deemed to be in compliance with the state breach notification law.5
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Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?
Yes Maryland explicitly provides a GLBA exemption. Businesses and their affiliates that comply with the
Gramm-Leach-Bliley Act and related federal interagency guidance are deemed to be in compliance with
the state breach notification law.*

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Maryland provides a broad exemption for entities complying with their primary or functional federal
or state regulator's requirements for notification procedures, personal information protection, security,
or destruction. This goes beyond HIPAA and GLBA to cover other regulated industries.>¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No Maryland does not provide an exemption for entities with equivalent internal breach notification
procedures. The exemptions are limited to federal regulatory compliance (HIPAA, GLBA, and other
primary regulator requirements), not internally-developed procedures.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Maryland provides safe harbors beyond federal compliance, including: (1) encryption safe harbor—
encrypted, redacted, or otherwise protected data that is unreadable/unusable is excluded from the
personal information definition; and (2) risk assessment safe harbor—notification is not required if the
business reasonably determines the breach does not create a likelihood of misuse.>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Maryland provides enforcement through incorporation into the Consumer Protection Act (Title 13).
Violations are classified as unfair or deceptive trade practices and are subject to the enforcement and
penalty provisions of the Consumer Protection Act.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Maryland provides a private right of action through incorporation into the Consumer Protection Act.
Because breach notification violations are deemed unfair or deceptive trade practices under Title 13,
affected individuals may bring private actions under § 13-408(a) to recover for injury or loss.6°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages plus discretionary attorney's fees Maryland allows recovery of actual damages for injury
or loss sustained as a result of the violation. Attorney's fees are discretionary—the court 'may' award
them to prevailing plaintiffs. There are no statutory minimum damages or multipliers specified.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Maryland imposes limitations on private rights of action: (1) plaintiffs must demonstrate actual 'injury
or loss' to recover—there are no statutory damages; (2) attorney's fees are discretionary, not mandatory;
and (3) frivolous or bad faith actions may result in fee awards to the defendant.®2
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Q49. Can Attorney General seek injunctive or other remedies?
Yes Maryland grants the Attorney General enforcement authority through the Consumer Protection Act
(Title 13). As breach notification violations are deemed unfair or deceptive trade practices, the AG may
pursue the full range of remedies available under Title 13, including injunctive relief and civil penalties.®

Q50. Does the law require credit monitoring or identity-theft protection?

No Maryland's breach notification law does not require businesses to provide credit monitoring or
identity theft protection services to affected individuals. The statute requires notification content to
include contact information for consumer reporting agencies and guidance on identity theft prevention,

but does not mandate that businesses provide protective services.®

Endnotes:
1. Md. Code Ann., Com. Law § 14-3504(a)
2. Md. Code Ann., Com. Law § 14-3501(e)
3. Md. Code Ann., Com. Law § 14-3501(e)(1)(i)(6)
4. Md. Code Ann., Com. Law §§ 14-3501(d), 14-3501(e)(1)(i)(4)-(5)
5. Md. Code Ann., Com. Law § 14-3501(e)(1)(i)(1)-(2)
6. Md. Code Ann., Com. Law § 14-3504(a)(1), (b)(1)
7. Md. Code Ann., Com. Law § 14-3501(e)(1)(i)
8. Md. Code Ann., Com. Law § 14-3501(e)(2)(i)-(ii)
9. Md. Code Ann., Com. Law §§ 14-3501(c), 14-3501(e)(1)(i)
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Maine

Maine

Me. Rev. Stat. tit. 10, §§ 1346-1350-B (Notice of Risk to Personal Data Act) (amended 2019) [link

Definition of breach:

In Maine 'breach of the security of the system' or 'security breach' means unauthorized acquisition,
release or use of an individual's computerized data that includes personal information that compromises
the security, confidentiality or integrity of personal information of the individual maintained by a person,
excluding good faith acquisition, release or use by an employee or agent on behalf of a person if the
personal information is not used for or subject to further unauthorized disclosure.*

Definition of personally identifiable information:

In Maine 'personal information' means an individual's first name, or first initial, and last name in
combination with SSN, driver's license/state ID number, financial account number with access codes, or
account passwords/PINs, when not encrypted or redacted; alternatively, any of these data elements alone
if sufficient to permit identity fraud. Excludes third-party claims databases and publicly available
information.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® No®
Encrypted
. o Publicly . yp )
De-identified 1abl Encrypted information
available
information: . . information: when key
information: g
No7 No? exposed:
Noé
Yes'0
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
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Maine
Yes!! ‘ Yes!2 ‘ Yes!3 Yes4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Maine defines breach broadly to include unauthorized acquisition, release, or use—not just acquisition.
The breach must compromise security, confidentiality, or integrity of personal information. Good faith
employee/agent actions are excluded if not subject to further unauthorized disclosure.s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Maine uses the traditional name + data element structure but also includes a standalone provision for
data elements without names if sufficient to permit identity fraud. The definition covers financial data and
credentials but notably does not include biometric data, medical information, or passports.1®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

No Maine does not include biometric information in its personal information definition. The enumerated
data elements are limited to SSN, driver's license/state ID, financial account numbers, and account
passwords/PINs.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Maine covers driver's license and state identification card numbers but does not include passport
numbers or other federal government-issued identification numbers in its personal information
definition.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute’'s definition of covered information?

No Maine does not include medical information, health information, or health insurance information in its
personal information definition. The statute's covered data elements do not address healthcare-related
data.®®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Maine's breach notification law applies only to computerized data. The definitions of both 'breach of
the security of the system' and 'system' explicitly reference computerized data storage systems, excluding
paper records from coverage.?

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?
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No Maine requires the combination of name with data elements for most covered personal information.
Redacted information is explicitly excluded from the definition. Deidentified data that cannot be linked to
an individual would not meet the definition of personal information.

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Maine explicitly excludes publicly available information from the personal information definition. This
includes information lawfully available from government records or widely distributed media.?

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Maine provides an encryption safe harbor. Data that is encrypted (defined as disguised using generally
accepted practices) is excluded from the personal information definition and would not trigger
notification requirements if the decryption key was not compromised.?3

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Maine's encryption definition focuses on 'disguising' data. If the encryption key was compromised,
the data would no longer be effectively disguised, meaning the encryption safe harbor would not apply
and notification would be required.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Maine explicitly includes businesses in its definition of 'person' through reference to corporations,
partnerships, LLCs, and other business entities. Notification requirements apply to any person (including
businesses) that maintains computerized data containing personal information.2

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Maine's definition of 'person’' explicitly includes 'individual,' meaning natural persons who maintain
computerized data containing personal information are subject to the notification requirements.26

Q13. Are State government agencies subject to notification requirements?

Yes Maine explicitly includes state government agencies in its definition of 'person.' The statute
specifically lists agencies of State Government, the University of Maine System, the Maine Community
College System, and Maine Maritime Academy as covered entities.?”

Q14. Are Local governments subject to notification requirements?

Yes Maine explicitly includes local governments in its definition of 'person.' The statute specifically lists
municipalities and school administrative units as covered entities.?®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?
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No Maine does not require immediate notification. Notice must be given 'as expediently as possible and
without unreasonable delay' but the statute provides a 30-day maximum timeframe from when the
person becomes aware of the breach and identifies its scope.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Maine requires a risk assessment before notification. Both information brokers and other persons
must conduct a 'reasonable and prompt investigation to determine the likelihood that personal
information has been or will be misused.' For other persons (non-information brokers), notification is only
required if misuse has occurred or is reasonably possible.?°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Maine permits delays for law enforcement investigations and for measures necessary to determine
breach scope and restore system integrity. For law enforcement delays, notification can be delayed no
longer than 7 business days after law enforcement clearance.?!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Maine specifies a 30-day maximum timeframe for notification to affected individuals, measured from
when the person becomes aware of the breach and identifies its scope.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

30 days Maine requires businesses and other persons to notify affected individuals within 30 days of
becoming aware of a breach and identifying its scope. This timeframe assumes no law enforcement delay
is requested.

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

30 days Maine applies the same 30-day notification timeframe to government agencies as to other
persons. Government agencies are explicitly included in the definition of 'person.'3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Maine requires third-party processors to notify data owners 'immediately’ following
discovery of a breach. This is one of the more stringent processor notification requirements among state
breach notification laws.3°

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Maine permits substitute notice under three alternative conditions: cost exceeding $5,000, more than
1,000 affected individuals, or insufficient contact information. Substitute notice requires email (if
available), website posting (if maintained), and media notification.3¢

Q23. Does the law specify mail as a valid notification method?
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Yes Maine specifies written notice as a valid primary notification method. Written notice would typically
be provided via mail.3

Q24. Does the law specify email as a valid notification method?

Yes Maine permits electronic notice (including email) if consistent with the federal E-SIGN Act (15 U.S.C. §
7001), which generally requires consumer consent to electronic communications. 38

Q25. Does the law specify website posting as a valid notification method?

Yes Maine permits website posting as part of substitute notice when the person maintains a publicly
accessible website. Website posting alone is not sufficient.?

Q26. Does the law specify media notification as a valid notification method?

Yes Maine requires notification to major statewide media as part of substitute notice. This is a mandatory
component when substitute notice is used.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Maine's statute does not specify what content must be included in breach notifications to affected
individuals. The law requires notice but does not mandate specific elements.*!

Q28. Is notification to the impacted individual required?

Yes Maine requires notification to affected Maine residents. Information brokers must notify residents
whose personal information has been or is reasonably believed to have been acquired. Other persons
must notify if misuse has occurred or is reasonably possible.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Maine requires CRA notification when a breach requires notification to more than 1,000 persons at a
single time. The notification must include breach date, estimated number affected, and notification timing
information.*3

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Maine requires notification to state regulators or the Attorney General for all breaches requiring
consumer notification. Regulated entities notify their appropriate regulator; unregulated entities notify
the Attorney General.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Maine's statute does not require the Attorney General or state regulators to publish received breach
notifications. The statute is silent on public disclosure of breach reports.*
Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Maine requires CRA notifications to include an estimate of the number of persons affected.
Individual notifications do not have this requirement—the statute does not specify content requirements
for individual notices.*
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Q33. Does the law require a description of how the breach occurred?

No Maine's statute does not require breach notifications to include a description of how the breach
occurred. The law does not specify notification content requirements for individual notices.*”

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Maine's statute does not require breach notifications to include information about response actions or
remedial steps. The law does not mandate specific notification content.*®

Q35. Does the law require notifications to specify types of personal information compromised?

No Maine's statute does not require breach notifications to identify the specific types of personal
information compromised. The law does not specify notification content requirements.*

Q36. Does the law require follow-up notifications if scope changes?

No Maine's statute does not explicitly require follow-up notifications if the scope of the breach changes or
additional individuals are identified.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Maine requires third-party processors to notify only the data owner ('the person maintaining personal
information'), not affected individuals directly. The obligation to notify individuals rests with the entity
that owns or controls the data.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Maine requires third-party processors to notify data owners 'immediately’ following
discovery of a breach. This is an immediate notification requirement with no grace period.>52

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Maine does not explicitly permit processors to notify affected individuals on behalf of data owners.
The statute structure contemplates that processors notify the data owner, and the data owner then
handles individual notification.>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Maine provides a general federal compliance exemption that would encompass HIPAA. Entities
complying with federal breach notification requirements (including HIPAA's Breach Notification Rule) are
deemed in compliance with Maine's law, provided the federal requirements are at least as protective.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Maine provides a general federal compliance exemption that would encompass GLBA. Financial
institutions complying with GLBA's Interagency Guidance would be deemed in compliance with Maine's
law, provided the federal requirements are at least as protective.5
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Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Maine provides a broad federal compliance exemption for any entity complying with breach
notification requirements established under federal law, covering regulations beyond HIPAA and GLBA, as
long as the federal requirements are at least as protective.*®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No Maine's exemption only applies to compliance with federal or state law requirements—not to internal
procedures developed by the entity itself. The statute does not provide a safe harbor for entities
maintaining their own breach notification procedures.5’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Maine provides safe harbors beyond federal compliance: (1) encryption/redaction safe harbor—
encrypted or redacted data is excluded from the personal information definition; and (2) risk assessment
safe harbor—for non-information-brokers, notification is only required if misuse has occurred or is
reasonably possible.>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Maine provides enforcement through state regulators and the Attorney General. Violations are civil
violations subject to fines up to $500 per violation with a maximum of $2,500 per day, equitable relief,
and injunctions. Civil penalties do not apply to certain government entities.>°

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Maine does not provide an explicit private right of action for breach notification violations.
Enforcement is assigned to state regulators and the Attorney General. The statute includes a savings
clause preserving other legal remedies, but does not itself create a private cause of action.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action Maine does not provide a private right of action for breach notification
violations, so the question of available damages under the statute is not applicable. Affected individuals
would need to pursue other legal theories.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A Since Maine does not provide a private right of action for breach notification violations, the question
of limitations on such actions is not applicable.5?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Maine grants the Attorney General enforcement authority for entities not regulated by the
Department of Professional and Financial Regulation. The AG may seek civil penalties (up to $500 per
violation, max $2,500 per day), equitable relief, and injunctions against further violations.3

Q50. Does the law require credit monitoring or identity-theft protection?
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No Maine's breach notification law does not require businesses or other covered entities to provide credit
monitoring or identity theft protection services to affected individuals.5*
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. 10, §§ 1347(6), 1348(1)(B)
.10, § 1349(1)-(2)

.10, §§ 1349(1), 1349(3)
.10, §§ 1346-1350-B
.10, §§ 1346-1350-B
.10, § 1349(1)-(2)

.10, §§ 1346-1350-B

+ PL 2019, c. 512 (LD 696, SP 209):

https://legislature.maine.gov/legis/bills/display ps.asp?ld=696&PID=1456&snum=129
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Michigan
Michigan

Mich. Comp. Laws §§ 445.61-445.79d (Identity Theft Protection Act) (Identity Theft Protection
Act) (amended 2018) [link

Definition of breach:

In Michigan 'breach of the security of a database' or 'security breach' means the unauthorized access and
acquisition of data that compromises the security or confidentiality of personal information maintained
by a person or agency as part of a database of personal information regarding multiple individuals. These
terms do not include unauthorized access to data by an employee or other individual if the access meets
all of the following: (i) The employee or other individual acted in good faith in accessing the data. (ii) The
access was related to the activities of the agency or person. (iii) The employee or other individual did not
misuse any personal information or disclose any personal information to an unauthorized person.*

Definition of personally identifiable information:

In Michigan 'personal information' means the first name or first initial and last name linked to 1 or more
of the following data elements of a resident of this state: (i) Social security number. (ii) Driver license
number or state personal identification card number. (iii) Demand deposit or other financial account
number, or credit card or debit card number, in combination with any required security code, access
code, or password that would permit access to any of the resident's financial accounts.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® No®
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
. . available . .
information: . . information: when key
information: 4
No No? exposed:
No3
Yes?0
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Michigan
Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 No4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Michigan defines a security breach as unauthorized access and acquisition of data that compromises the
security or confidentiality of personal information, with a good faith exception for employees acting
within the scope of their duties who do not misuse or further disclose the information.®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Michigan requires a name combined with one or more of three enumerated data elements: social security
number, driver license or state ID number, or financial account numbers with access credentials.¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Michigan does not include biometric information in its definition of personal information for breach
notification purposes; the statute limits covered data elements to SSN, driver license/state ID numbers,
and financial account information.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Michigan covers driver license numbers and state personal identification card numbers, but makes
no mention of passports, passport numbers, or other federal government-issued identification
documents.1®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Michigan does not include medical information or health records in its definition of personal
information for breach notification purposes, although the statute separately defines 'medical records or
information' in § 445.63(o) for identity theft provisions.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?
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No Michigan explicitly defines 'data’ as computerized personal information, and the breach notification
provision applies to unauthorized access and acquisition of 'data,’ thereby excluding paper records from
the notification requirements.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Michigan requires personal information to be linked to an individual's name, and the statute defines
'redact’ as altering data to make it no longer accessible as personal information, indicating that
deidentified or redacted information would not trigger notification requirements.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Michigan explicitly excludes from the breach notification requirements any access or acquisition of
federal, state, or local government records that are lawfully made available to the general public.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Michigan requires notification only when 'unencrypted and unredacted' personal information is
accessed and acquired, providing a safe harbor for properly encrypted data when the encryption key has
not been compromised.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Michigan explicitly requires notification when personal information is accessed and acquired in
encrypted form by a person who also has unauthorized access to the encryption key.2*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Michigan subjects businesses to notification requirements through the definition of 'person' which
includes partnerships, corporations, limited liability companies, associations, and other legal entities.?*

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Michigan includes individuals within the definition of 'person' and therefore subjects natural persons
who own or license covered data to the notification requirements.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Michigan explicitly includes state government agencies in its notification requirements through the
separate definition of 'agency' covering departments, boards, commissions, offices, and other units of
state government, including institutions of higher education.?”

Q14. Are Local governments subject to notification requirements?

No Michigan's definition of 'agency' is limited to units of state government and does not include local
governmental entities such as counties, cities, townships, or municipalities, and the definition of 'person’
does not include governmental entities.?®
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Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Michigan requires notification 'without unreasonable delay' rather than immediately, allowing time
for breach investigation and law enforcement considerations.??

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Michigan requires a risk assessment, permitting entities to forego notification if they determine the
breach has not and is not likely to cause substantial loss, injury, or identity theft.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Michigan permits delays for investigation to determine breach scope and restore database integrity,
and when law enforcement determines notification would impede an investigation or jeopardize
homeland or national security.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Michigan uses only non-numeric timing language ('without unreasonable delay') and does not specify
a numeric day limit for notification to individuals.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Without unreasonable delay Michigan requires businesses and persons to notify affected individuals
without unreasonable delay but does not specify a numeric deadline.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Without unreasonable delay Michigan applies the same 'without unreasonable delay' timing requirement
to state government agencies as to private persons, with no numeric deadline specified.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

No timeframe specified Michigan requires data maintainers to notify data owners/licensors of a security
breach but does not specify a separate timeframe for this notification; the general 'without unreasonable
delay' standard would apply.*®

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Michigan permits substitute notice when costs exceed $250,000 or when more than 500,000
Michigan residents are affected, requiring all three methods: email to known addresses, conspicuous
website posting, and major statewide media notification including a phone number or website for
additional assistance.?®

Q23. Does the law specify mail as a valid notification method?
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Yes Michigan explicitly specifies written notice sent to the recipient's postal address as a valid notification
method.3’

Q24. Does the law specify email as a valid notification method?

Yes Michigan permits email notification under specific conditions: when the recipient has consented,
when there is an existing business relationship with periodic email communications, or when the entity
conducts business primarily online.38

Q25. Does the law specify website posting as a valid notification method?

Yes Michigan permits website posting as part of substitute notice when cost or volume thresholds are
met, requiring the notice to be conspicuously posted.3®

Q26. Does the law specify media notification as a valid notification method?

Yes Michigan requires notification to major statewide media as part of substitute notice, with the
notification including contact information for additional assistance.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Michigan requires notifications to include a general description of the breach, types of personal
information affected, protective measures taken (if applicable), contact information for assistance, and a
reminder about vigilance for fraud and identity theft.*

Q28. Is notification to the impacted individual required?

Yes Michigan requires notification to each Michigan resident whose unencrypted and unredacted
personal information was accessed and acquired, or whose encrypted information was accessed along
with the encryption key.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Michigan requires CRA notification without unreasonable delay after individual notification, including
the number and timing of notices, but exempts breaches affecting 1,000 or fewer residents and entities
subject to GLBA.*3

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

No Michigan does not require notification to the Attorney General or any state agency for security
breaches; only individual notification and CRA notification (when thresholds are met) are required.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Michigan does not require breach notifications to be sent to any state agency, so there is no
corresponding publication requirement.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Michigan's notification content requirements do not include the number of individuals affected; this
information is only required in the separate notification to consumer reporting agencies under §
445.72(8).%°
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Q33. Does the law require a description of how the breach occurred?

Yes Michigan requires notifications to describe the security breach in general terms, though not
necessarily in specific technical detail.*

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Yes Michigan requires notifications to include a general description of protective measures taken to
prevent further breaches, though this is conditional on such measures being applicable.

Q35. Does the law require notifications to specify types of personal information compromised?

Yes Michigan requires notifications to describe the type of personal information that was subject to
unauthorized access or use.*

Q36. Does the law require follow-up notifications if scope changes?

No Michigan does not require follow-up notifications if the scope of the breach changes after the initial
notification is provided.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Michigan requires data maintainers (third-party processors) who do not own the data to notify only
the owner or licensor of the information, not individuals directly.5?

Q38. If processors must notify contracting entity, what is the timeframe?

No timeframe specified Michigan does not specify a separate timeframe for processors to notify data
owners; the general 'without unreasonable delay' standard from § 445.72(4) would apply.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?
Yes Michigan explicitly permits notification to be provided pursuant to an agreement between parties,
allowing processors to notify on behalf of data owners if the notice complies with statutory
requirements.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Michigan explicitly provides that HIPAA-covered entities complying with HIPAA and its implementing
regulations (45 CFR parts 160 and 164) are deemed in compliance with the state breach notification
requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Michigan explicitly provides that financial institutions subject to and complying with federal
interagency guidance on customer notification (derived from GLBA) are deemed in compliance with the
state breach notification requirements.>>
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Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
No Michigan provides explicit exemptions only for GLBA-regulated financial institutions and HIPAA-
covered entities, with no broader exemption for entities complying with other federal breach notification
regulations.s®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No Michigan does not provide an exemption for entities that maintain their own breach notification
procedures equivalent to or greater than the state's requirements.*’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Michigan provides safe harbors beyond federal compliance, including an encryption/redaction safe
harbor (notification only required for unencrypted and unredacted information) and a risk assessment
safe harbor (no notification required if breach is determined unlikely to cause substantial loss, injury, or
identity theft).>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Michigan provides enforcement through civil fines of up to $250 per failure to notify (capped at
$750,000 aggregate per breach), enforceable by the Attorney General or prosecuting attorney.5°

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Michigan does not provide an explicit private right of action for breach notification violations;
enforcement is vested in the Attorney General and prosecuting attorneys, with a savings clause
preserving other existing civil remedies but not affirmatively creating a private right of action under this
statute.®®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Michigan does not provide a private right of action under the
breach notification statute.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Michigan does not provide a private right of action under the breach notification statute, so
limitations are not applicable.5?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Michigan grants the Attorney General authority to bring actions to recover civil fines for breach
notification violations and to investigate potential violations, including compelling testimony and
document production.®

Q50. Does the law require credit monitoring or identity-theft protection?

No Michigan requires notifications to remind recipients to remain vigilant for fraud and identity theft but
does not require entities to provide credit monitoring or identity theft protection services.®
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Minnesota

Minnesota

This state has 2 separate breach notification statutes:

* Private Sector: Minn. Stat. § 325E.61 (Trade Practices - Data Breach Notification) (amended
2006) [link

* Government Agencies: Minn. Stat. § 13.055 (Government Data Practices - Disclosure of
Breach in Security) (amended 2014) [link

Definition of breach:

In Minnesota 'breach of the security of the system' means unauthorized acquisition of computerized data
that compromises the security, confidentiality, or integrity of personal information maintained by the
person or business. Good faith acquisition of personal information by an employee or agent of the person
or business for the purposes of the person or business is not a breach of the security system, provided
that the personal information is not used or subject to further unauthorized disclosure. For government
entities, 'breach of the security of the data' means unauthorized acquisition of data maintained by a
government entity that compromises the security or confidentiality of personal information maintained
by the government entity as part of a database that contains personal information.!

Definition of personally identifiable information:

In Minnesota 'personal information' means an individual's first name or first initial and last name in
combination with any one or more of the following data elements, when the data element is not secured
by encryption or another method of technology that makes electronic data unreadable or unusable, or
was secured and the encryption key, password, or other means necessary for reading or using the data
was also acquired: (1) Social Security number; (2) driver's license number or Minnesota identification card
number; or (3) account number or credit or debit card number, in combination with any required security
code, access code, or password that would permit access to an individual's financial account. Personal
information does not include publicly available information that is lawfully made available to the general
public from federal, state, or local government records.?

Does the definition of "personally identifiable
information” or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® Nos¢
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Minnesota

De-identified Publicly Encrypted Encrypted
information: available information: information
No’ information: No® when kzy
No* exposed:
Yesl0
Does the law cover:
o . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Minnesota defines a breach as unauthorized acquisition of data that compromises the security,
confidentiality, or integrity of personal information, with a good faith exception for employee/agent
acquisitions made for legitimate purposes.?®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Minnesota requires the combination of an individual's name (first name or initial plus last name) with one
or more sensitive data elements including SSN, driver's license/state ID number, or financial account
numbers with access credentials.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

No Minnesota does not include biometric information in its enumerated list of personal information data
elements that trigger notification requirements.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Minnesota covers driver's license numbers and Minnesota identification card numbers but makes
no mention of passports or other federal government-issued identification numbers.'®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Minnesota does not include medical or health information in its enumerated list of personal
information data elements that trigger notification requirements.®®
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Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Minnesota explicitly limits its breach notification requirements to 'computerized data,' excluding
paper records from coverage.°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Minnesota requires the combination of an individual's name with sensitive data elements, so
deidentified information that lacks the name component would not meet the definition of personal
information triggering notification.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Minnesota explicitly excludes publicly available information from government records from the
definition of personal information.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Minnesota provides an encryption safe harbor, excluding data that is secured by encryption or another
method that makes it unreadable when the key was not also acquired.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Minnesota explicitly requires notification for encrypted information when the encryption key,
password, or other means necessary for reading or using the data was also acquired.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Minnesota explicitly subjects businesses that conduct business in the state and own or license
personal information to breach notification requirements.?s

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Minnesota applies notification requirements to any 'person' conducting business in the state who
owns or licenses personal information.26

Q13. Are State government agencies subject to notification requirements?

Yes Minnesota has a separate statute (§ 13.055) that specifically applies breach notification requirements
to government entities, including state agencies.?’

Q14. Are Local governments subject to notification requirements?

Yes Minnesota's government data practices breach notification statute (§ 13.055) applies to government
entities generally, which would include local governments as well as state agencies.?

Timing & Triggers (Q15-21)
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Q15. Is notification triggered immediately after the discovery of the breach?
Varies Minnesota imposes different timing requirements: government entities must notify 'immediately,’
while businesses/persons must notify 'in the most expedient time possible and without unreasonable
delay.'®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

No Minnesota requires notification upon discovery of a breach where personal information 'was, or is
reasonably believed to have been, acquired' without requiring a separate risk-of-harm assessment.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Minnesota permits delays for law enforcement determination that notification would impede a
criminal investigation (delay 'to a date certain') and for measures necessary to determine scope, identify
affected individuals, and restore system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Varies Minnesota uses non-numeric timing language for businesses (‘most expedient time possible and
without unreasonable delay') but requires government entities to notify 'immediately.'32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expedient time possible and without unreasonable delay Minnesota requires businesses and
persons to notify affected individuals in the most expedient time possible and without unreasonable
delay, but does not specify a numeric day limit.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Immediately Minnesota requires government agencies to notify affected individuals 'immediately' upon
becoming aware of a breach.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Minnesota requires third-party processors (those who maintain but do not own data) to
notify the data owner or licensee 'immediately following discovery' of a breach.3®

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Minnesota permits substitute notice when cost exceeds $250,000, affected individuals exceed
500,000, or there is insufficient contact information, requiring email where available, website posting, and
notification to major statewide media.3¢

Q23. Does the law specify mail as a valid notification method?
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Minnesota
Yes Minnesota specifies written notice to the most recent available address as a valid notification
method.?”

Q24. Does the law specify email as a valid notification method?

Yes Minnesota permits electronic notice if it is the primary method of communication with the individual
or if consistent with E-SIGN Act requirements.38

Q25. Does the law specify website posting as a valid notification method?

Yes Minnesota permits website posting as part of substitute notice when substitute notice conditions are
met.3°

Q26. Does the law specify media notification as a valid notification method?

Yes Minnesota requires notification to major statewide media as part of substitute notice when substitute
notice conditions are met.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Minnesota does not specify what information must be included in breach notifications to affected
individuals.*t

Q28. Is notification to the impacted individual required?

Yes Minnesota requires notification to affected residents (individuals) whose personal information was or
is reasonably believed to have been acquired.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Minnesota requires CRA notification within 48 hours when a breach requires notification to more
than 500 persons at one time.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

No Minnesota does not require breach notification to the Attorney General or any state agency.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Minnesota does not require notification to the AG or any state agency, and therefore has no provision
requiring publication of received breach notifications.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Minnesota does not require breach notifications to include the specific number of individuals
affected.?

Q33. Does the law require a description of how the breach occurred?

No Minnesota does not require breach notifications to include a description of how the breach
occurred.?’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?
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Minnesota
No Minnesota does not require breach notifications to include information about response actions or
steps being taken to address the breach.*

Q35. Does the law require notifications to specify types of personal information compromised?

No Minnesota does not require breach notifications to specify the types of personal information that
were compromised.*?

Q36. Does the law require follow-up notifications if scope changes?

No Minnesota does not require follow-up notifications if the scope of the breach changes after the initial
notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Minnesota requires third-party processors (data maintainers who do not own the data) to notify only
the data owner or licensee, not affected individuals directly.5?

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Minnesota requires processors to notify data owners 'immediately following discovery' of a
breach.5?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Minnesota is silent on whether processors may notify individuals on behalf of data owners; the statute
assigns notification duties to the data owner/licensee.53

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Minnesota does not provide an explicit exemption for entities complying with HIPAA breach
notification requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Minnesota explicitly exempts financial institutions as defined by 15 U.S.C. § 6809(3), which is the
GLBA definition of financial institution.>>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
No Minnesota does not provide an exemption for entities complying with other federal breach
notification regulations beyond the GLBA financial institution exemption.s¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?
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Minnesota
Yes Minnesota provides a compliance safe harbor for entities that maintain their own notification
procedures as part of an information security policy that are consistent with the statute's timing
requirements.*’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Minnesota provides safe harbors for encryption (data secured by encryption that makes it
unreadable/unusable) and for entities with equivalent internal notification procedures consistent with
statutory timing requirements.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Minnesota provides enforcement through the Attorney General under § 8.31, which allows for
injunctive relief and civil penalties not exceeding $25,000 per violation.5°

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Minnesota provides a private right of action through incorporation into § 8.31, which grants injured
persons the right to bring civil actions for violations of the laws the AG enforces under that section,
including breach notification violations.®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages plus attorney's fees and costs Minnesota allows private plaintiffs to recover actual
damages, costs and disbursements, costs of investigation, and reasonable attorney's fees, plus equitable
relief; no statutory damages are specified, so proof of actual harm is required.®*

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

No Minnesota's private right of action under § 8.31 does not impose significant procedural limitations
such as damage caps, notice and cure requirements, or class action restrictions.®2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Minnesota grants the Attorney General authority to seek injunctive relief, civil penalties up to $25,000
per violation, and to restrain violations through the courts.®

Q50. Does the law require credit monitoring or identity-theft protection?

No Minnesota does not require entities to provide credit monitoring or identity theft protection services
to affected individuals following a breach.¢

Endnotes:

1. Minn. Stat. § 325E.61, subd. 1(d); Minn. Stat. § 13.055, subd. 1(a)

2. Minn. Stat. § 325E.61, subd. 1(e)-(f); Minn. Stat. § 13.055, subd. 1(b)
3. Minn. Stat. § 325E.61, subd. 1(e)

4. Minn. Stat. § 325E.61, subd. 1(e)

5. Minn. Stat. § 325E.61, subd. 1(e)

6. Minn. Stat. § 325E.61, subd. 1(d)

7. Minn. Stat. § 325E.61, subd. 1(e)

8. Minn. Stat. § 325E.61, subd. 1(f)
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9. Minn. Stat. § 325E.61, subd. 1(e)

10. Minn. Stat. § 325E.61, subd. 1(e)

11. Minn. Stat. § 325E.61, subd. 1(a)

12. Minn. Stat. § 325E.61, subd. 1(a)

13. Minn. Stat. § 13.055, subds. 1(a), 2

14. Minn. Stat. § 13.055, subds. 1(a), 2

15. Minn. Stat. § 325E.61, subd. 1(d); Minn. Stat. § 13.055, subd. 1(a)

16. Minn. Stat. § 325E.61, subd. 1(e)-(f); Minn. Stat. § 13.055, subd. 1(b)

17. Minn. Stat. § 325E.61, subd. 1(e)

18. Minn. Stat. § 325E.61, subd. 1(e)

19. Minn. Stat. § 325E.61, subd. 1(e)

20. Minn. Stat. § 325E.61, subd. 1(d)

21. Minn. Stat. § 325E.61, subd. 1(e)

22. Minn. Stat. § 325E.61, subd. 1(f)

23. Minn. Stat. § 325E.61, subd. 1(e)

24. Minn. Stat. § 325E.61, subd. 1(e)

25. Minn. Stat. § 325E.61, subd. 1(a)

26. Minn. Stat. § 325E.61, subd. 1(a)

27. Minn. Stat. § 13.055, subds. 1(a), 2

28. Minn. Stat. § 13.055, subds. 1(a), 2

29. Minn. Stat. § 325E.61, subd. 1(a); Minn. Stat. § 13.055, subd. 2

30. Minn. Stat. § 325E.61, subd. 1(a); Minn. Stat. § 13.055, subd. 2

31. Minn. Stat. § 325E.61, subd. 1(a), (c)

32. Minn. Stat. § 325E.61, subd. 1(a); Minn. Stat. § 13.055, subd. 2

33. Minn. Stat. § 325E.61, subd. 1(a)

34. Minn. Stat. § 13.055, subd. 2

35. Minn. Stat. § 325E.61, subd. 1(b)

36. Minn. Stat. § 325E.61, subd. 1(g)(3)

37. Minn. Stat. § 325E.61, subd. 1(g)(1)

38. Minn. Stat. § 325E.61, subd. 1(g)(2)

39. Minn. Stat. § 325E.61, subd. 1(g)(3)(ii)

40. Minn. Stat. § 325E.61, subd. 1(g)(3)(iii)

41. Minn. Stat. § 325E.61, subd. 1(g)

42. Minn. Stat. § 325E.61, subd. 1(a); Minn. Stat. § 13.055, subd. 2

43. Minn. Stat. § 325E.61, subd. 2

44. Minn. Stat. § 325E.61; Minn. Stat. § 13.055

45. Minn. Stat. § 325E.61; Minn. Stat. § 13.055

46. Minn. Stat. § 325E.61, subd. 1(g)

47. Minn. Stat. § 325E.61, subd. 1(g)

48. Minn. Stat. § 325E.61, subd. 1(g)

49. Minn. Stat. § 325E.61, subd. 1(g)

50. Minn. Stat. § 325E.61

51. Minn. Stat. § 325E.61, subd. 1(b)

52. Minn. Stat. § 325E.61, subd. 1(b)

53. Minn. Stat. § 325E.61, subd. 1(a)-(b)

54. Minn. Stat. § 325E.61, subd. 4

55. Minn. Stat. § 325E.61, subd. 4
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57.
58.
59.
60.
61.
62.
63.
64.

Minn.
Minn.
Minn.
Minn.
Minn.
Minn.
Minn.
Minn.
Minn.

Sources:

Stat.
Stat.

Stat

Stat.

Stat

Stat.
Stat.
Stat.

§ 325E.61, subd.
§ 325E.61, subd.
. § 325E.61, subd
Stat.

§ 325E.61, subd
§ 325E.61, subd

. §8.31, subd. 3a

§ 8.31, subd. 3a
§8.31, subd. 3
§ 325E.61

Private Sector:
+ Official code: https://www.revisor.mn.gov/statutes/cite/325E.61

+ 2006 c. 233 §§ 7-8: https://www.revisor.mn.gov/laws/2006/0/233/
Government Agencies:

+ Official code: https://www.revisor.mn.gov/statutes/cite/13.055
2014 c. 284 § 2: https://www.revisor.mn.gov/laws/2014/0/284/

Minnesota
4
1(h)
- 1(e), (h)
. 6; Minn. Stat. § 8.31, subds. 1, 3
. 6; Minn. Stat. § 8.31, subd. 3a
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Missouri

Missouri

Mo. Rev. Stat. § 407.1500 (Merchandising Practices - Security Breach Notification) (amended
2009) [link

Definition of breach:

In Missouri 'breach of security' or 'breach' means unauthorized access to and unauthorized acquisition of
personal information maintained in computerized form by a person that compromises the security,
confidentiality, or integrity of the personal information. Good faith acquisition of personal information by
a person or that person's employee or agent for a legitimate purpose of that person is not a breach of
security, provided that the personal information is not used in violation of applicable law or in a manner
that harms or poses an actual threat to the security, confidentiality, or integrity of the personal
information.!

Definition of personally identifiable information:

In Missouri 'personal information' means an individual's first name or first initial and last name in
combination with any one or more of the following data elements that relate to the individual if any of
the data elements are not encrypted, redacted, or otherwise altered by any method or technology in such
a manner that the name or data elements are unreadable or unusable: (a) Social Security number; (b)
Driver's license number or other unique identification number created or collected by a government
body; (c) Financial account number, credit card number, or debit card number in combination with any
required security code, access code, or password that would permit access to an individual's financial
account; (d) Unique electronic identifier or routing code, in combination with any required security code,
access code, or password that would permit access to an individual's financial account; (e) Medical
information; or (f) Health insurance information. Personal information does not include information that
is lawfully obtained from publicly available sources, or from federal, state, or local government records
lawfully made available to the general public.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 Yes* Yes® No®
De-identified Encrypted Encrypted
information: information: information

Data Breach Notification Laws Survey 2026: Missouri e Privacy Rights Clearinghouse ¢ Page 222


https://revisor.mo.gov/main/OneSection.aspx?section=407.1500

Missouri

No’ Publicly No°® when key
available exposed:
information: Yest0
No3

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes!

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Missouri defines a breach as unauthorized access to and unauthorized acquisition of personal information
maintained in computerized form that compromises security, confidentiality, or integrity, with a good
faith exception for legitimate business purposes.’s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Missouri requires the combination of an individual's name (first name or initial plus last name) with one or
more sensitive data elements including SSN, government ID numbers, financial accounts with access
credentials, medical information, or health insurance information.1¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Missouri does not include biometric information in its enumerated list of personal information data
elements that trigger notification requirements.”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Missouri covers driver's license numbers and 'other unique identification number created or collected
by a government body,' which is broad language that would include passports and other federal
government-issued IDs.!®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?
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Missouri
Yes Missouri explicitly includes both medical information (medical history, mental or physical condition,
medical treatment or diagnosis) and health insurance information (policy number, subscriber ID, unique
health insurer identifiers) as covered personal information.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Missouri explicitly limits its breach notification requirements to personal information 'maintained in
computerized form,' excluding paper records from coverage.?

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Missouri requires the combination of an individual's name with sensitive data elements, and also
excludes redacted information, so deidentified information that lacks the name component or has been
redacted would not meet the definition of personal information.

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Missouri explicitly excludes publicly available information and government records lawfully made
available to the public from the definition of personal information.2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Missouri provides an encryption safe harbor, excluding data that is encrypted or otherwise made
unreadable or unusable from the definition of personal information requiring notification.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Missouri's encryption safe harbor applies only when data is 'unreadable or unusable'; if the
encryption key was also acquired rendering the data readable, the safe harbor would not apply and
notification would be required.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Missouri explicitly applies notification requirements to any person that owns or licenses personal
information or conducts business in Missouri, where 'person' includes corporations, business trusts,
partnerships, LLCs, and other commercial entities.?s

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Missouri applies notification requirements to any 'person' that owns or licenses personal information,
where the definition of 'person' explicitly includes individuals.2¢

Q13. Are State government agencies subject to notification requirements?
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Missouri
Yes Missouri explicitly includes 'government,' 'governmental agency,' and 'governmental instrumentality’
within the definition of 'person,' making state government agencies subject to notification
requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes Missouri explicitly includes 'governmental subdivision' within the definition of 'person,' making local
governments subject to notification requirements.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Missouri uses non-numeric timing language ('without unreasonable delay') rather than requiring
immediate notification.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Missouri permits entities to forego notification if, after investigation or law enforcement consultation,
they determine that a risk of identity theft or fraud is not reasonably likely to occur, with documentation
requirements.*®

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Missouri permits delays for law enforcement determination that notification may impede a criminal
investigation or jeopardize national/homeland security (requiring written request or contemporaneous
documentation), and for measures necessary to determine scope, obtain contact information, and restore
system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Missouri uses only non-numeric timing language (‘without unreasonable delay') without specifying a
numeric day limit for notification to individuals.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
Without unreasonable delay Missouri requires businesses and persons to notify affected consumers
'without unreasonable delay' following discovery or notification of a breach, but does not specify a
numeric day limit.?3

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?
Without unreasonable delay Missouri applies the same timing requirement (‘without unreasonable

delay') to government agencies as to other persons; the definition of 'person’ includes government
entities.>

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?
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Missouri
Immediately Missouri requires third-party processors (those who maintain but do not own personal
information) to notify the data owner or licensee 'immediately following discovery' of a breach.*

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Missouri permits substitute notice when cost exceeds $100,000, affected consumers exceed 150,000,
insufficient contact information/consent exists, or affected consumers cannot be identified, requiring
email where available, website posting, and notification to major statewide media.*®

Q23. Does the law specify mail as a valid notification method?

Yes Missouri specifies written notice as a valid notification method for affected consumers.3’

Q24. Does the law specify email as a valid notification method?

Yes Missouri permits electronic notice for consumers who have a valid email address and have agreed to
receive communications electronically, provided the notice complies with E-SIGN Act requirements.38
Q25. Does the law specify website posting as a valid notification method?

Yes Missouri permits website posting as part of substitute notice when substitute notice conditions are
met.3?

Q26. Does the law specify media notification as a valid notification method?

Yes Missouri requires notification to major statewide media as part of substitute notice when substitute
notice conditions are met.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Missouri requires notifications to include a general description of the incident, types of personal
information obtained, a contact telephone number if available, CRA contact information, and advice
about monitoring accounts and credit reports.**

Q28. Is notification to the impacted individual required?

Yes Missouri requires notification to 'affected consumers' (Missouri residents) whose personal
information was subject to a breach.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Missouri requires CRA notification without unreasonable delay when a breach requires notification to
more than 1,000 consumers at one time.*3

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Missouri requires Attorney General notification without unreasonable delay when a breach requires
notification to more than 1,000 consumers at one time.*
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Missouri
Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Missouri does not require the Attorney General to publish or post received breach notifications on a
public website; the statute is silent on this matter.

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Missouri does not require breach notifications to include the specific number of individuals affected;
the enumerated content requirements do not include this element.5

Q33. Does the law require a description of how the breach occurred?

Yes Missouri requires notifications to include 'a description of the incident in general terms,' which
encompasses how the breach occurred.*

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Yes Missouri requires notifications to include advice directing consumers to remain vigilant by reviewing
account statements and monitoring credit reports, which constitutes response action guidance.*?

Q35. Does the law require notifications to specify types of personal information compromised?

Yes Missouri explicitly requires notifications to include a description of the type of personal information
that was obtained as a result of the breach.*®

Q36. Does the law require follow-up notifications if scope changes?

No Missouri does not require follow-up notifications if the scope of the breach changes after the initial
notification; the statute is silent on this matter.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Missouri requires third-party processors (data maintainers who do not own the data) to notify only
the data owner or licensee, not affected individuals directly.5?

Q38. If processors must notify contracting entity, what is the timeframe?
Immediately Missouri requires processors to notify data owners 'immediately following discovery' of a
breach.>?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Missouri is silent on whether processors may notify individuals on behalf of data owners; the statute
assigns notification duties to the data owner/licensee and does not authorize delegated notification.s?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Missouri does not provide an explicit exemption for entities complying with HIPAA breach notification
requirements.>*
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Missouri
Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Missouri explicitly exempts financial institutions that are subject to and in compliance with Title V of
the Gramm-Leach-Bliley Act (15 U.S.C. §§ 6801-6809).55

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Missouri provides exemptions for entities regulated by state or federal law that maintain breach
notification procedures pursuant to their primary or functional regulator, as well as specific exemptions
for entities complying with Federal Interagency Guidance and NCUA regulations.5¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Missouri provides a compliance safe harbor for entities that maintain their own notice procedures as
part of an information security policy, provided the procedures are consistent with the statute's timing
requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Missouri provides safe harbors for encryption/redaction (data rendered unreadable/unusable), risk
assessment (no risk of identity theft/fraud reasonably likely), and entities with equivalent internal
notification procedures consistent with statutory timing requirements.>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Missouri provides enforcement exclusively through the Attorney General, who may seek actual
damages for willful and knowing violations and civil penalties up to $150,000 per breach or series of
related breaches.>

Q46. Does the law provide an explicit private right of action for breach notification violations?
No Missouri explicitly grants the Attorney General 'exclusive authority' to bring enforcement actions,

effectively precluding a private right of action for breach notification violations.

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action No private right of action exists; enforcement authority is exclusively
vested in the Attorney General.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A Not applicable as no private right of action exists under Missouri's breach notification statute.6?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Missouri grants the Attorney General authority to seek actual damages and civil penalties up to
$150,000 per breach for willful and knowing violations; the statute does not explicitly mention injunctive
relief but grants broad enforcement authority.53

Q50. Does the law require credit monitoring or identity-theft protection?
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No Missouri requires notifications to include advice about monitoring accounts and credit reports but

does not require entities to provide credit monitoring or identity theft protection services to affected

individuals.*
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§ 407.1500.1(9), (10)

§ 407.1500.1(9)

§ 407.1500.1(9)

. §407.1500.1(9)

§ 407.1500.1(8), 2(1)
§ 407.1500.1(8), 2(1)
§ 407.1500.1(8), 2(1)
§ 407.1500.1(8), 2(1)
§ 407.1500.1(1)

§ 407.1500.1(9)

§ 407.1500.1(9)

§ 407.1500.1(9)(b)

§ 407.1500.1(5), (6), (9)(e)-(f)
§ 407.1500.1(1)

§ 407.1500.1(9), (10)
§ 407.1500.1(9)

§ 407.1500.1(9)

§ 407.1500.1(9)

§ 407.1500.1(8), 2(1)

. §407.1500.1(8), 2(1)

. §407.1500.1(8), 2(1)
§ 407.1500.1(8), 2(1)
§ 407.1500.2(1)

§ 407.1500.2(5)

§ 407.1500.2(1)(b)-(c), (3)
§ 407.1500.2(1)

§ 407.1500.2(1)(a)
.§407.1500.1(8), 2(1)(a)
.§407.1500.2(2)

§ 407.1500.2(6)(d), (7)
§ 407.1500.2(6)(a)

§ 407.1500.2(6)(b)

§ 407.1500.2(7)(b)

§ 407.1500.2(7)(c)

. §407.1500.2(4)



42. Mo. Rev. Stat. § 407.1500.2(1)
43. Mo. Rev. Stat. § 407.1500.2(8)
44. Mo. Rev. Stat. § 407.1500.2(8)
45. Mo. Rev. Stat. § 407.1500.2(8)
46. Mo. Rev. Stat. § 407.1500.2(4)
47. Mo. Rev. Stat. § 407.1500.2(4)(a)
48. Mo. Rev. Stat. § 407.1500.2(4)(e)
49. Mo. Rev. Stat. § 407.1500.2(4)(b)
50. Mo. Rev. Stat. § 407.1500.2

51. Mo. Rev. Stat. § 407.1500.2(2)
52. Mo. Rev. Stat. § 407.1500.2(2)
53. Mo. Rev. Stat. § 407.1500.2(1)-(2)
54. Mo. Rev. Stat. § 407.1500.3

55. Mo. Rev. Stat. § 407.1500.3(3)(c)
56. Mo. Rev. Stat. § 407.1500.3(2), (3)(a)-(b)
57. Mo. Rev. Stat. § 407.1500.3(1)
58. Mo. Rev. Stat. § 407.1500.1(9), 2(5), 3(1)
59. Mo. Rev. Stat. § 407.1500.4

60. Mo. Rev. Stat. § 407.1500.4

61. Mo. Rev. Stat. § 407.1500.4

62. Mo. Rev. Stat. § 407.1500.4

63. Mo. Rev. Stat. § 407.1500.4

64. Mo. Rev. Stat. § 407.1500.2(4)(e)

Sources:

+ Official code: https://revisor.mo.gov/main/OneSection.aspx?section=407.1500

+ 2009 Mo. Laws, HB 62:

QRE Privacy Rights
Clearinghouse

Missouri

https://www.senate.mo.gov/09info/BTS Web/Bill.aspx?SessionType=R&BillID=1814901
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Mississippi
Mississippl
Miss. Code Ann. § 75-24-29 (Consumer Protection - Security Breach Notification) (amended

2021) [link]

Definition of breach:

In Mississippi 'breach of security' means unauthorized acquisition of electronic files, media, databases or
computerized data containing personal information of any resident of this state when access to the
personal information has not been secured by encryption or by any other method or technology that
renders the personal information unreadable or unusable.?

Definition of personally identifiable information:

In Mississippi 'personal information' means an individual's first name or first initial and last name in
combination with any one or more of the following data elements: (i) Social security number; (ii) Driver's
license number, state identification card number or tribal identification card number; or (iii) An account
number or credit or debit card number in combination with any required security code, access code or
password that would permit access to an individual's financial account. Personal information does not
include publicly available information that is lawfully made available to the general public from federal,
state or local government records or widely distributed media.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® No¢
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
. : available . i
information: . . information: when key
information: g
No7 No? exposed:
Nos
Yes?0

Does the law cover:
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Mississippi

Individuals: Businesses: State Local
overnment: overnment:
Yes!! Yes!? g g
N013 N014

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Mississippi defines breach of security as unauthorized acquisition of electronic data containing personal
information when that data has not been secured by encryption or other methods rendering it
unreadable.’®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Mississippi requires a name plus SSN, state-issued ID (including tribal ID), or financial account credentials
for personal information to trigger notification requirements, and explicitly excludes publicly available
information.1¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

No Mississippi does not include biometric information in its enumerated list of personal information data
elements that trigger notification requirements.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Mississippi covers state-issued identification including driver's licenses, state ID cards, and tribal
identification cards, but makes no mention of passports or federal government-issued IDs.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Mississippi does not include medical information or health insurance information in its enumerated
list of personal information data elements.?®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Mississippi's breach definition applies only to electronic files, media, databases, or computerized data,
excluding paper records from notification requirements.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Mississippi requires personal information to include a name combined with enumerated data
elements, so deidentified information lacking the name component would not meet the definition.2!

Data Breach Notification Laws Survey 2026: Mississippi ® Privacy Rights Clearinghouse ¢ Page 232



Mississippi
Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Mississippi explicitly excludes publicly available information from government records or widely
distributed media from the definition of personal information.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Mississippi provides an encryption safe harbor by defining breach as occurring only when data has not
been secured by encryption or other technology rendering it unreadable, so properly encrypted data with
unexposed keys does not trigger notification.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Mississippi requires notification when encryption no longer renders data unreadable or unusable; if
the decryption key was or is likely to have been exposed, the encryption safe harbor would not apply.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Mississippi applies notification requirements to any person who conducts business in the state and
owns, licenses, or maintains personal information of state residents.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Mississippi uses broad 'any person' language that would include individuals who conduct business in
the state and handle personal information in the ordinary course of their business functions.2¢

Q13. Are State government agencies subject to notification requirements?

No Mississippi's statute applies to persons 'conducting business' with 'business functions,' language that
indicates commercial activity and would not encompass state government agencies performing
governmental functions.?’

Q14. Are Local governments subject to notification requirements?

No Mississippi's statute applies to persons 'conducting business' with 'business functions,' language that
indicates commercial activity and would not encompass local government entities performing
governmental functions.®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Mississippi requires notification 'without unreasonable delay' rather than immediately, and permits
time for investigation to determine the nature and scope of the incident.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?
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Yes Mississippi permits entities to forego notification after an appropriate investigation if they reasonably
determine the breach will not likely result in harm to affected individuals.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Mississippi permits delays for investigation to determine the nature and scope of the incident,
identify affected individuals, or restore system integrity, and additionally permits law enforcement delays
when notification would impede a criminal investigation or national security.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Mississippi uses only non-numeric timing language ('without unreasonable delay') and does not
specify a numeric day limit for notification.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Without unreasonable delay Mississippi requires businesses to notify affected individuals without
unreasonable delay, subject to investigation completion and law enforcement delays.>3

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Not applicable - government agencies not covered Mississippi's breach notification law applies only to
persons conducting business and does not cover government agencies.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

As soon as practicable Mississippi requires third-party data maintainers to notify data owners as soon as
practicable following discovery of a breach believed to have been acquired for fraudulent purposes.

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Mississippi permits substitute notice when cost exceeds $5,000, affected individuals exceed 5,000, or
contact information is insufficient, consisting of email where available, conspicuous website posting, and
notification to major statewide media.¢

Q23. Does the law specify mail as a valid notification method?

Yes Mississippi specifies written notice as a valid notification method.3’

Q24. Does the law specify email as a valid notification method?

Yes Mississippi permits electronic notice if it is the person's primary means of communication or if
consistent with E-SIGN Act provisions.38

Q25. Does the law specify website posting as a valid notification method?

Yes Mississippi permits conspicuous website posting as part of substitute notice when substitute notice
conditions are met.3?

Q26. Does the law specify media notification as a valid notification method?
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Yes Mississippi requires notification to major statewide media including newspapers, radio, and television
as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Mississippi specifies notification methods but does not specify required content elements for breach
notifications.*!

Q28. Is notification to the impacted individual required?

Yes Mississippi requires notification to all affected individuals who are residents of the state.

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

No Mississippi does not require notification to credit reporting agencies.*3

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?
No Mississippi does not require notification to the Attorney General or any state agency.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Mississippi does not require notification to the AG, so there is no corresponding publication
requirement.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Mississippi does not require notifications to include the number of individuals affected.*

Q33. Does the law require a description of how the breach occurred?

No Mississippi does not require notifications to include a description of how the breach occurred.*

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Mississippi does not require notifications to include information about response actions or steps being
taken.*s

Q35. Does the law require notifications to specify types of personal information compromised?

No Mississippi does not require notifications to specify the types of personal information compromised.*°

Q36. Does the law require follow-up notifications if scope changes?

No Mississippi does not require follow-up notifications if the scope of the breach changes.5°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Mississippi requires third-party data maintainers to notify only the data owner or licensee, not
affected individuals directly.5!
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Q38. If processors must notify contracting entity, what is the timeframe?

As soon as practicable Mississippi requires third-party data maintainers to notify data owners as soon as
practicable following discovery of a breach believed to involve acquisition for fraudulent purposes.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Mississippi is silent on whether processors may provide notifications on behalf of data owners; the
statute only addresses the processor's duty to notify the owner.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Mississippi does not explicitly exempt HIPAA-covered entities from the breach notification
requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

No Mississippi does not explicitly exempt GLBA-covered entities from the breach notification
requirements.>®

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Mississippi provides a compliance safe harbor for entities regulated by a primary or federal functional
regulator as defined in 15 U.S.C. § 6809(2), if they notify in accordance with that regulator's rules.¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Mississippi provides a compliance safe harbor for entities that maintain their own security breach
procedures as part of an information security policy, if they comply with the statute's timing requirements
and notify per their own policies.5’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Mississippi provides safe harbors for encryption (data secured by encryption or other technology
rendering it unreadable) and risk assessment (reasonable determination that breach will not likely result
in harm).s8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Mississippi provides enforcement through the Attorney General by classifying violations as unfair
trade practices under the Consumer Protection Act.>°

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Mississippi explicitly precludes a private right of action for breach notification violations; the statute
expressly states it may not be construed to create one.®°
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Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?
N/A - no private right of action N/A - Mississippi explicitly precludes a private right of action for breach
notification violations.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Mississippi explicitly precludes a private right of action, so limitations are not applicable.®2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Mississippi's AG can enforce through the Consumer Protection Act which classifies breach notification
violations as unfair trade practices, allowing AG enforcement under Section 75-24-9.63

Q50. Does the law require credit monitoring or identity-theft protection?

No Mississippi does not require entities to provide credit monitoring or identity theft protection services
to affected individuals.®*

Endnotes:

. Miss. Code Ann. § 75-24-29(2)(a)
. Miss. Code Ann. § 75-24-29(2)(b)
. Miss. Code Ann. § 75-24-29(2)(b)
. Miss. Code Ann. § 75-24-29(2)(b)
Miss. Code Ann. § 75-24-29(2)(b)
. Miss. Code Ann. § 75-24-29(2)(a)
. Miss. Code Ann. § 75-24-29(2)(b)
. Miss. Code Ann. § 75-24-29(2)(b)
. Miss. Code Ann. § 75-24-29(2)(a)
. Miss. Code Ann. § 75-24-29(2)(a)
. Miss. Code Ann. § 75-24-29(1
. Miss. Code Ann. § 75-24-29(1); Miss. Code Ann. § 75-24-29(3)
. Miss. Code Ann. § 75-24-29(1
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30.
31.
32.
33,
34,
35.
36.
37.
38.
39.
40.
a1.
42.
43,
a4,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58,
59.
60.
61.
62.
63.
64.

Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.
Miss.

Sources:

Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.
Code Ann.

Privacy Rights
gR[\ Clearinghouse

§ 75-24-29(3)

§ 75-24-29(3); Miss. Code Ann. § 75-24-29(5)
§ 75-24-29(3)

§ 75-24-29(3)

§ 75-24-29(1)

§ 75-24-29(4)

§ 75-24-29(6)(d)
§ 75-24-29(6)(a)
§ 75-24-29(6)(c)
§ 75-24-29(6)(d)
§ 75-24-29(6)(d)
§ 75-24-29(6)

§ 75-24-29(3)

§ 75-24-29

§ 75-24-29

§ 75-24-29

§ 75-24-29(6)

§ 75-24-29(6)

§ 75-24-29(6)

§ 75-24-29(6)

§ 75-24-29

§ 75-24-29(4)

§ 75-24-29(4)

§ 75-24-29(4)

§ 75-24-29

§ 75-24-29

§ 75-24-29(7)

§ 75-24-29(7)

§ 75-24-29(2)(a); Miss. Code Ann. § 75-24-29(3)
§ 75-24-29(8)

§ 75-24-29(8)

§ 75-24-29(8)

§ 75-24-29(8)

§ 75-24-29(8); Miss. Code Ann. § 75-24-5(1)
§ 75-24-29

Mississippi

- Official code: https://www.sos.ms.gov/communications-publications/mississippi-law

+ 2021 Miss. Laws ch. 378 (HB 277), § 9:
https://billstatus.ls.state.ms.us/documents/2021/html/HB/0200-0299/HB0277SG.htm

Data Breach Notification Laws Survey 2026: Mississippi ® Privacy Rights Clearinghouse ¢ Page 238


https://www.sos.ms.gov/communications-publications/mississippi-law
https://billstatus.ls.state.ms.us/documents/2021/html/HB/0200-0299/HB0277SG.htm

Montana

Montana

This state has 3 separate breach notification statutes:

* Private Sector: Mont. Code Ann. §§ 30-14-1701, 30-14-1702, 30-14-1704 (Unfair Trade
Practices and Consumer Protection - Computer Security Breach) (amended 2015) [link

* Government Agencies: Mont. Code Ann. §§ 2-6-1501 to 2-6-1504 (Notification of Breach of
Security of Data System (State Agencies)) (amended 2023) [link

* Insurance: Mont. Code Ann. § 33-19-321 (Insurance Information and Privacy Protection -
Computer Security Breach) (amended 2015) [link

Definition of breach:

In Montana 'breach of the security of the data system' means unauthorized acquisition of computerized
data that materially compromises the security, confidentiality, or integrity of personal information
maintained by the person or business and causes or is reasonably believed to cause loss or injury to a
Montana resident. Good faith acquisition of personal information by an employee or agent for the
purposes of the person or business is not a breach, provided that the personal information is not used or
subject to further unauthorized disclosure.!

Definition of personally identifiable information:

In Montana 'personal information' means an individual's first name or first initial and last name in
combination with any one or more of the following data elements, when either the name or the data
elements are not encrypted: social security number; driver's license number, state identification card
number, or tribal identification card number; account number or credit or debit card number in
combination with any required security code, access code, or password that would permit access to an
individual's financial account; medical record information; a taxpayer identification number; or an identity
protection personal identification number issued by the United States Internal Revenue Service. Personal
information does not include publicly available information.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 Yes* Partial® No®
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Montana

De-identified Publicly Encrypted Encrypted
information: available information: information
No’ information: No® when kzy
No* exposed:
Yesl0
Does the law cover:
o . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 No4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Montana defines breach as unauthorized acquisition of computerized data that materially compromises
personal information and causes or is reasonably believed to cause loss or injury, with a good faith
exception for employees/agents acting within their duties.s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Montana requires a name plus one or more sensitive data elements (SSN, government IDs including tribal,
financial credentials, medical records, TIN, or IRS identity protection PIN) when unencrypted, and
explicitly excludes publicly available government records.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Montana does not include biometric information in its enumerated list of personal information data
elements in any of its three breach notification statutes.'”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Montana covers state-issued identification including driver's licenses, state ID cards, and tribal
identification across all three statutes, but makes no mention of passports or federal government-issued
IDs.18

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?
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Yes Montana explicitly includes medical record information as defined in § 33-19-104 as a covered data
element in all three breach notification statutes.?®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Montana's breach notification statutes apply only to computerized data, excluding paper records from
notification requirements.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Montana requires personal information to include a name combined with sensitive data elements, and
the government agency statute explicitly defines redaction as making data unreadable, so deidentified
information lacking the name component would not meet the definition.

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Montana explicitly excludes publicly available information from government records from the
definition of personal information in all three breach notification statutes.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Montana provides an encryption safe harbor by defining personal information as requiring
unencrypted data elements, so properly encrypted information with unexposed keys does not trigger
notification.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Montana requires notification when personal information is 'not encrypted' or 'unencrypted’; if the
decryption key was exposed, the data would effectively be unencrypted and thus trigger notification.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Montana explicitly applies notification requirements to any business conducting business in Montana
that owns or licenses computerized data containing personal information.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Montana applies notification requirements to 'any person' conducting business in Montana, which
would include natural persons who own or license computerized data containing personal information.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Montana has a dedicated statute (Title 2, Chapter 6, Part 15) that explicitly applies breach notification
requirements to state agencies including all instrumentalities of the legislative and executive branches.?’

Q14. Are Local governments subject to notification requirements?
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No Montana's government agency statute applies only to state agencies (legislative and executive branch
instrumentalities) and explicitly excludes the judicial branch; local governments are mentioned only in an
advisory capacity for the chief information security officer, not as entities subject to notification
requirements.?®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

Varies Montana generally requires notification 'without unreasonable delay' rather than immediately, but
third parties holding government data must notify state agencies 'immediately following discovery.'?®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Montana requires a breach to both 'materially compromise' personal information AND cause or
reasonably be believed to cause loss or injury before notification is triggered.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Montana permits delays for law enforcement requests when notification would impede a criminal
investigation, and for measures necessary to determine breach scope and restore system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Montana uses only non-numeric timing language ('without unreasonable delay') across all three
breach notification statutes and does not specify numeric day limits.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
Without unreasonable delay Montana requires businesses to notify affected individuals without
unreasonable delay, subject to law enforcement needs and investigation requirements.

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Without unreasonable delay Montana requires state agencies to notify affected individuals without
unreasonable delay, subject to law enforcement needs and investigation requirements.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Montana requires third-party data maintainers to notify data owners or licensees
immediately following discovery of a breach across all three statutes.?>

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?
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Varies Montana permits substitute notice for businesses when cost exceeds $250,000, affected
individuals exceed 500,000, or contact information is insufficient; substitute notice requires email where
available plus website posting or media notification.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Montana specifies written notice as a valid notification method for businesses and persons.3’

Q24. Does the law specify email as a valid notification method?

Yes Montana permits electronic notice if consistent with the federal E-SIGN Act (15 U.S.C. 7001).38

Q25. Does the law specify website posting as a valid notification method?

Yes Montana permits conspicuous website posting as part of substitute notice when substitute notice
conditions are met.3°

Q26. Does the law specify media notification as a valid notification method?

Yes Montana permits notification to applicable local or statewide media as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Montana specifies notification methods and procedures but does not enumerate required content
elements for breach notifications.

Q28. Is notification to the impacted individual required?

Yes Montana requires notification to affected individuals across all three breach notification statutes.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

No Montana requires coordination with credit reporting agencies only if the breach notification to
individuals references obtaining credit files; there is no standalone CRA notification requirement.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Montana requires AG notification simultaneously with individual notification for all breaches across all
three statutes, with government agencies also notifying the chief information security officer, and
insurers notifying the Insurance Commissioner.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Montana does not require the AG or other receiving agencies to publish received breach notifications;
the statutes require exclusion of personally identifying information from submissions but are silent on
publication.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Montana requires the number of individuals notified to be included in the AG/agency submission,
but does not require individual breach notifications to contain the number affected.*¢

Q33. Does the law require a description of how the breach occurred?

No Montana does not require breach notifications to include a description of how the breach occurred.?
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Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Montana does not require breach notifications to include information about response actions or steps
being taken.*8

Q35. Does the law require notifications to specify types of personal information compromised?

No Montana does not require breach notifications to specify the types of personal information
compromised.*°

Q36. Does the law require follow-up notifications if scope changes?

No Montana does not require follow-up notifications if the scope of the breach changes.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

Varies Montana requires third parties maintaining government data to both notify the state agency and
directly notify affected individuals, whereas third parties maintaining private sector data need only notify
the data owner.5!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Montana requires third-party data maintainers to notify data owners or licensees
immediately following discovery of a breach across all three statutes.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

Varies Montana's government agency statute explicitly permits third parties to provide notifications on
behalf of state agencies (relieving agency of independent duty if third party notifies properly), while the
business statute is silent on processor notification authority.>

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Montana does not explicitly exempt HIPAA-covered entities from the breach notification requirements
in any of its three statutes.>

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

No Montana does not explicitly exempt GLBA-covered entities from the breach notification requirements;
the Title 33 insurance exclusion in the business statute definition relates to the separate insurance breach
notification statute, not GLBA compliance.**

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

No Montana does not provide an exemption for entities already complying with other federal breach
notification regulations.>¢
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Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Montana provides a compliance safe harbor for businesses that maintain their own notification
procedures as part of an information security policy, if they do not unreasonably delay notice.>”

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Montana provides safe harbors for encryption (notification only required when data is not encrypted)
and for breaches that do not materially compromise data or cause loss/injury (harm threshold in breach
definition).>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Montana provides enforcement through the Montana Unfair Trade Practices and Consumer
Protection Act, with both AG enforcement authority under § 30-14-142 and private actions under § 30-14-
133.50

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Montana explicitly provides a private right of action for breach notification violations through
incorporation into the Unfair Trade Practices and Consumer Protection Act, allowing affected persons to
bring actions under § 30-14-133.%°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages or $500 minimum, plus attorney's fees for willful violations Montana allows private
plaintiffs to recover the greater of actual damages or $500 minimum statutory damages, plus reasonable
attorney fees and costs if the violation was willful, and injunctive relief is also available.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Montana imposes limitations including requiring ascertainable loss of money or property, limiting the
private action to persons who purchase/lease goods or services primarily for personal, family, or
household purposes (consumer context), and attorney fees are only available for willful violations.5?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Montana grants the AG authority to seek temporary and permanent injunctive relief, costs of
investigation and prosecution, reasonable attorney fees, and civil penalties up to $10,000 per violation
under the Unfair Trade Practices Act.%3

Q50. Does the law require credit monitoring or identity-theft protection?

No Montana does not require entities to provide credit monitoring or identity theft protection services to
affected individuals in any of its three breach notification statutes.®*

Endnotes:

1. Mont. Code Ann. § 30-14-1704(4)(a); Mont. Code Ann. § 2-6-1501(1); Mont. Code Ann. § 33-19-321(6)(a)
2. Mont. Code Ann. § 30-14-1704(4)(b); Mont. Code Ann. § 2-6-1501(5); Mont. Code Ann. § 33-19-321(6)(b)
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. Code Ann. § 30-14-1704(4)(b)(i)(B); Mont. Code Ann. § 2-6-1501(5)(a)(ii); Mont. Code Ann. § 33-19-321(6)(b)(i)(B)

Code Ann. § 30-14-1704(1); Mont. Code Ann. § 2-6-1501(1); Mont. Code Ann. § 33-19-321(1)
Code Ann. § 30-14-1704(4)(b)(i); Mont. Code Ann. § 2-6-1501(6)
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49. Mont. Code Ann. § 30-14-1704; Mont. Code Ann. § 2-6-1503
50. Mont. Code Ann. § 30-14-1704; Mont. Code Ann. § 2-6-1503
51. Mont. Code Ann. § 30-14-1704(2); Mont. Code Ann. § 2-6-1503(2)(a)
52. Mont. Code Ann. § 30-14-1704(2); Mont. Code Ann. § 2-6-1503(2)(a)(i); Mont. Code Ann. § 33-19-321(2)
53. Mont. Code Ann. § 30-14-1704; Mont. Code Ann. § 2-6-1503(2)
54. Mont. Code Ann. § 30-14-1704; Mont. Code Ann. § 2-6-1503; Mont. Code Ann. § 33-19-321
55. Mont. Code Ann. § 30-14-1704; Mont. Code Ann. § 30-14-1702(1)(b)
56. Mont. Code Ann. § 30-14-1704; Mont. Code Ann. § 2-6-1503
57. Mont. Code Ann. § 30-14-1704(6)
58. Mont. Code Ann. § 30-14-1704(4)(a); Mont. Code Ann. § 30-14-1704(4)(b)(i)

59. Mont. Code Ann. § 30-14-1701; Mont. Code Ann. § 30-14-1713; Mont. Code Ann. § 30-14-142; Mont. Code Ann. § 30-14-
133

60. Mont. Code Ann. § 30-14-1713(2); Mont. Code Ann. § 30-14-133(1)

61. Mont. Code Ann. § 30-14-133(1); Mont. Code Ann. § 30-14-133(2); Mont. Code Ann. § 30-14-133(3)
62. Mont. Code Ann. § 30-14-1713(2); Mont. Code Ann. § 30-14-133(1)

63. Mont. Code Ann. § 30-14-1713(1); Mont. Code Ann. § 30-14-142(1); Mont. Code Ann. § 30-14-142(5)
64. Mont. Code Ann. § 30-14-1704; Mont. Code Ann. § 2-6-1503; Mont. Code Ann. § 33-19-321

Sources:

Private Sector:

+ Official code:
https://archive.legmt.gov/bills/mca/title 0300/chapter 0140/part 0170/section 0040/0300
-0140-0170-0040.html

+ 2015 Mont. Laws ch. 62 (HB 74): https://archive.legmt.gov/bills/2015/billpdf/HB0074.pdf

Government Agencies:
+ Official code:
https://archive.legmt.gov/bills/mca/title 0020/chapter 0060/part 0150/section 0030/0020
-0060-0150-0030.html
+ 2023 Mont. Laws ch. 227 (SB 50):
https://archive.legmt.gov/bills/2023/billhtm1/SB0050.htm

Insurance:

- Official code:
https://archive.legmt.gov/bills/mca/title 0330/chapter 0190/part 0030/section 0210/0330
-0190-0030-0210.html

<2015 Mont. Laws ch. 62 (HB 74): https://archive.legmt.gov/bills/2015/billpdf/HB0074.pdf
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https://archive.legmt.gov/bills/2015/billpdf/HB0074.pdf

North Carolina

North Carolina

N.C. Gen. Stat. §§ 75-60 to 75-66 (Identity Theft Protection Act) (amended 2009) [link

Definition of breach:

In North Carolina 'security breach' means an incident of unauthorized access to and acquisition of
unencrypted and unredacted records or data containing personal information where illegal use of the
personal information has occurred or is reasonably likely to occur or that creates a material risk of harm
to a consumer. Any incident of unauthorized access to and acquisition of encrypted records or data
containing personal information along with the confidential process or key shall constitute a security
breach. Good faith acquisition of personal information by an employee or agent of the business for a
legitimate purpose is not a security breach, provided that the personal information is not used for a
purpose other than a lawful purpose of the business and is not subject to further unauthorized
disclosure.!

Definition of personally identifiable information:

In North Carolina 'personal information' means a person's first name or first initial and last name in
combination with identifying information as defined in G.S. 14-113.20(b), which includes: (1) Social
security or employer taxpayer identification numbers; (2) Drivers license, State identification card, or
passport numbers; (3) Checking account numbers; (4) Savings account numbers; (5) Credit card numbers;
(6) Debit card numbers; (7) Personal Identification (PIN) Code; (8) Electronic identification numbers,
electronic mail names or addresses, Internet account numbers, or Internet identification names; (9)
Digital signatures; (10) Any other numbers or information that can be used to access a person's financial
resources; (11) Biometric data; (12) Fingerprints; (13) Passwords; (14) Parent's legal surname prior to
marriage. Personal information does not include publicly available directories containing information an
individual has voluntarily consented to have publicly disseminated or listed, and does not include
information made lawfully available to the general public from federal, state, or local government
records. Note: For purposes of § 75-65 (breach notification), personal information excludes electronic
identification numbers, electronic mail names or addresses, Internet account numbers, Internet
identification names, parent's legal surname prior to marriage, or a password unless this information
would permit access to a person's financial account or resources.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? No* Yes® Yes®
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. Encrypted
. . Publicly . )
De-identified . Encrypted information
] : available . .
information: . . information: when key
information: o
No’ No® exposed:
Noé
Yes10
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
No! Yes!?
N013 N014

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

North Carolina defines a security breach as unauthorized access to and acquisition of
unencrypted/unredacted personal information where illegal use has occurred or is reasonably likely, or
that creates a material risk of harm, with a good faith employee exception.’s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

North Carolina requires name plus identifying information from 14 enumerated categories by cross-
reference to § 14-113.20(b), but for breach notification purposes, § 75-65(a) narrows the definition to
exclude electronic identifiers, email addresses, internet account names, parent's maiden name, and
passwords unless they permit access to financial accounts.¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes North Carolina explicitly includes biometric data and fingerprints in the definition of identifying
information, which is incorporated into the personal information definition for breach notification
purposes.'’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes North Carolina explicitly covers driver's license numbers, state identification card numbers, and
passport numbers, providing comprehensive coverage of both state and federal government-issued
identification documents.'®
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Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?
No North Carolina does not include medical information, health records, or health insurance information
in the enumerated categories of identifying information covered by the breach notification statute.?

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

Yes North Carolina explicitly covers personal information in any form, including computerized, paper, or
otherwise, making paper records subject to breach notification requirements.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No North Carolina requires personal information to include a name in combination with identifying
information, and the security breach definition explicitly excludes redacted data; therefore, truly
deidentified information would not meet the definition of personal information and would not trigger
notification.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No North Carolina explicitly excludes publicly available directories that individuals have consented to have
disseminated and information made lawfully available to the general public from government records
from the definition of personal information.2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No North Carolina provides an encryption safe harbor by defining security breach to apply only to
unencrypted data; properly encrypted information where the key was not exposed does not trigger
notification requirements.

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes North Carolina explicitly requires notification when encrypted data is acquired along with the
confidential process or key needed to decrypt it, eliminating the encryption safe harbor when the key is
also compromised.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes North Carolina explicitly subjects businesses to notification requirements, defining business broadly to
include sole proprietorships, partnerships, corporations, associations, and financial institutions, with
notification obligations triggered by owning or licensing personal information of North Carolina residents
or conducting business in the state.?

Q12. Are Persons (or Individuals) subject to notification requirements?
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No North Carolina's breach notification requirement in § 75-65 applies specifically to 'any business' rather
than to 'any person,' and the definition of business does not include individuals acting in a non-business
capacity; therefore, individuals not operating as a business are not subject to notification requirements.2®

Q13. Are State government agencies subject to notification requirements?

No North Carolina explicitly excludes government and governmental subdivisions or agencies from the
definition of 'business,' and since the notification requirement applies only to businesses, state
government agencies are not subject to the breach notification requirements under this statute.?”

Q14. Are Local governments subject to notification requirements?

No North Carolina explicitly excludes governmental subdivisions (which includes local governments) from
the definition of 'business,' and since the notification requirement applies only to businesses, local
governments are not subject to the breach notification requirements under this statute.?®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No North Carolina requires notification without unreasonable delay following discovery, but allows time
for investigation to determine scope and contact information, as well as time to restore system integrity,
rather than triggering notification immediately upon discovery.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes North Carolina requires a risk assessment because notification is only required when the breach
creates a material risk of harm to a consumer or illegal use has occurred or is reasonably likely; breaches
that do not meet this threshold do not trigger notification.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes North Carolina permits delays for law enforcement requests when notification may impede a criminal
investigation or jeopardize national/homeland security, and also permits delay for internal investigation
to determine scope, contact information, and restore system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No North Carolina uses only non-numeric timing language, requiring notification 'without unreasonable
delay' rather than specifying a numeric day limit for breach notification.3?
Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Without unreasonable delay North Carolina requires businesses to notify affected individuals without
unreasonable delay following discovery of a breach, with no specific numeric deadline.??

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?
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Not applicable - government agencies not covered North Carolina explicitly excludes government
agencies from the definition of business, and the notification requirement applies only to businesses;
therefore, no timeframe applies to government agencies under this statute.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately North Carolina requires third-party processors (businesses that maintain data they do not
own or license) to notify the data owner or licensee immediately following discovery of a breach.3*

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes North Carolina permits substitute notice when cost exceeds $250,000, affected individuals exceed
500,000, insufficient contact information exists, or individuals cannot be identified; substitute notice must
include email (if available), conspicuous website posting, and notification to major statewide media.3¢

Q23. Does the law specify mail as a valid notification method?

Yes North Carolina explicitly specifies written notice as a valid primary notification method for affected
individuals.?”

Q24. Does the law specify email as a valid notification method?

Yes North Carolina permits electronic notice for individuals who have a valid email address and have
agreed to receive electronic communications, consistent with federal E-SIGN Act requirements.38

Q25. Does the law specify website posting as a valid notification method?

Yes North Carolina permits website posting as part of substitute notice when the applicable thresholds
are met; it is not a standalone primary notification method.3?

Q26. Does the law specify media notification as a valid notification method?

Yes North Carolina requires notification to major statewide media as a mandatory component of
substitute notice when the applicable thresholds are met.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes North Carolina mandates detailed notification content including seven specific elements: incident
description, types of personal information affected, protective actions taken, contact phone number,
advice to monitor accounts, CRA contact information, and FTC/AG contact information with identity theft
prevention guidance.*!

Q28. Is notification to the impacted individual required?

Yes North Carolina requires businesses to provide notice directly to the affected person following
discovery of a security breach.

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?
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Yes North Carolina requires notification to all nationwide consumer reporting agencies when a business
notifies more than 1,000 persons at one time, with notice of the timing, distribution, and content of the
notification.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes North Carolina requires notification to the Consumer Protection Division of the Attorney General's
Office for all breaches requiring individual notification, with additional notification requirements when
more than 1,000 persons are notified at once.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No North Carolina's statute is silent on whether the Attorney General's Office must publish or post
received breach notifications; no publication requirement exists in the statute.

Q32. Must breach notifications include the specific number of individuals affected by the breach?
Varies North Carolina requires the number of consumers affected to be included in the notification to the
Attorney General's Office, but does not require this information in notifications to affected individuals.*®
Q33. Does the law require a description of how the breach occurred?

Yes North Carolina requires notifications to include a description of the incident in general terms, which
addresses how the breach occurred.*

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Yes North Carolina requires notifications to include a description of the general acts the business has
taken to protect personal information from further unauthorized access, addressing response actions.*8
Q35. Does the law require notifications to specify types of personal information compromised?

Yes North Carolina explicitly requires notifications to include a description of the types of personal
information that were subject to unauthorized access and acquisition.*°

Q36. Does the law require follow-up notifications if scope changes?

No North Carolina's statute does not require follow-up notifications if the scope of a breach changes or
additional information becomes available after the initial notification.*°

Third-Party Requirements (Q37-39)
Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No North Carolina requires third-party processors (businesses that maintain data they do not own or
license) to notify only the data owner or licensee, not the affected individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately North Carolina requires third-party processors to notify the data owner or licensee
immediately following discovery of a breach, subject to law enforcement delay provisions.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?
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No North Carolina's statute distinguishes between data owners/licensees and processors, requiring
owners/licensees to notify individuals and processors to notify owners; the statute is silent on whether
processors may provide notification on behalf of the contracting entity.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes North Carolina explicitly exempts health insurers and health care facilities that are subject to and in
compliance with HIPAA privacy and security standards, but this exemption appears only in § 75-64
(disposal requirements), not in § 75-65 (breach notification requirements).>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes North Carolina explicitly exempts banks and financial institutions that are subject to and in
compliance with the Gramm-Leach-Bliley Act, but this exemption appears only in § 75-64 (disposal
requirements), not in § 75-65 (breach notification requirements).

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes North Carolina explicitly provides that financial institutions and credit unions complying with federal
interagency guidance on breach notification are deemed to be in compliance with the state's breach
notification requirements.>¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No North Carolina does not provide an exemption for entities that maintain their own breach notification
procedures equivalent to or greater than the state's requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes North Carolina provides safe harbors for encrypted data (when the key is not compromised), redacted
data, and situations where there is no material risk of harm to consumers or likelihood of illegal use; these
safe harbors operate independently of federal compliance.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes North Carolina provides enforcement through incorporation into the state's Unfair and Deceptive
Trade Practices Act (§ 75-1.1), which provides for private enforcement with treble damages and Attorney
General enforcement.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes North Carolina provides a private right of action through incorporation into the UDAP statute (§ 75-
1.1), but expressly limits it to individuals who are injured as a result of the violation; the statute explicitly
requires proof of injury to bring a private action.®
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Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Treble damages for actual damages proven, plus attorney's fees North Carolina provides for treble
damages under the UDAP statute for proven actual damages, plus discretionary attorney's fees for
prevailing parties when the violation was willful; however, there are no statutory damages available
without proof of actual harm.&t

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes North Carolina imposes a significant limitation requiring proof of actual injury to bring a private
action; additionally, treble damages for acts of non-managerial employees require proof the business was
negligent in training/supervision.62

Q49. Can Attorney General seek injunctive or other remedies?

Yes North Carolina grants the Attorney General authority to seek injunctive relief and civil penalties up to
$5,000 per willful violation through incorporation into the UDAP statute.5?

Q50. Does the law require credit monitoring or identity-theft protection?

No North Carolina requires notification to include advice about monitoring credit reports and CRA contact
information, but does not require businesses to provide credit monitoring or identity theft protection
services to affected individuals.

Endnotes:
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. N.C. Gen. Stat. § 14-113.20(b)(11)-(12)
. N.C. Gen. Stat. § 14-113.20(b)
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Sources:
+ Official code:
https://www.ncleg.net/enactedlegislation/statutes/html/bysection/chapter 75/gs 75-65.html
+S.L. 2009-355, s. 2; S.L. 2009-573, s. 10: https://www.ncleg.gov/BillLookUp/2009/S914
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North Dakota

North Dakota

N.D. Cent. Code §§ 51-30-01 to 51-30-07 (Notice of Security Breach for Personal Information)
(amended 2015) [link

Definition of breach:

In North Dakota 'breach of the security system' means unauthorized acquisition of computerized data
when access to personal information has not been secured by encryption or by any other method or
technology that renders the electronic files, media, or databases unreadable or unusable. Good-faith
acquisition of personal information by an employee or agent of the person is not a breach of the security
of the system, if the personal information is not used or subject to further unauthorized disclosure.*

Definition of personally identifiable information:

In North Dakota 'personal information' means an individual's first name or first initial and last name in
combination with any of the following data elements, when the name and the data elements are not
encrypted: (1) Social security number; (2) Operator's license number assigned by the department of
transportation; (3) Nondriver color photo identification card number; (4) Financial institution account
number, credit card number, or debit card number in combination with any required security code, access
code, or password; (5) Date of birth; (6) Maiden name of the individual's mother; (7) Medical information;
(8) Health insurance information; (9) An identification number assigned by the individual's employer in
combination with any required security code, access code, or password; or (10) The individual's digitized
or other electronic signature. Personal information does not include publicly available information that is
lawfully made available to the general public from federal, state, or local government records.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 Yes* Partial® No¢
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
. : available . i
information: . . information: when key
information: g
No7 No? exposed:
Nos
Yes?0
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North Dakota

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

North Dakota defines a breach as unauthorized acquisition of computerized data when access to personal
information has not been secured by encryption or other technology that renders the data unreadable,
with a good-faith employee/agent exception.1s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

North Dakota requires name plus one of ten enumerated data elements when unencrypted, including a
notably broad definition covering date of birth, mother's maiden name, medical information, health
insurance information, employer ID numbers, and electronic signatures.’®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No North Dakota does not include biometric information in the enumerated categories of personal
information; while electronic signatures are covered, biometric data such as fingerprints, retinal scans, or
facial recognition data is not explicitly included.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial North Dakota covers state-issued driver's license numbers and nondriver photo identification card
numbers, but makes no mention of passports or other federal government-issued identification
documents.'®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes North Dakota explicitly includes both medical information (medical history, mental or physical
condition, treatment, or diagnosis) and health insurance information (policy number, subscriber ID,
unique health insurer identifiers) in the definition of personal information.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?
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No North Dakota applies only to computerized data, as both the breach definition and notification
requirement explicitly reference computerized data, excluding paper records from coverage.°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No North Dakota requires personal information to include a name in combination with data elements,
and data rendered unreadable or unusable is excluded from the breach definition; therefore, truly
deidentified information would not meet the definition or trigger notification.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No North Dakota explicitly excludes publicly available information that is lawfully made available to the
general public from government records from the definition of personal information.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No North Dakota provides a comprehensive encryption safe harbor in both the breach definition
(excluding data secured by encryption) and the personal information definition (applying only when name
and data elements are not encrypted).??

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes North Dakota's encryption safe harbor applies only when data is actually rendered unreadable or
unusable; if the encryption key is compromised such that the data is no longer secure, the safe harbor
would not apply and notification would be required.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes North Dakota applies to 'any person' that owns or licenses computerized data, and the consumer
fraud chapter definition of 'person’ explicitly includes partnerships, corporations, limited liability
companies, and other business entities.?>

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes North Dakota applies to 'any person' and the referenced definition explicitly includes natural persons,
subjecting individuals who own or license computerized data containing personal information to the
notification requirements.2¢

Q13. Are State government agencies subject to notification requirements?

Yes North Dakota applies broadly to 'any person' without explicitly excluding government entities, and
while the consumer fraud chapter definition focuses on commercial entities, the breach notification
chapter's use of 'any person' without exclusion would encompass state government agencies that own or
license computerized data containing personal information.?’

Q14. Are Local governments subject to notification requirements?
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Yes North Dakota applies broadly to 'any person' without explicitly excluding government entities, and the
breach notification chapter's use of 'any person' without exclusion would encompass local governments
that own or license computerized data containing personal information.

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No North Dakota requires notification in the most expedient time possible and without unreasonable
delay following discovery, but allows time to determine scope and restore system integrity rather than
requiring immediate notification upon discovery.2°

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

No North Dakota requires notification upon discovery of any breach affecting unencrypted personal
information without a risk assessment requirement; the statute contains no harm threshold or risk of
misuse analysis.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes North Dakota permits delays when law enforcement determines notification would impede a criminal
investigation, and also permits delay for measures necessary to determine the scope of the breach and
restore data system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No North Dakota uses only non-numeric timing language, requiring notification in the most expedient
time possible and without unreasonable delay, with no specific numeric day limit.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

In the most expedient time possible and without unreasonable delay North Dakota requires persons
(including businesses) to notify affected individuals in the most expedient time possible and without
unreasonable delay following discovery of a breach.?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?
In the most expedient time possible and without unreasonable delay North Dakota applies the same

timing requirement to all persons, including government agencies, requiring notification in the most
expedient time possible and without unreasonable delay.?*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately North Dakota requires third-party processors (persons maintaining data they do not own) to
notify the data owner or licensee immediately following discovery of a breach.3*

Notification Methods (Q22-26)

Data Breach Notification Laws Survey 2026: North Dakota ¢ Privacy Rights Clearinghouse ¢ Page 260



North Dakota
Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes North Dakota permits substitute notice when cost exceeds $250,000, affected individuals exceed
500,000, or insufficient contact information exists; substitute notice consists of email (when available),
conspicuous website posting, and notification to major statewide media.3®

Q23. Does the law specify mail as a valid notification method?

Yes North Dakota explicitly specifies written notice as a valid primary notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes North Dakota permits electronic notice as a primary notification method, provided it is consistent
with federal E-SIGN Act requirements.32

Q25. Does the law specify website posting as a valid notification method?

Yes North Dakota permits website posting as part of substitute notice when the applicable thresholds are
met; it is not a standalone primary notification method.3?

Q26. Does the law specify media notification as a valid notification method?

Yes North Dakota requires notification to major statewide media as a component of substitute notice
when the applicable thresholds are met.

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No North Dakota specifies notification methods but does not mandate any specific content that must be
included in the breach notifications to individuals.*

Q28. Is notification to the impacted individual required?

Yes North Dakota requires notification to any state resident whose unencrypted personal information was
or is reasonably believed to have been acquired by an unauthorized person.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

No North Dakota does not require notification to credit reporting agencies; the only required notifications
are to affected residents and the Attorney General (for breaches exceeding 250 individuals).*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes North Dakota requires notification to the Attorney General by mail or email for breaches affecting
more than 250 individuals.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No North Dakota's statute is silent on whether the Attorney General must publish or post received breach

notifications; no publication requirement exists.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?
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No North Dakota does not specify any required content for breach notifications, including the number of
individuals affected.®

Q33. Does the law require a description of how the breach occurred?

No North Dakota does not require notifications to include a description of how the breach occurred.*’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No North Dakota does not require notifications to include information about response actions or steps
being taken to address the breach.*s

Q35. Does the law require notifications to specify types of personal information compromised?

No North Dakota does not require notifications to specify the types of personal information that were
compromised.*®

Q36. Does the law require follow-up notifications if scope changes?

No North Dakota does not require follow-up notifications if the scope of a breach changes or additional
information becomes available after the initial notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No North Dakota requires third-party processors (persons maintaining data they do not own) to notify
only the data owner or licensee, not the affected individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately North Dakota requires third-party processors to notify the data owner or licensee
immediately following discovery of a breach.*?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No North Dakota's statute distinguishes between data owners/licensees and processors, requiring
owners/licensees to notify individuals and processors to notify owners; the statute is silent on whether
processors may provide notification on behalf of the contracting entity.>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes North Dakota explicitly provides that covered entities, business associates, or subcontractors subject
to HIPAA breach notification requirements (45 CFR Part 164, Subpart D) are considered to be in
compliance with the state's breach notification law.5

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes North Dakota explicitly provides that financial institutions, trust companies, and credit unions
complying with federal interagency guidance (which implements GLBA requirements) are considered in
compliance with the state's breach notification law.5>
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Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes North Dakota provides an exemption for financial institutions complying with federal interagency
guidance, which extends beyond the GLBA itself to encompass the various federal banking regulators'
guidance on breach notification.>®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes North Dakota provides an exemption for entities that maintain their own breach notification
procedures as part of an information security policy, provided the procedures are consistent with the
timing requirements of the statute.*’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes North Dakota provides a comprehensive encryption safe harbor and also a safe harbor for data
rendered unreadable or unusable by any method or technology, both independent of federal compliance
requirements.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes North Dakota provides enforcement through the Attorney General with all powers and remedies
under Chapter 51-15 (consumer fraud statute), and violations of the breach notification law are deemed
violations of the consumer fraud chapter.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes North Dakota provides a private right of action through incorporation into Chapter 51-15 (consumer
fraud statute), which preserves private claims for relief against persons who engage in unlawful
practices.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages proven, with treble damages and attorney's fees for knowing violations North Dakota
allows recovery of actual damages proven, with discretionary treble damages and mandatory costs,
disbursements, and reasonable attorney's fees when the defendant knowingly committed the violation;
there are no statutory damages without proof of actual harm.¢!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes North Dakota imposes limitations including: (1) the defendant must have 'acquired moneys or
property' by the unlawful practice, which may limit pure breach notification claims; (2) a four-year statute
of limitations from discovery of the violation; and (3) treble damages and fees require proof that
defendant 'knowingly' committed the conduct.5?

Q49. Can Attorney General seek injunctive or other remedies?

Yes North Dakota grants the Attorney General authority to seek all powers and remedies available under
Chapter 51-15, including injunctive relief and other remedies provided for consumer fraud violations.
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Q50. Does the law require credit monitoring or identity-theft protection?

North Dakota

No North Dakota does not require businesses or other entities to provide credit monitoring or identity
theft protection services to individuals affected by a data breach.®*

Endnotes:

1. N.D. Cent. Code § 51-30-01(1)

2. N.D. Cent. Code § 51-30-01(4)

3. N.D. Cent. Code § 51-30-01(4)(a)

4. N.D. Cent. Code § 51-30-01(2), (3), (4)(a)(7)-(8)

5. N.D. Cent. Code § 51-30-01(4)(a)(2)-(3)

6. N.D. Cent. Code § 51-30-01(1); N.D. Cent. Code § 51-30-02
7. N.D. Cent. Code § 51-30-01(1), (4)(a)

8. N.D. Cent. Code § 51-30-01(4)(b)

9. N.D. Cent. Code § 51-30-01(1), (4)(a)

10. N.D. Cent. Code § 51-30-01(1)

11. N.D. Cent. Code § 51-30-02; N.D. Cent. Code § 51-15-01(4)
12. N.D. Cent. Code § 51-30-02; N.D. Cent. Code § 51-15-01(4)
13. N.D. Cent. Code § 51-30-02; N.D. Cent. Code § 51-15-01(4)
14. N.D. Cent. Code § 51-30-02; N.D. Cent. Code § 51-15-01(4)
15. N.D. Cent. Code § 51-30-01(1)

16. N.D. Cent. Code § 51-30-01(4)

17. N.D. Cent. Code § 51-30-01(4)(a)

18. N.D. Cent. Code § 51-30-01(4)(a)(2)-(3)

19. N.D. Cent. Code § 51-30-01(2), (3), (4)(a)(7)-(8)

20. N.D. Cent. Code § 51-30-01(1); N.D. Cent. Code § 51-30-02
21. N.D. Cent. Code § 51-30-01(1), (4)(a)

22. N.D. Cent. Code & 51-30-01(4)(b)

23. N.D. Cent. Code § 51-30-01(1), (4)(a)

24. N.D. Cent. Code § 51-30-01(1)

25. N.D. Cent. Code § 51-30-02; N.D. Cent. Code § 51-15-01(4)
26. N.D. Cent. Code § 51-30-02; N.D. Cent. Code § 51-15-01(4)
27. N.D. Cent. Code § 51-30-02; N.D. Cent. Code § 51-15-01(4)
28. N.D. Cent. Code § 51-30-02; N.D. Cent. Code § 51-15-01(4)
29. N.D. Cent. Code § 51-30-02

30. N.D. Cent. Code § 51-30-02

31. N.D. Cent. Code § 51-30-04; N.D. Cent. Code § 51-30-02
32. N.D. Cent. Code § 51-30-02

33. N.D. Cent. Code § 51-30-02

34. N.D. Cent. Code § 51-30-02

35. N.D. Cent. Code § 51-30-03

36. N.D. Cent. Code § 51-30-05(3)

37. N.D. Cent. Code § 51-30-05(1)

38. N.D. Cent. Code § 51-30-05(2)

39. N.D. Cent. Code § 51-30-05(3)(b)

40. N.D. Cent. Code § 51-30-05(3)(c)
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64.

N.D.
N.D.
N.D.
N.D.
N.D.
N.D.
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N.D.
N.D.
N.D.
N.D.

N.D

N.D

Sources:

Cent.
Cent.

Cent

Cent.
Cent.

Cent

Cent.
Cent.
Cent.
Cent.

Cent

Cent.
Cent.
. Cent.
N.D.
N.D.
N.D.
N.D.
N.D.
N.D.
N.D.

Cent.
Cent.
Cent.
Cent.

Cent

Cent.
Cent.
. Cent.
N.D.
N.D.

Cent.
Cent.

Code § 51-30-05
Code § 51-30-02

. Code § 51-30-02

Code § 51-30-02
Code § 51-30-02

. Code § 51-30-05

Code § 51-30-05
Code § 51-30-05
Code § 51-30-05
Code § 51-30-02

. Code § 51-30-03

Code § 51-30-03

I
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Code § 51-30-02; N.D. Cent. Code § 51-30-03

Code § 51-30-06
Code § 51-30-06
Code § 51-30-06
Code § 51-30-06

Code § 51-30-01(1), (4)(a)
. Code § 51-30-07

Code § 51-30-07; N.D. Cent. Code § 51-15-09

Code § 51-15-09

Code § 51-15-09; N.D. Cent. Code § 51-15-12

Code § 51-30-07

Code § 51-30-02; N.D. Cent. Code § 51-30-05

+ Official code: https://ndlegis.gov/cencode/t51¢30.pdf
+S.L. 2015, ch. 352, § 2 (SB 2214): https://ndlegis.gov/assembly/64-2015/documents/15-8181-

04000.pdf

North Dakota
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Nebraska

Nebraska

Neb. Rev. Stat. §§ 87-801 to 87-808 (Financial Data Protection and Consumer Notification of Data
Security Breach Act of 2006) (amended 2018) [link

Definition of breach:

In Nebraska 'breach of the security of the system' means the unauthorized acquisition of unencrypted
computerized data that compromises the security, confidentiality, or integrity of personal information
maintained by an individual or a commercial entity. Good faith acquisition of personal information by an
employee or agent of an individual or a commercial entity for the purposes of the individual or the
commercial entity is not a breach of the security of the system if the personal information is not used or
subject to further unauthorized disclosure. Acquisition of personal information pursuant to a search
warrant, subpoena, or other court order or pursuant to a subpoena or order of a state agency is not a
breach of the security of the system.!

Definition of personally identifiable information:

In Nebraska 'personal information' means either: (a) a Nebraska resident's first name or first initial and
last name in combination with any one or more of the following data elements that relate to the resident
if either the name or the data elements are not encrypted, redacted, or otherwise altered by any method
or technology in such a manner that the name or data elements are unreadable: (i) social security
number; (ii) motor vehicle operator's license number or state identification card number; (iii) account
number or credit or debit card number, in combination with any required security code, access code, or
password that would permit access to a resident's financial account; (iv) unique electronic identification
number or routing code, in combination with any required security code, access code, or password; or (v)
unique biometric data, such as a fingerprint, voice print, or retina or iris image, or other unique physical
representation; or (b) a user name or email address, in combination with a password or security question
and answer, that would permit access to an online account. Personal information does not include
publicly available information that is lawfully made available to the general public from federal, state, or
local government records.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes3 No* Partial® No®
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Nebraska

De-identified Publicly Encrypted Encrypted
information: available information: information
No’ information: No® when kzy
No* exposed:
Yesl0
Does the law cover:
o . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Nebraska defines a breach as unauthorized acquisition of unencrypted computerized data that
compromises the security, confidentiality, or integrity of personal information, with exceptions for good
faith employee acquisitions and lawful court/agency orders.s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Nebraska requires a name plus data element combination or online account credentials for personal
information, covering SSN, driver's license/state ID, financial account numbers with access codes,
electronic identification numbers, biometric data, and username/email with password combinations.6

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

Yes Nebraska explicitly includes unique biometric data such as fingerprints, voice prints, and retina or iris
images as covered personal information.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Nebraska covers state-issued driver's license numbers and state identification card numbers, but
makes no mention of federal government-issued IDs such as passports.’8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Nebraska does not include medical or health information in its definition of personal information.®®
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Nebraska
Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Nebraska's breach definition applies only to computerized data, excluding paper records from
notification requirements.2

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Nebraska excludes information that has been redacted or otherwise altered to be unreadable from
the definition of personal information, so deidentified information would not trigger notification
requirements.?!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Nebraska explicitly excludes publicly available information lawfully made available from government
records from the definition of personal information.?2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Nebraska's breach definition and personal information definition both exclude encrypted data where
the key was not compromised, providing a safe harbor for properly encrypted information.

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Nebraska explicitly provides that data is not considered encrypted if the decryption key was or is
reasonably believed to have been acquired in the breach, so such compromised encrypted data can
trigger notification requirements.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Nebraska explicitly subjects commercial entities conducting business in Nebraska to notification
requirements, with commercial entity broadly defined to include corporations, partnerships, LLCs, and
other business entities.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Nebraska explicitly includes individuals in addition to commercial entities as subject to notification
requirements.2®

Q13. Are State government agencies subject to notification requirements?

Yes Nebraska's definition of commercial entity explicitly includes government and governmental agencies,
making state government agencies subject to notification requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes Nebraska's definition of commercial entity explicitly includes governmental subdivisions, making local
governments subject to notification requirements.28
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Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Nebraska requires notice 'as soon as possible and without unreasonable delay' following completion
of a reasonable investigation, not immediately upon discovery.??

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Nebraska requires a good faith investigation to determine likelihood that personal information has
been or will be used for an unauthorized purpose before notification is required.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Nebraska permits delays consistent with law enforcement needs, investigation of breach scope, and
restoration of system integrity, with law enforcement able to delay notice if it would impede a criminal
investigation.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Nebraska uses only non-numeric timing language ('as soon as possible and without unreasonable
delay') with no specific numeric day limits.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
As soon as possible and without unreasonable delay Nebraska requires businesses and individuals to

notify affected residents as soon as possible and without unreasonable delay following completion of
investigation.3?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

As soon as possible and without unreasonable delay Nebraska applies the same timing standard to
government agencies as to other commercial entities, requiring notice as soon as possible and without
unreasonable delay.?*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

No timeframe specified Nebraska requires third-party data maintainers to give notice to the owner or
licensee when they become aware of a breach, but does not specify a numeric timeframe for this
notification.3

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Nebraska permits substitute notice when cost exceeds $75,000, affected residents exceed 100,000, or
insufficient contact information exists; small entities with 10 or fewer employees may use substitute
notice when cost exceeds $10,000.3¢
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Q23. Does the law specify mail as a valid notification method?

Yes Nebraska specifies written notice as a valid primary notification method.?”

Q24. Does the law specify email as a valid notification method?

Yes Nebraska permits electronic notice consistent with the federal E-SIGN Act requirements.3?

Q25. Does the law specify website posting as a valid notification method?

Yes Nebraska permits conspicuous website posting as part of substitute notice.3®

Q26. Does the law specify media notification as a valid notification method?

Yes Nebraska requires notice to major statewide media outlets (or local media for small entities) as part
of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Nebraska does not specify what information must be included in breach notifications to individuals.*

Q28. Is notification to the impacted individual required?

Yes Nebraska requires notification to affected Nebraska residents whose personal information was
subject to a breach.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

No Nebraska does not require notification to credit reporting agencies.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Nebraska requires Attorney General notification concurrent with notification to affected residents for
all breaches requiring individual notification.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Nebraska does not require the Attorney General to publish or post received breach notifications.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Nebraska does not require breach notifications to include the specific number of individuals affected.*

Q33. Does the law require a description of how the breach occurred?

No Nebraska does not require notifications to include a description of how the breach occurred.*

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Nebraska does not require notifications to include information about response actions or steps being
taken.#®

Q35. Does the law require notifications to specify types of personal information compromised?

No Nebraska does not require notifications to specify the types of personal information compromised.*°

Q36. Does the law require follow-up notifications if scope changes?
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No Nebraska does not require follow-up notifications if the scope of the breach changes after initial
notification.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Nebraska requires third-party data maintainers to notify only the data owner or licensee, not
individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

No timeframe specified Nebraska requires processors to notify data owners when they become aware of
a breach but does not specify a numeric timeframe.>?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Nebraska's statute is silent on whether processors may notify individuals on behalf of data owners; the
statutory structure assigns notification duty to owners/licensees and requires processors to notify only
the owner/licensee.>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Nebraska provides compliance deemed met for entities subject to HIPAA that follow HIPAA's breach
notification procedures and notify affected residents and the AG.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Nebraska provides compliance deemed met for entities subject to GLBA that follow GLBA's
requirements and notify affected residents and the AG.5°

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Nebraska provides broad compliance for entities regulated by state or federal law that maintain
procedures pursuant to their regulator's requirements, beyond just HIPAA and GLBA.>

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Nebraska provides a safe harbor for entities that maintain their own notice procedures as part of an
information security policy, provided the procedures are consistent with statutory timing requirements
and include notification to affected residents and the AG.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Nebraska provides safe harbors for encryption (breach definition excludes encrypted data where key
was not compromised) and for entities maintaining their own compliant notification procedures.#
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Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Nebraska provides AG enforcement including subpoena power, recovery of direct economic damages
for affected residents, and violations of security practices provisions (§ 87-808) are treated as Consumer
Protection Act violations with civil penalties up to $2,000 per violation.>

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Nebraska explicitly precludes a private cause of action for violations of the security practices provision
(§ 87-808); the breach notification provision (§ 87-803) is silent on private actions and is not incorporated
into the Consumer Protection Act.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Nebraska explicitly precludes private causes of action for security
practices violations and is silent on private actions for notification violations. ¢!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Nebraska does not provide a private right of action for breach notification or security practices
violations.®?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Nebraska grants the AG authority to issue subpoenas, seek direct economic damages for affected
residents, and through the Consumer Protection Act (applicable to § 87-808 violations), seek injunctive
relief and restitution.¢3

Q50. Does the law require credit monitoring or identity-theft protection?

No Nebraska does not require entities to provide credit monitoring or identity theft protection services to
affected individuals.®*

Endnotes:

Neb. Rev. Stat. § 87-802(1)

Neb. Rev. Stat. § 87-802(5)

Neb. Rev. Stat. § 87-802(5)(a)(v)

Neb. Rev. Stat. § 87-802(5)

Neb. Rev. Stat. § 87-802(5)(a)(ii)

Neb. Rev. Stat. § 87-802(1)

Neb. Rev. Stat. §§ 87-802(5)(a), 87-802(6)
Neb. Rev. Stat. § 87-802(5)

. Neb. Rev. Stat. §§ 87-802(1), 87-802(5)(a)
. Neb. Rev. Stat. § 87-802(3)

. Neb. Rev. Stat. § 87-803(1)

. Neb. Rev. Stat. §§ 87-803(1), 87-802(2)

. Neb. Rev. Stat. § 87-802(2)

. Neb. Rev. Stat. § 87-802(2)

. Neb. Rev. Stat. § 87-802(1)
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Nebraska
63. Neb. Rev. Stat. §§ 87-806(1), 59-1608
64. Neb. Rev. Stat. § 87-803

Sources:
+ Official code: https://nebraskalegislature.gov/laws/statutes.php?statute=87-802

+ 2018 Neb. Laws LB 757:
https://nebraskalegislature.gov/bills/view bill.php?DocumentID=33987
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New Hampshire

New Hampshire

N.H. Rev. Stat. Ann. §§ 359-C:19 to 359-C:21 (New Hampshire Right to Privacy Act (Notice of
Security Breach Subdivision)) (amended 2006) [link

Definition of breach:

In New Hampshire 'security breach' means unauthorized acquisition of computerized data that
compromises the security or confidentiality of personal information maintained by a person doing
business in this state. Good faith acquisition of personal information by an employee or agent of a person
for the purposes of the person's business shall not be considered a security breach, provided that the
personal information is not used or subject to further unauthorized disclosure.*

Definition of personally identifiable information:

In New Hampshire 'personal information' means an individual's first name or initial and last name in
combination with any one or more of the following data elements, when either the name or the data
elements are not encrypted: (1) Social security number; (2) Driver's license number or other government
identification number; (3) Account number, credit card number, or debit card number, in combination
with any required security code, access code, or password that would permit access to an individual's
financial account. Personal information does not include information that is lawfully made available to the
general public from federal, state, or local government records.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Yes® No¢
Encrypted
. . Publicly . s )
De-identified . Encrypted information
. . available . .
information: . . information: when key
information: 4
No No? exposed:
No3
Yes?0
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Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

New Hampshire defines a security breach as unauthorized acquisition of computerized data that
compromises security or confidentiality of personal information, with a good faith exception for
employee/agent acquisitions.

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

New Hampshire requires name combined with SSN, driver's license/government ID, or financial account
credentials; it excludes publicly available government records.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No New Hampshire does not include biometric data in its enumerated list of personal information data
elements."’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes New Hampshire covers driver's license numbers and 'other government identification number,' which
broadly encompasses passports and other federal and state government-issued IDs.!8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute’'s definition of covered information?

No New Hampshire does not include medical information, health records, or health insurance information
in its personal information definition.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No New Hampshire applies only to computerized data stored in electronic format; paper records are not
covered.?

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?
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No New Hampshire requires personal information to include name combined with data elements;
deidentified data without name linkage would not meet this definition.

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No New Hampshire explicitly excludes publicly available information from government records from its
personal information definition.2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No New Hampshire provides an encryption safe harbor—encrypted data where the key was not exposed
does not constitute personal information triggering notification requirements.?3

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes New Hampshire requires notification for encrypted data when the encryption key, security code,
access code, or password was also acquired in the breach.

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes New Hampshire applies notification requirements to businesses through its broad 'person' definition
that includes corporations, partnerships, LLCs, and other business entities.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes New Hampshire explicitly includes individuals in its 'person' definition, making natural persons doing
business in the state subject to notification requirements.2¢

Q13. Are State government agencies subject to notification requirements?

Yes New Hampshire explicitly includes state government agencies in its 'person’ definition through
detailed enumeration of state governmental entities.?’

Q14. Are Local governments subject to notification requirements?

Yes New Hampshire explicitly includes local governments through 'political subdivision of the state
language in its person definition.2®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No New Hampshire does not require immediate notification; notification is triggered only after a
determination that misuse has occurred or is reasonably likely, with notification required 'as soon as
possible' thereafter.®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Data Breach Notification Laws Survey 2026: New Hampshire ¢ Privacy Rights Clearinghouse ¢ Page 277



New Hampshire
Yes New Hampshire requires a risk assessment to determine the likelihood of misuse before notification is
required, but notification is also required if a determination cannot be made.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes New Hampshire permits delays if law enforcement, or national/homeland security agencies
determine that notification would impede a criminal investigation or jeopardize national or homeland
security.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No New Hampshire uses only non-numeric timing language ('as soon as possible,' 'as quickly as possible')
and does not specify any numeric day limits.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
As soon as possible New Hampshire requires businesses and persons to notify affected individuals 'as
soon as possible' after determining misuse has occurred or is reasonably likely, with no specific day limit.3
Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

As soon as possible New Hampshire applies the same timing requirements to government agencies as to

other persons—as soon as possible after determination.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately New Hampshire requires third-party processors to notify data owners immediately following
discovery of a breach.*

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes New Hampshire permits substitute notice when cost exceeds $5,000, affected individuals exceed
1,000, or there is insufficient contact information, consisting of email (if available), website posting, and
major statewide media notification.3¢

Q23. Does the law specify mail as a valid notification method?

Yes New Hampshire specifies written notice as a valid primary notification method.3’

Q24. Does the law specify email as a valid notification method?

Yes New Hampshire permits electronic notice as a primary notification method if electronic
communication is the business's primary means of communication with affected individuals.38

Q25. Does the law specify website posting as a valid notification method?

Yes New Hampshire permits website posting as part of substitute notice, but not as a standalone primary
notification method.??

Q26. Does the law specify media notification as a valid notification method?
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Yes New Hampshire requires notification to major statewide media as part of substitute notice.

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes New Hampshire specifies minimum required notification content: general description of incident,
approximate breach date, types of personal information obtained, and telephonic contact information.*
Q28. Is notification to the impacted individual required?

Yes New Hampshire requires notification to affected individuals when misuse has occurred or is
reasonably likely.

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes New Hampshire requires CRA notification when more than 1,000 consumers are being notified, with
GLBA-covered entities exempt from this requirement.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?
Yes New Hampshire requires notification to the primary regulatory authority or Attorney General's office
for all breaches requiring individual notification—no numeric threshold applies.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No New Hampshire's statute does not require the Attorney General or other receiving agency to publish
breach notifications; it explicitly protects individual names and personal information from being required
in the notification.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies New Hampshire requires the approximate number of affected individuals in notifications to the
AG/regulator, but does not require this information in notifications to consumers.*

Q33. Does the law require a description of how the breach occurred?

Yes New Hampshire requires notifications to include a description of the incident in general terms.*’
Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No New Hampshire does not require breach notifications to include information about response actions
or steps being taken to address the breach.*®

Q35. Does the law require notifications to specify types of personal information compromised?

Yes New Hampshire requires breach notifications to specify the type of personal information obtained in
the breach.*®

Q36. Does the law require follow-up notifications if scope changes?

No New Hampshire does not require follow-up notifications if the scope of a breach changes or expands
after initial notification.s°
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Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No New Hampshire requires processors to notify only the data owner or licensee, not affected individuals
directly.5!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately New Hampshire requires processors to notify data owners immediately following discovery
of a breach."?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No New Hampshire's statute is silent on whether processors may provide notification on behalf of data
owners; the notification obligation is placed on the entity that owns or licenses the data.>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No New Hampshire does not explicitly provide a HIPAA exemption, though entities complying with federal
regulator procedures may be deemed in compliance under the general state/federal regulator
exemption.>

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes New Hampshire explicitly exempts GLBA-covered entities from the CRA notification requirement
under § 359-C:20(VI)(a), though this is a partial exemption limited to CRA notification.5s

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes New Hampshire provides a general exemption for entities that maintain breach notification
procedures in compliance with state or federal regulator requirements.¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes New Hampshire permits entities to provide notice pursuant to their own internal notification
procedures maintained as part of an information security policy, treating such compliance as a valid
notification method.5’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes New Hampshire provides safe harbors for encrypted data (data is not considered personal
information triggering notification when properly encrypted) and permits a risk assessment to determine
if notification is required.*®

Enforcement & Remedies (Q45-50)
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Q45. Does the law provide enforcement measures?

Yes New Hampshire provides enforcement through Attorney General authority under the Consumer
Protection Act (up to $10,000 civil penalties per violation) and through a private right of action for injured
persons.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes New Hampshire explicitly provides a private right of action through direct statutory grant, permitting
any person injured by a violation to bring an action for damages and equitable relief.5°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages, plus 2-3x multiplier for willful/knowing violations, plus attorney's fees and costs New
Hampshire requires proof of actual damages for baseline recovery, but provides mandatory 2-3x
multiplier for willful or knowing violations, plus mandatory attorney's fees and costs for prevailing
plaintiffs; no statutory minimum damages are available without proof of actual harm.!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

No New Hampshire imposes no significant limitations on the private right of action; waivers are void and
unenforceable, injunctive relief is available without bond, and the burden of proof shifts to defendants to
demonstrate compliance.®?

Q49. Can Attorney General seek injunctive or other remedies?

Yes New Hampshire grants the Attorney General broad enforcement authority including injunctive relief,
restitution, and civil penalties up to $10,000 per violation.¢3

Q50. Does the law require credit monitoring or identity-theft protection?

No New Hampshire does not require entities to provide credit monitoring or identity theft protection
services to affected individuals.5
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New Hampshire
64. N.H. Rev. Stat. Ann. § 359-C:20

Sources:

« Official code: https://gc.nh.gov/rsa/html/LI1/359-C/359-C-mrg.htm
+ Chapter 242, Laws 2006 (HB 1660): https://gc.nh.gov/legislation/2006/HB1660.html
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New Jersey

New Jersey

N.J. Stat. Ann. §§ 56:8-161 to 56:8-166 (Identity Theft Prevention Act (Data Breach Notification
Provisions)) (amended 2019) [link

Definition of breach:

In New Jersey 'breach of security' means unauthorized access to electronic files, media or data containing
personal information that compromises the security, confidentiality or integrity of personal information
when access to the personal information has not been secured by encryption or by any other method or
technology that renders the personal information unreadable or unusable. Good faith acquisition of
personal information by an employee or agent of the business for a legitimate business purpose is not a
breach of security, provided that the personal information is not used for a purpose unrelated to the
business or subject to further unauthorized disclosure.!

Definition of personally identifiable information:

In New Jersey 'personal information' means an individual's first name or first initial and last name linked
with any one or more of the following data elements: (1) Social Security number; (2) driver's license
number or State identification card number; (3) account number or credit or debit card number, in
combination with any required security code, access code, or password that would permit access to an
individual's financial account; or (4) user name, email address, or any other account holder identifying
information, in combination with any password or security question and answer that would permit access
to an online account. Dissociated data that, if linked, would constitute personal information is personal
information if the means to link the dissociated data were accessed in connection with access to the
dissociated data. Personal information does not include publicly available information that is lawfully
made available to the general public from federal, state or local government records, or widely
distributed media.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® No¢
. . Publicly
I.De-ldentl.fled available . Encrypt.ed Encrypted
information: nformation: information: information
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New Jersey
No’ No2 No°® when key
exposed:

Yesl0

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

New Jersey defines a breach as unauthorized access to electronic files, media, or data containing personal
information that compromises security, confidentiality, or integrity, with encryption serving as a safe
harbor and a good faith exception for employee/agent acquisitions.1s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

New Jersey requires name combined with SSN, driver's license/state ID, financial account credentials, or
online account credentials; it includes dissociated data when linking means are also accessed and
excludes publicly available information.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No New Jersey does not include biometric data in its enumerated list of personal information data
elements.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial New Jersey covers driver's license numbers and state identification card numbers, but does not
include passports or other federal government-issued identification.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No New Jersey does not include medical information, health records, or health insurance information in
its personal information definition.?

Data Breach Notification Laws Survey 2026: New Jersey ¢ Privacy Rights Clearinghouse ¢ Page 285



New Jersey
Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No New Jersey applies only to electronic files, media, data, and computerized records; paper records are
not covered.?

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No New Jersey requires personal information to include name linked to data elements; deidentified data
without name linkage would not meet this definition.?*

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No New Jersey explicitly excludes publicly available information from government records and widely
distributed media from its personal information definition.?2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No New Jersey provides an encryption safe harbor—encrypted data where access has not been
compromised does not constitute a breach triggering notification requirements.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes New Jersey's safe harbor requires that the personal information be 'secured by encryption'; if the
encryption key or access has been compromised such that the data is no longer secured, notification
would be required.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes New Jersey broadly applies notification requirements to businesses, defined to include sole
proprietorships, partnerships, corporations, associations, and other entities including financial
institutions.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes New Jersey applies notification requirements to individuals through the 'sole proprietorship' and
'other entity' components of the business definition.2¢

Q13. Are State government agencies subject to notification requirements?

Yes New Jersey explicitly includes state government entities in its public entity definition and imposes
notification requirements on public entities.?’

Q14. Are Local governments subject to notification requirements?

Yes New Jersey explicitly includes local governments through its public entity definition, which
encompasses counties, municipalities, districts, public authorities, and other political subdivisions.28
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Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No New Jersey does not require immediate notification; notification must be made in the most expedient
time possible and without unreasonable delay, allowing time for law enforcement needs and measures to
determine breach scope.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes New Jersey permits entities to avoid notification if they establish that misuse of the information is not
reasonably possible, requiring documentation of this determination.°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes New Jersey permits delays for law enforcement determinations that notification would impede
investigation, and for measures necessary to determine breach scope and restore system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No New Jersey uses only non-numeric timing language (‘most expedient time possible and without
unreasonable delay') and does not specify any numeric day limits.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expedient time possible and without unreasonable delay New Jersey requires businesses to notify
affected customers in the most expedient time possible and without unreasonable delay, with no specific
day limit.3

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Most expedient time possible and without unreasonable delay New Jersey applies the same timing

requirements to public entities as to businesses—most expedient time possible and without unreasonable
delay.>*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately New Jersey requires third-party processors to notify data owners immediately following
discovery of a breach.*

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes New Jersey permits substitute notice when cost exceeds $250,000, affected persons exceed 500,000,
or there is insufficient contact information, consisting of email (if available), website posting, and major
statewide media notification.3¢

Q23. Does the law specify mail as a valid notification method?
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Yes New Jersey specifies written notice as a valid primary notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes New Jersey permits electronic notice as a primary notification method if it complies with the federal
E-SIGN Act.38

Q25. Does the law specify website posting as a valid notification method?

Yes New Jersey permits website posting as part of substitute notice, but not as a standalone primary
notification method.??

Q26. Does the law specify media notification as a valid notification method?

Yes New Jersey requires notification to major statewide media as part of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No New Jersey's statute does not specify required content for breach notifications; it defines notice
methods but does not enumerate what information must be included.*

Q28. Is notification to the impacted individual required?

Yes New Jersey requires notification to affected New Jersey resident customers whose personal
information was or is reasonably believed to have been accessed.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes New Jersey requires CRA notification when more than 1,000 persons are being notified at one time.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?
Yes New Jersey requires notification to the Division of State Police before disclosing to customers for all
breaches requiring notification—no numeric threshold applies.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No New Jersey's statute does not require the State Police or any other receiving agency to publish breach
notifications.*>

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No New Jersey does not require breach notifications to include the specific number of individuals
affected.?

Q33. Does the law require a description of how the breach occurred?

No New Jersey does not require breach notifications to include a description of how the breach
occurred.?’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No New Jersey does not require breach notifications to include information about response actions or
steps being taken to address the breach.*
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Q35. Does the law require notifications to specify types of personal information compromised?
No New Jersey does not require breach notifications to specify the types of personal information that
were compromised.*?
Q36. Does the law require follow-up notifications if scope changes?

No New Jersey does not require follow-up notifications if the scope of a breach changes or expands after
initial notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No New Jersey requires processors to notify only the data owner, who then notifies affected customers —
processors do not notify individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately New Jersey requires processors to notify data owners immediately following discovery of a
breach.5?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No New Jersey explicitly places the notification obligation on the data owner, not the processor; the
statute is silent on whether processors may provide notification on behalf of owners.=3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No New Jersey does not explicitly provide a HIPAA exemption in its breach notification statute.>

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

No New Jersey does not provide a GLBA exemption; financial institutions are explicitly included in the
business definition and are subject to the notification requirements.=

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
No New Jersey does not provide an exemption for entities complying with other federal breach
notification regulations.>¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes New Jersey provides an exemption for entities that maintain their own notification procedures as part
of an information security policy, provided those procedures are consistent with the statutory
requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?
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Yes New Jersey provides safe harbors for encrypted data (or data rendered unreadable/unusable by other
methods) and permits entities to avoid notification if they establish that misuse is not reasonably
possible.>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes New Jersey provides enforcement through incorporation into the Consumer Fraud Act, making willful,
knowing, or reckless violations unlawful practices subject to treble damages and attorney's fees under the
CFA.59

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes New Jersey provides a private right of action through incorporation into the Consumer Fraud Act;
willful, knowing, or reckless violations are CFA violations, which carry a private right of action under §
56:8-19.50

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Treble damages plus attorney's fees for ascertainable loss New Jersey requires proof of ascertainable
loss but provides mandatory treble damages plus reasonable attorney's fees, filing fees, and costs for
prevailing plaintiffs under the Consumer Fraud Act.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes New Jersey's private right of action has two key limitations: (1) only willful, knowing, or reckless
violations constitute CFA violations subject to private action, and (2) plaintiffs must prove ascertainable
loss under the CFA to recover.®?

Q49. Can Attorney General seek injunctive or other remedies?

Yes New Jersey grants the Attorney General broad enforcement authority under the Consumer Fraud Act,
including investigative powers, rule-making authority, and the ability to bring enforcement actions for CFA
violations.®

Q50. Does the law require credit monitoring or identity-theft protection?

No New Jersey does not require entities to provide credit monitoring or identity theft protection services
to affected individuals.®*

Endnotes:
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New Mexico

New Mexico

N.M. Stat. Ann. §§ 57-12C-1 to 57-12C-12 (Data Breach Notification Act) (amended 2017) [link

Definition of breach:

In New Mexico 'security breach' means the unauthorized acquisition of unencrypted computerized data,
or of encrypted computerized data and the confidential process or key used to decrypt the encrypted
computerized data, that compromises the security, confidentiality or integrity of personal identifying
information maintained by a person. "Security breach" does not include the good-faith acquisition of
personal identifying information by an employee or agent of a person for a legitimate business purpose of
the person; provided that the personal identifying information is not subject to further unauthorized
disclosure.!

Definition of personally identifiable information:

In New Mexico 'personal identifying information' means an individual's first name or first initial and last
name in combination with one or more of the following data elements that relate to the individual, when
the data elements are not protected through encryption or redaction or otherwise rendered unreadable
or unusable: (a) social security number; (b) driver's license number; (c) government-issued identification
number; (d) account number, credit card number or debit card number in combination with any required
security code, access code or password that would permit access to a person's financial account; or (e)
biometric data. Personal identifying information does not mean information that is lawfully obtained from
publicly available sources or from federal, state or local government records lawfully made available to
the general public.2

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? No* Yes® No®
Encrypted
) . Publicly . YP .
De-identified . Encrypted information
] . available . .
information: . . information: when key
information: g
No7 No? exposed:
No8
Yes'0
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New Mexico

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
N013 N014

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

New Mexico defines a security breach as unauthorized acquisition of unencrypted computerized data (or
encrypted data with its decryption key) that compromises the security, confidentiality, or integrity of
personal identifying information, with an exception for good-faith employee acquisitions.*®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

New Mexico requires a name (first name or first initial and last name) in combination with SSN, driver's
license number, government-issued identification number, financial account credentials, or biometric
data, with exclusions for encrypted/redacted data and publicly available information.1¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes New Mexico explicitly includes biometric data as a covered data element in the personal identifying
information definition and provides a separate detailed definition of biometric data covering fingerprints,
voice print, iris/retina patterns, facial characteristics, and hand geometry used for authentication.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes New Mexico covers both driver's license numbers specifically and "government-issued identification
number" generally, which would encompass state IDs, passports, and other government-issued
identification documents.'®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No New Mexico does not include medical or health information in its enumerated list of personal
identifying information data elements; however, entities subject to HIPAA are exempt from the statute
entirely under § 57-12C-8.%°

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?
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No New Mexico applies only to computerized data, explicitly limiting the security breach definition to
"unencrypted computerized data" or "encrypted computerized data," thereby excluding paper records
from notification requirements.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No New Mexico excludes deidentified information through multiple mechanisms: the definition requires a
name-plus-data-element combination, and data elements protected through "redaction or otherwise
rendered unreadable or unusable" are excluded from the definition.!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No New Mexico explicitly excludes publicly available information from the definition of personal
identifying information, including information lawfully obtained from publicly available sources and from
government records made available to the general public.2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No New Mexico provides a clear encryption safe harbor; encrypted data is excluded from the PIl definition
when the encryption protection remains intact, and a security breach of encrypted data requires
acquisition of both the data and the decryption key.??

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes New Mexico explicitly requires notification when encrypted computerized data is acquired along with
the confidential process or key needed to decrypt it, making key exposure a trigger for breach
notification.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes New Mexico applies notification requirements to any "person" that owns or licenses personal
identifying information, and the term "person" as commonly construed includes businesses and other
commercial entities.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes New Mexico applies requirements to any "person" that owns or licenses personal identifying
information; the statute does not define "person" to exclude natural individuals, so individuals who own
or license such data would be subject to notification requirements.2®

Q13. Are State government agencies subject to notification requirements?

No New Mexico explicitly exempts the state government from the Data Breach Notification Act; state
agencies have no notification obligations under this statute.?’

Q14. Are Local governments subject to notification requirements?

Data Breach Notification Laws Survey 2026: New Mexico e Privacy Rights Clearinghouse * Page 295



New Mexico
No New Mexico explicitly exempts political subdivisions (counties, cities, municipalities, and other local
government entities) from the Data Breach Notification Act; local governments have no notification
obligations under this statute.?®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No New Mexico does not require immediate notification; instead, notification must be made in the most
expedient time possible but within a maximum of 45 calendar days following discovery.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes New Mexico permits entities to conduct an appropriate investigation and determine that notification
is not required if the breach does not give rise to a significant risk of identity theft or fraud.

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes New Mexico permits delays when law enforcement determines notification would impede a criminal
investigation, or as necessary to determine breach scope and restore system integrity, security, and
confidentiality.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes New Mexico specifies a 45-calendar-day maximum for notification to individuals following discovery
of the security breach.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

45 calendar days New Mexico requires businesses and persons to notify affected residents in the most
expedient time possible, with an outer limit of 45 calendar days from discovery.3?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

N/A - government agencies exempt New Mexico explicitly exempts state government agencies and
political subdivisions from the Data Breach Notification Act; no notification timeframe applies to
government entities.?*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

45 calendar days New Mexico requires third-party processors (persons who maintain data they do not
own) to notify the data owner/licensee in the most expedient time possible, with a 45-calendar-day
maximum.3®

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?
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Yes New Mexico permits substitute notice when cost exceeds $100,000, affected residents exceed
50,000, or insufficient contact information exists; substitute notice requires email to available addresses,
conspicuous website posting, and written notification to AG and major media.?®
Q23. Does the law specify mail as a valid notification method?

Yes New Mexico explicitly specifies United States mail as a valid primary notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes New Mexico permits electronic notification if the entity primarily communicates with the resident
electronically or if the notice complies with the federal E-SIGN Act (15 U.S.C. § 7001).38

Q25. Does the law specify website posting as a valid notification method?

Yes New Mexico permits website posting as part of substitute notice when the triggering conditions for
substitute notice are met.3°

Q26. Does the law specify media notification as a valid notification method?

Yes New Mexico requires notification to major media outlets in New Mexico as a mandatory component
of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes New Mexico requires detailed notification content including notifying entity contact information,
types of Pll compromised, breach date or date range, general description of the incident, CRA contact
information, advice to review accounts and credit reports, and FCRA rights information.*

Q28. Is notification to the impacted individual required?

Yes New Mexico requires notification to each affected New Mexico resident whose personal identifying
information is reasonably believed to have been subject to a security breach.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes New Mexico requires notification to major nationwide consumer reporting agencies when a breach
affects more than 1,000 New Mexico residents, within 45 calendar days of discovery.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes New Mexico requires Attorney General notification when a breach affects more than 1,000 residents,
including the number of affected residents and a copy of the notification sent, within 45 calendar days of
discovery.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No New Mexico's statute is silent on whether the Attorney General must publish received breach
notifications; no publication requirement exists.*>

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Data Breach Notification Laws Survey 2026: New Mexico e Privacy Rights Clearinghouse e Page 297



New Mexico
Varies New Mexico requires the number of affected residents to be included in AG notifications, but
individual consumer notifications under § 57-12C-7 do not require disclosure of the number affected.¢

Q33. Does the law require a description of how the breach occurred?

Yes New Mexico requires notifications to include a general description of the security breach incident.*
Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No New Mexico's required notification content does not include information about response actions or
steps being taken to address the breach.*

Q35. Does the law require notifications to specify types of personal information compromised?

Yes New Mexico requires notifications to include a list of the types of personal identifying information
reasonably believed to have been compromised, if known.*

Q36. Does the law require follow-up notifications if scope changes?

No New Mexico's statute is silent on follow-up notification requirements if the scope of the breach
changes or additional affected individuals are identified.5°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No New Mexico requires processors (persons who maintain data they do not own or license) to notify
only the data owner or licensee, not directly notify affected individuals.5!

Q38. If processors must notify contracting entity, what is the timeframe?

45 calendar days New Mexico requires processors to notify the data owner/licensee in the most
expedient time possible, with a maximum of 45 calendar days from discovery.>?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No New Mexico's statute places notification responsibility on data owners/licensees under § 57-12C-6(A)
and separately requires processors to notify only the owner/licensee under § 57-12C-6(C); the statute
does not authorize processors to provide notifications on behalf of data owners.53

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes New Mexico explicitly exempts entities subject to HIPAA from the Data Breach Notification Act
requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes New Mexico explicitly exempts entities subject to the Gramm-Leach-Bliley Act from the Data Breach
Notification Act requirements.>>
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Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

No New Mexico's exemptions are limited specifically to GLBA and HIPAA; there is no broader exemption
for entities complying with other federal breach notification regulations.s¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes New Mexico provides a compliance safe harbor for entities that maintain their own notice procedures
as part of an information security policy, provided those procedures are consistent with the statute's
timing requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes New Mexico provides safe harbors for encryption (encrypted data is excluded from the PII definition),
redaction/rendering data unreadable, and a risk assessment safe harbor allowing entities to forego
notification if a breach does not give rise to a significant risk of identity theft or fraud.ss

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes New Mexico provides enforcement through Attorney General actions, with authority to seek
injunctions, actual damages (including consequential financial losses), and civil penalties of up to $25,000
or $10 per failed notification (max $150,000) for knowing or reckless violations.>

Q46. Does the law provide an explicit private right of action for breach notification violations?

No New Mexico does not provide a private right of action for breach notification violations; enforcement
authority is vested exclusively in the Attorney General, who may bring actions on behalf of individuals and
in the name of the state.®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - New Mexico does not provide a private right of action, so private
damages provisions do not apply.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - New Mexico does not provide a private right of action, so private action limitations do not
apply.&2

Q49. Can Attorney General seek injunctive or other remedies?

Yes New Mexico grants the Attorney General authority to seek injunctions, actual damages (including
consequential financial losses), and civil penalties for knowing/reckless violations (525,000 or
$10/instance up to $150,000).53

Q50. Does the law require credit monitoring or identity-theft protection?

No New Mexico does not require entities to provide credit monitoring or identity theft protection
services; notifications must only advise recipients to review their accounts and credit reports and inform
them of their FCRA rights.5*
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§57-12C-2(D)

§57-12C-2(C)

§57-12C-2(A); N.M. Stat. Ann. § 57-12C-2(C)(1)(e)
§57-12C-2(C)(1)

§ 57-12C-2(C)(1)(b); N.M. Stat. Ann. § 57-12C-2(C)(1)(c)
§57-12C-2(D)

§57-12C-2(C)(1)

§57-12C-2(C)(2)

§57-12C-2(C)(1); N.M. Stat. Ann. § 57-12C-2(D)
.§57-12C-2(D)

§ 57-12C-6(A); N.M. Stat. Ann. § 57-12C-4
§57-12C-6(A)

§57-12C-12

§57-12C-12

§57-12C-2(D)

§57-12C-2(C)

§57-12C-2(A); N.M. Stat. Ann. § 57-12C-2(C)(1)(e)
§ 57-12C-2(C)(1)(b); N.M. Stat. Ann. § 57-12C-2(C)(1)(c)
§57-12C-2(C)(1)

§57-12C-2(D)

§57-12C-2(C)(1)

§57-12C-2(C)(2)

§57-12C-2(C)(1); N.M. Stat. Ann. § 57-12C-2(D)
§57-12C-2(D)

§57-12C-6(A)

§ 57-12C-6(A); N.M. Stat. Ann. § 57-12C-4
§57-12C-12

§57-12C-12

§57-12C-6(A)

§57-12C-6(B)

§57-12C-9

§57-12C-6(A)

§57-12C-6(A)

§57-12C-12

§57-12C-6(C)

§ 57-12C-6(D)(3); N.M. Stat. Ann. § 57-12C-6(E)
§57-12C-6(D)(1)

§57-12C-6(D)(2)

§57-12C-6(E)(2)

§57-12C-6(E)(3)

§57-12C-7

§57-12C-6(A)

§57-12C-10

§57-12C-10

§57-12C-10
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47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.
N.M.

Sources:

- Official code:

Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.
Stat.

Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.
Ann.

Ann.

§57-12C-7; N.M. Stat. Ann. § 57-12C-10
§57-12C-7(D)

§57-12C-7

§57-12C-7(B)

§§ 57-12C-6, 57-12C-7

§57-12C-6(C)

§57-12C-6(C)

§ 57-12C-6(A); N.M. Stat. Ann. § 57-12C-6(C)
§57-12C-8

§57-12C-8

§57-12C-8

§57-12C-6(F)

§57-12C-2(C)(1); N.M. Stat. Ann. § 57-12C-6(B)
§57-12C-11

§57-12C-11

§57-12C-11

§57-12C-11

§57-12C-11

§57-12C-7

https://nmonesource.com/nmos/nmsa/en/item/4423/index.do#!fragment/zoupio-

Toc140503772
- Laws 2017, ch. 36 (HB 15):
https://www.nmlegis.gov/Sessions/17%?20Regular/final/HB0015.pdf
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Nevada

Nevada

Nev. Rev. Stat. §§ 603A.010 to 603A.290 (Security and Privacy of Personal Information) (amended
2023) [link

Definition of breach:

In Nevada 'breach of the security of the system data' means unauthorized acquisition of computerized
data that materially compromises the security, confidentiality or integrity of personal information
maintained by the data collector. The term does not include the good faith acquisition of personal
information by an employee or agent of the data collector for a legitimate purpose of the data collector,
so long as the personal information is not used for a purpose unrelated to the data collector or subject to
further unauthorized disclosure.!

Definition of personally identifiable information:

In Nevada 'personal information' means a natural person's first name or first initial and last name in
combination with any one or more of the following data elements, when the name and data elements are
not encrypted: (a) Social security number; (b) Driver's license number, driver authorization card number
or identification card number; (c) Account number, credit card number or debit card number, in
combination with any required security code, access code or password that would permit access to the
person's financial account; (d) A medical identification number or a health insurance identification
number; (e) A user name, unique identifier or electronic mail address in combination with a password,
access code or security question and answer that would permit access to an online account. The term
does not include the last four digits of a social security number, driver's license number, driver
authorization card number or identification card number, or publicly available information that is lawfully
made available to the general public from federal, state or local governmental records.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 Yes* Partial® No¢
De-identified Publicly Encrypted Encrypted
information: available information: information
- i when key
information:
No No? exposed:
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‘ Nos3 Yesl0
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Nevada defines a breach as unauthorized acquisition of computerized data that materially compromises
the security, confidentiality, or integrity of personal information, with an exception for good-faith
employee acquisitions used for legitimate purposes.?>

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Nevada requires a name (first name or first initial and last name) in combination with SSN, driver's
license/ID number, financial account credentials, medical/health insurance ID, or online account
credentials, with exclusions for truncated identifiers, encrypted data, and publicly available information.¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Nevada does not include biometric information in its enumerated list of personal information data
elements.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Nevada covers driver's license numbers, driver authorization card numbers, and identification card
numbers (state IDs), but makes no mention of passports or other federal identification documents. 8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes Nevada explicitly includes medical identification numbers and health insurance identification numbers
as covered data elements.'®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?
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No Nevada applies only to computerized data; the breach definition and notification requirement both
explicitly reference "computerized data," excluding paper records.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Nevada requires a name-plus-data-element combination and explicitly excludes truncated identifiers
(last four digits), so deidentified or properly redacted information would not meet the personal
information definition.2*

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Nevada explicitly excludes publicly available information that is lawfully made available to the general
public from government records from the definition of personal information.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Nevada provides an encryption safe harbor; the personal information definition excludes encrypted
data, and the notification requirement applies only to "unencrypted personal information."23

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Nevada's encryption safe harbor applies only when data remains encrypted; if the encryption key is
compromised, the data would effectively be "not encrypted" for purposes of the definition and
notification would be required.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Nevada explicitly includes corporations, financial institutions, retail operators, and "any other type of
business entity or association" in the definition of data collector subject to notification requirements.?°

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Nevada's broad "data collector" definition includes "any other type of...association" that handles
personal information, which could include individuals acting in a business capacity, though the definition
focuses on entities rather than natural persons.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Nevada explicitly includes "any governmental agency" in the definition of data collector, subjecting
state agencies to notification requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes Nevada's definition of data collector includes "any governmental agency" without limitation to state-
level entities, thereby including local governments and political subdivisions.?8

Timing & Triggers (Q15-21)
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Q15. Is notification triggered immediately after the discovery of the breach?
No Nevada does not require immediate notification; instead, disclosure must be made "in the most
expedient time possible and without unreasonable delay" following discovery, allowing for law
enforcement needs and breach investigation.2°

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

No Nevada requires notification whenever unencrypted personal information was or is reasonably
believed to have been acquired by an unauthorized person, with no risk-of-harm threshold or risk
assessment provision.*°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Nevada permits delays consistent with law enforcement needs and for measures necessary to
determine breach scope and restore system integrity; law enforcement may delay notification if it would
impede a criminal investigation.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Nevada uses non-numeric timing language ("most expedient time possible and without unreasonable
delay") and does not specify a numeric day limit for breach notification.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
Most expedient time possible and without unreasonable delay Nevada requires businesses (data
collectors) to notify affected individuals in the most expedient time possible and without unreasonable
delay following discovery.3

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Most expedient time possible and without unreasonable delay Nevada applies the same timing
requirement to government agencies as to other data collectors; government agencies must notify in the
most expedient time possible and without unreasonable delay.**

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Nevada requires third-party processors (data collectors that maintain data they do not own)
to notify the data owner or licensee "immediately following discovery" of a breach.*

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Nevada permits substitute notice when cost exceeds $250,000, affected individuals exceed 500,000,
or insufficient contact information exists; substitute notice requires email to available addresses,
conspicuous website posting, and notification to major statewide media.3¢
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Q23. Does the law specify mail as a valid notification method?

Yes Nevada explicitly specifies written notification as a valid primary notification method.3”

Q24. Does the law specify email as a valid notification method?

Yes Nevada permits electronic notification as a primary notification method if it complies with the federal
E-SIGN Act requirements.38

Q25. Does the law specify website posting as a valid notification method?

Yes Nevada permits website posting as a required component of substitute notice when the triggering
conditions are met.3°

Q26. Does the law specify media notification as a valid notification method?

Yes Nevada requires notification to major statewide media as a mandatory component of substitute
notice.*

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Nevada's statute does not specify what content must be included in breach notifications to affected
individuals; the statute addresses notification timing and methods but is silent on required content.*

Q28. Is notification to the impacted individual required?

Yes Nevada requires notification to any Nevada resident whose unencrypted personal information was or
is reasonably believed to have been acquired by an unauthorized person.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Nevada requires notification to nationwide consumer reporting agencies when notification is required
to more than 1,000 persons, including the timing and content of the notification sent to individuals.*
Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

No Nevada's breach notification statute does not require notification to the Attorney General or any state
agency; notification requirements are limited to affected individuals, data owners, and consumer
reporting agencies (for large breaches).*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Nevada does not require Attorney General notification, so there is no publication requirement for
received breach notifications.*>

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Nevada's statute does not specify notification content requirements and does not require notifications
to include the number of individuals affected.*¢

Q33. Does the law require a description of how the breach occurred?

No Nevada does not require notifications to include a description of how the breach occurred; the statute
is silent on notification content requirements.*’

Data Breach Notification Laws Survey 2026: Nevada e Privacy Rights Clearinghouse ¢ Page 306



Nevada
Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Nevada does not require notifications to include information about response actions or steps being
taken to address the breach.*

Q35. Does the law require notifications to specify types of personal information compromised?

No Nevada does not require notifications to specify the types of personal information compromised in the
breach.*

Q36. Does the law require follow-up notifications if scope changes?

No Nevada's statute is silent on follow-up notification requirements if the scope of the breach changes or
additional affected individuals are identified.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Nevada requires processors (data collectors that maintain data they do not own) to notify only the
data owner or licensee, not to directly notify affected individuals.5!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Nevada requires processors to notify the data owner or licensee "immediately following
discovery" of a breach.5?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Nevada's statute places notification responsibility on data owners/licensees under § 603A.220(1) and
separately requires processors to notify only the owner/licensee under § 603A.220(2); the statute does
not authorize processors to provide notifications on behalf of data owners.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Nevada does not explicitly provide a HIPAA exemption; only GLBA and own-procedures exemptions
are provided under § 603A.220(5).5

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Nevada explicitly provides deemed-compliance for entities subject to and complying with the Gramm-
Leach-Bliley Act's privacy and security provisions.>®

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

No Nevada's exemptions are limited to GLBA and own-procedures exemptions; there is no broader
exemption for entities complying with other federal breach notification regulations.s¢
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Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?
Yes Nevada provides deemed-compliance for entities that maintain their own notification policies and
procedures as part of an information security policy, provided those procedures are consistent with the
statute's timing requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Nevada provides safe harbors for encryption (encrypted data is excluded from the PIlI definition and
notification requirement), PCI DSS compliance (entities complying with encryption/security requirements
under § 603A.215 are not liable for breach damages absent gross negligence or intentional misconduct).>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Nevada provides enforcement through incorporation into the Deceptive Trade Practices Act (NRS
598), which enables AG enforcement, civil penalties, and private rights of action, plus direct injunctive
authority for the AG or district attorneys under § 603A.290.5°

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Nevada provides a private right of action through incorporation into the Deceptive Trade Practices
Act; elderly persons and persons with disabilities have explicit private action rights under NRS 598.0977,
and courts may order restitution to any injured person under NRS 598.0993.¢°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual dam... Nevada's DTPA provides actual damages, punitive damages (if appropriate), and mandatory
attorney's fees for elderly persons and persons with disabilities; for other injured persons, courts may
order restitution of money or property acquired through the deceptive trade practice.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Nevada's DTPA private right of action has significant limitations: the explicit private damages action
under NRS 598.0977 is limited to elderly persons and persons with disabilities; other injured persons may
only obtain restitution after a final determination that a deceptive trade practice occurred, typically
through AG enforcement actions.5?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Nevada grants the Attorney General (and district attorneys) broad authority to seek injunctive relief
directly under § 603A.290, plus through DTPA incorporation: restraining orders, injunctions, civil
penalties, disgorgement, restitution, and damages as parens patriae.®?

Q50. Does the law require credit monitoring or identity-theft protection?

No Nevada does not require entities to provide credit monitoring or identity theft protection services
following a breach; the statute focuses on notification requirements without mandating remediation
services.®
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Endnotes:

1. Nev. Rev. Stat. § 603A.020

Nev. Rev. Stat. § 603A.040

Rev. Stat. § 603A.040(1)

Rev. Stat. § 603A.040(1)(d)

Rev. Stat. § 603A.040(1)(b)

Rev. Stat. § 603A.020; Nev. Rev. Stat. § 603A.220(1)
Rev. Stat. § 603A.040

Rev. Stat. § 603A.040(2)

Rev. Stat. § 603A.040(1); Nev. Rev. Stat. § 603A.220(1)
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Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.

Rev.

Stat. § 603A.040(1)

Stat. § 603A.030

Stat. § 603A.030

Stat. § 603A.030

Stat. § 603A.030

Stat. § 603A.020

Stat. § 603A.040

Stat. § 603A.040(1)

Stat. § 603A.040(1)(b)

Stat. § 603A.040(1)(d)

Stat. § 603A.020; Nev. Rev. Stat. § 603A.220(1)
Stat. § 603A.040

Stat. § 603A.040(2)

Stat. § 603A.040(1); Nev. Rev. Stat. § 603A.220(1)
Stat. § 603A.040(1)

Stat. § 603A.030

Stat. § 603A.030

Stat. § 603A.030

Stat. § 603A.030

Stat. § 603A.220(1)

Stat. § 603A.220(1)

Stat. § 603A.220(1); Nev. Rev. Stat. § 603A.220(3)
Stat. § 603A.220(1)

Stat. § 603A.220(1)

Stat. § 603A.030; Nev. Rev. Stat. § 603A.220(1)
Stat. § 603A.220(2)

Stat. § 603A.220(4)(c)

Stat. § 603A.220(4)(a)

Stat. § 603A.220(4)(b)

Stat. § 603A.220(4)(c)(2)

Stat. § 603A.220(4)(c)(3)

Stat. § 603A.220

Stat. § 603A.220(1)

Stat. § 603A.220(6)

Stat. § 603A.220

Stat. § 603A.220
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47.
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49.
50.
51.
52.
53.
54.
55.
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60.
61.
62.
63.
64.

Nev.
Nev.
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Nev.
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Nev.
Nev.
Nev.
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Nev.
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Nev.
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Nev.
Nev.
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Sources:

Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.
Rev.

Rev.
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Stat. § 603A.220

Stat. § 603A.220

Stat. § 603A.220

Stat. § 603A.220

Stat. § 603A.220

Stat. § 603A.220(2)

Stat. § 603A.220(2)

Stat. § 603A.220(1); Nev. Rev. Stat. § 603A.220(2)

Stat. § 603A.220(5)

Stat. § 603A.220(5)(b)

Stat. § 603A.220(5)

Stat. § 603A.220(5)(a)

Stat. § 603A.040(1); Nev. Rev. Stat. § 603A.220(1); Nev. Rev. Stat. § 603A.215(3)
Stat. § 603A.260; Nev. Rev. Stat. § 603A.290

Stat. § 603A.260; Nev. Rev. Stat. § 598.0977; Nev. Rev. Stat. § 598.0993
Stat. § 598.0977; Nev. Rev. Stat. § 598.0993

Stat. § 598.0977; Nev. Rev. Stat. § 598.0993

Stat. § 603A.290; Nev. Rev. Stat. § 598.0963(3)

Stat. § 603A.220

+ Official code: https://www.leg.state.nv.us/nrs/nrs-603a.html
+ 2023 Nev. Laws ch. 527 (SB 355):
https://www.leg.state.nv.us/App/NELIS/REL/82nd2023/Bill/10289/Text
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New York

New York

N.Y. Gen. Bus. Law §§ 899-aa to 899-bb (Notification of Unauthorized Acquisition of Private
Information; Data Security Protections (SHIELD Act)) (amended 2025) [link

Definition of breach:

In New York 'breach of the security of the system' means unauthorized access to or acquisition of, or
access to or acquisition without valid authorization, of computerized data that compromises the security,
confidentiality, or integrity of private information maintained by a business. Good faith access to, or
acquisition of, private information by an employee or agent of the business for the purposes of the
business is not a breach of the security of the system, provided that the private information is not used or
subject to unauthorized disclosure.?

Definition of personally identifiable information:

In New York 'private information' means either: (i) personal information consisting of any information in
combination with any one or more of the following data elements, when either the data element or the
combination of personal information plus the data element is not encrypted, or is encrypted with an
encryption key that has also been accessed or acquired: (1) social security number; (2) driver's license
number or non-driver identification card number; (3) account number, credit or debit card number, in
combination with any required security code, access code, password or other information that would
permit access to an individual's financial account; (4) account number, credit or debit card number, if
circumstances exist wherein such number could be used to access an individual's financial account
without additional identifying information, security code, access code, or password; or (5) biometric
information; or (6) medical information; or (7) health insurance information; or (ii) a user name or e-mail
address in combination with a password or security question and answer that would permit access to an
online account. "Private information" does not include publicly available information which is lawfully
made available to the general public from federal, state, or local government records.2

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Partial® No®
De-identified Encrypted Encrypted
information: information: information
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New York

No’ Publicly No°® when key
available exposed:
information: Yest0
No3

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes!

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

New York defines a breach as unauthorized access to or acquisition of computerized data that
compromises the security, confidentiality, or integrity of private information, with an exception for good-
faith employee/agent access for business purposes (provided data is not misused or disclosed).’s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

New York uses a two-tier structure: "personal information" (any identifier for a natural person) combined
with enumerated data elements (SSN, driver's license, financial accounts, biometrics, medical/health
insurance information) constitutes "private information," which triggers notification; alternatively, online
credentials (username/email plus password/security question) trigger notification independently.¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes New York explicitly includes biometric information as a covered data element, defining it as data
generated by electronic measurements of unique physical characteristics used to authenticate or
ascertain identity, including fingerprints, voice prints, retina/iris images, and other unique physical
representations.’’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial New York covers driver's license numbers and non-driver identification card numbers (state-issued
IDs), but makes no mention of passports or other federal identification documents. 8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute’'s definition of covered information?
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Yes New York explicitly includes both medical information (medical history, mental/physical condition,
treatment/diagnosis) and health insurance information (policy numbers, subscriber IDs, claims history) as
separate covered data elements.??

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No New York's breach definition applies only to "computerized data," explicitly excluding paper records
from notification requirements.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No New York requires "personal information" (an identifier that can be used to identify a natural person)
in combination with data elements; deidentified information that cannot be used to identify a specific
person would not meet the definition.!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No New York explicitly excludes publicly available information that is lawfully made available from
government records from the definition of private information.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No New York provides an encryption safe harbor; data that is encrypted (and the encryption key was not
also accessed or acquired) does not meet the definition of private information and does not trigger
notification requirements.

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes New York explicitly requires notification when encrypted data is compromised along with the
encryption key that was also accessed or acquired.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes New York explicitly includes businesses in the notification requirement; any "person or business" that
owns or licenses computerized data with private information must provide notification.

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes New York applies notification requirements to any "person" that owns or licenses computerized data
containing private information, which includes individuals.2®

Q13. Are State government agencies subject to notification requirements?

Yes New York's statute applies to "any person or business" without excluding government agencies; the
statute also contemplates that state agencies (department of state, division of state police, department of
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financial services) receive breach notifications, implying government entities are covered by the
notification requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes New York's statute applies to "any person or business" without excluding local governments; the
preemption clause in subdivision 10 indicates that local governments are subject to state law
requirements and cannot impose additional requirements.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No New York does not require immediate notification; disclosure must be made in the most expedient
time possible and without unreasonable delay, with a maximum deadline of 30 days after discovery.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes New York permits entities to forego notification for inadvertent disclosures by authorized persons if
they reasonably determine the exposure will not likely result in misuse, financial harm, or emotional harm
(for online credentials); such determinations must be documented and maintained for five years.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes New York permits delay only when a law enforcement agency determines that notification would
impede a criminal investigation; notification must be made after law enforcement determines it will not
compromise the investigation.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes New York specifies a 30-day maximum for all notification types: individual notification within 30 days
after discovery, and processor-to-owner notification within 30 days following discovery.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
30 days New York requires businesses and persons to notify affected individuals in the most expedient
time possible, with a maximum deadline of 30 days after breach discovery.

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

30 days New York applies the same 30-day maximum to all covered entities including government
agencies; the statute does not differentiate timing requirements by entity type.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

30 days New York requires processors to notify data owners/licensees "immediately" following discovery,
but with an outer limit of 30 days following discovery.*s

Notification Methods (Q22-26)
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Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes New York permits substitute notice when cost exceeds $250,000, affected individuals exceed 500,000,
or insufficient contact information exists; substitute notice requires email, website posting, and
notification to major statewide media; for online credential breaches, special online notice requirements
apply.3®

Q23. Does the law specify mail as a valid notification method?

Yes New York explicitly specifies written notice as a valid primary notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes New York permits electronic notice if the recipient has expressly consented to electronic notice and a
log is maintained; businesses cannot require electronic consent as a condition of doing business.3?

Q25. Does the law specify website posting as a valid notification method?

Yes New York permits website posting as a required component of substitute notice when triggering
conditions are met.*°

Q26. Does the law specify media notification as a valid notification method?

Yes New York requires notification to major statewide media as a mandatory component of substitute
notice.*

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes New York requires notifications to include contact information for the notifying entity, telephone
numbers and websites of relevant state and federal agencies for breach response and identity theft
information, and a description of the categories of information compromised (specifying which elements
of personal/private information).*

Q28. Is notification to the impacted individual required?

Yes New York requires notification to any New York resident whose private information was or is
reasonably believed to have been accessed or acquired without valid authorization.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes New York requires notification to consumer reporting agencies when more than 5,000 New York
residents are to be notified at one time, including timing, content, distribution, and approximate number
affected.”

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes New York requires notification to the Attorney General, Department of State, Division of State Police,
and (for covered financial entities) Department of Financial Services for any breach affecting New York
residents, including timing, content, distribution, approximate number affected, and a copy of the notice
template.*
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Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No New York's statute is silent on whether the Attorney General or other receiving agencies must publish
received breach notifications; no publication requirement exists.*s

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies New York requires the approximate number of affected persons in AG/state agency notifications
under § 899-aa(8)(a), but individual consumer notifications under § 899-aa(7) do not require disclosure of
the number affected.*

Q33. Does the law require a description of how the breach occurred?

No New York does not require notifications to include a description of how the breach occurred; required
content focuses on contact information, agency resources, and categories of compromised data.#’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No New York does not require notifications to include information about response actions or steps being
taken to address the breach.*

Q35. Does the law require notifications to specify types of personal information compromised?

Yes New York requires notifications to include a description of the categories of compromised
information, specifically including which elements of personal and private information were accessed or
acquired.®

Q36. Does the law require follow-up notifications if scope changes?

No New York's statute is silent on follow-up notification requirements if the scope of the breach changes
or additional affected individuals are identified.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No New York requires processors (those who maintain data they do not own) to notify only the data
owner or licensee, not directly notify affected individuals.5*

Q38. If processors must notify contracting entity, what is the timeframe?

30 days New York requires processors to notify data owners/licensees "immediately" following discovery,
with an outer limit of 30 days from discovery.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No New York's statute places notification responsibility on data owners/licensees under § 899-aa(2) and
separately requires processors to notify only the owner/licensee under § 899-aa(3); the statute does not
authorize processors to provide notifications on behalf of data owners.5?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?
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Yes New York explicitly provides deemed-compliance for entities complying with HIPAA breach
notification requirements (45 C.F.R. parts 160 and 164) and HITECH; however, AG/state agency
notification is still required even if HIPAA notification suffices for affected individuals.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes New York explicitly provides deemed-compliance for entities complying with GLBA breach notification
requirements; however, AG/state agency notification is still required even if GLBA notification suffices for
affected individuals.5>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes New York provides deemed-compliance for entities complying with other federal or state data
security regulations, including DFS cybersecurity regulations (23 NYCRR 500) and any other applicable
federal or state agency regulations.5¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No New York does not provide an exemption for entities with their own equivalent internal notification
procedures; exemptions are limited to compliance with specified federal and state regulatory regimes.>”

Q44. Does the law provide safe harbors beyond federal compliance?

Yes New York provides safe harbors for encryption (encrypted data without key exposure is excluded
from private information definition) and for inadvertent disclosures by authorized persons where the
entity reasonably determines no harm will result (documented determination required).58

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes New York provides AG enforcement through injunctions, actual damages for affected persons, and
civil penalties up to $5,000 or $20 per failed notification (max $250,000) for knowing/reckless violations;
data security violations are treated as GBL § 349 violations with AG enforcement powers.*

Q46. Does the law provide an explicit private right of action for breach notification violations?

No New York explicitly precludes private right of action for data security violations under § 899-bb(2)(e);
for breach notification violations under § 899-aa, the statute contains only a savings clause and grants
enforcement authority exclusively to the Attorney General, not creating a private right of action.5®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - New York explicitly precludes private right of action under § 899-bb
and does not create one under § 899-aa; damages are available only through AG enforcement actions.¢!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?
N/A N/A - New York does not provide a private right of action, so limitations on private actions do not
apply.©?
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Q49. Can Attorney General seek injunctive or other remedies?

Yes New York grants the Attorney General broad authority to seek injunctions (including preliminary
relief), actual damages (including consequential financial losses) for affected persons who did not receive
notification, and civil penalties of $5,000 or $20 per failed notification (max $250,000) for
knowing/reckless violations.¢?

Q50. Does the law require credit monitoring or identity-theft protection?

No New York does not require entities to provide credit monitoring or identity theft protection services;
notifications must only include contact information for agencies that provide breach response and
identity theft prevention information.®
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Ohio

This state has 2 separate breach notification statutes:

* Private Sector: Ohio Rev. Code § 1349.19 (Consumer Protection - Private Disclosure of
Security Breach) (amended 2006) [link

* Government Agencies: Ohio Rev. Code §§ 1347.12, 9.64 (Agency Disclosure of Security
Breach / Political Subdivision Cybersecurity) (amended 2025) [link

Definition of breach:

In Ohio 'breach of the security of the system' means unauthorized access to and acquisition of
computerized data that compromises the security or confidentiality of personal information owned or
licensed by a person and that causes, reasonably is believed to have caused, or reasonably is believed will
cause a material risk of identity theft or other fraud to the person or property of a resident of this state.
Good faith acquisition by an employee or agent for the purposes of the person is not a breach if not used
unlawfully or subject to further unauthorized disclosure. Acquisition pursuant to a search warrant,
subpoena, or other court order is also not a breach.*

Definition of personally identifiable information:

In Ohio 'personal information' means an individual's name, consisting of the individual's first name or first
initial and last name, in combination with and linked to any one or more of the following data elements,
when the data elements are not encrypted, redacted, or altered by any method or technology in such a
manner that the data elements are unreadable: (i) Social security number; (ii) Driver's license number or
state identification card number; (iii) Account number or credit or debit card number, in combination with
and linked to any required security code, access code, or password that would permit access to an
individual's financial account. Personal information does not include publicly available information
lawfully made available from government records or widely distributed media.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® No¢
De-identified Encrypted Encrypted
information: information: information
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Ohio

No’ Publicly No°® when key
available exposed:
information: Yest0
No3

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes!

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Ohio defines a breach as unauthorized access to and acquisition of computerized data that compromises
security or confidentiality and causes or is reasonably believed to cause a material risk of identity theft or
other fraud, with exceptions for good faith employee acquisitions and lawful process.*s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Ohio requires the combination of an individual's name (first name/initial and last name) with SSN, driver's
license/state ID number, or financial account number with access credentials, when data elements are not
encrypted, redacted, or otherwise unreadable.’®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Ohio does not include biometric information in its enumerated list of personal information data
elements that trigger breach notification requirements.*’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Ohio covers driver's license numbers and state identification card numbers but makes no mention
of passports or other federal government-issued identification numbers.18

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Ohio does not include medical information or health insurance information in its enumerated list of
personal information data elements that trigger breach notification requirements.®
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Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Ohio's breach notification law applies only to computerized data and records stored in electronic
medium, explicitly excluding paper records from coverage.?°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Ohio excludes redacted or altered data from the definition of personal information, and the name-
plus-data-element structure means deidentified information lacking the name linkage would not trigger
notification requirements.!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Ohio explicitly excludes publicly available information from government records and widely distributed
media from the definition of personal information.?2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Ohio provides an encryption safe harbor, excluding properly encrypted data from the definition of
personal information when the encryption renders the data unreadable.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Ohio's encryption safe harbor applies only when data is rendered unreadable; if the encryption key is
compromised, the data would no longer have a 'low probability of assigning meaning' and would be
considered readable, triggering notification requirements.

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Ohio explicitly subjects business entities, defined to include sole proprietorships, partnerships,
corporations, associations, and other groups whether for-profit or non-profit, to breach notification
requirements.?®

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Ohio applies notification requirements to 'any person' that owns or licenses computerized data
containing personal information, with 'person' having the broad meaning under Ohio Rev. Code § 1.59
(which includes natural persons, corporations, and other entities).2

Q13. Are State government agencies subject to notification requirements?

Yes Ohio has a separate statute (§ 1347.12) that explicitly applies breach notification requirements to
state agencies, with an exception for HIPAA-covered entities.?”

Q14. Are Local governments subject to notification requirements?
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Yes Ohio's government breach notification statute (§ 1347.12) explicitly applies to agencies of political
subdivisions, which include local government entities, with an exception for HIPAA-covered entities.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Ohio requires notification 'in the most expedient time possible' but provides a maximum 45-day
deadline, not immediate notification.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Ohio requires a risk assessment determining that a breach causes or is reasonably believed will cause
a 'material risk of identity theft or other fraud' before notification is required.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Ohio permits delays for law enforcement determination that notification would impede investigation
or jeopardize homeland/national security, as well as for investigation of breach scope and restoration of
system integrity.>!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Ohio specifies a 45-day maximum deadline for both private entities under § 1349.19 and government
agencies under § 1347.12.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

45 days Ohio requires businesses and persons to notify affected individuals in the most expedient time
possible but within 45 days of discovery.3

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?
45 days Ohio requires state agencies and agencies of political subdivisions to notify affected individuals in

the most expedient time possible but within 45 days of discovery.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Expeditious manner Ohio requires third-party processors to notify data owners 'in an expeditious
manner' without specifying a numeric day limit.3>

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Ohio permits substitute notice when (1) insufficient contact information exists, (2) cost exceeds
$250,000, or (3) more than 500,000 persons are affected; small businesses with 10 or fewer employees
qualify when cost exceeds $10,000.3¢
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Q23. Does the law specify mail as a valid notification method?

Yes Ohio specifies written notice as a valid notification method, which encompasses mail delivery.3’

Q24. Does the law specify email as a valid notification method?

Yes Ohio permits electronic notice as a notification method when electronic means is the entity's primary
method of communication with the affected individual.3®

Q25. Does the law specify website posting as a valid notification method?

Yes Ohio permits website posting as part of substitute notice when qualifying conditions are met.**

Q26. Does the law specify media notification as a valid notification method?

Yes Ohio requires media notification as part of substitute notice, with a requirement to reach at least 75%
of the state's population for standard substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Ohio does not specify what information about the breach incident must be included in notifications to
affected individuals; content requirements exist only for CRA notifications.*

Q28. Is notification to the impacted individual required?

Yes Ohio requires notification to any Ohio resident whose personal information was or is reasonably
believed to have been accessed and acquired in a qualifying breach.?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Ohio requires notification to nationwide consumer reporting agencies when a breach affects more
than 1,000 Ohio residents.*?
Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

No Ohio does not require entities to notify the Attorney General or any state agency of data breaches; the
AG has enforcement authority but is not a mandated recipient of breach notifications.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Ohio does not require AG notification for breaches and therefore has no corresponding requirement
for the AG to publish received notifications.
Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Ohio does not require breach notifications to include the specific number of individuals affected.*¢

Q33. Does the law require a description of how the breach occurred?

No Ohio does not require notifications to include a description of how the breach occurred.*”

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Ohio does not require notifications to include information about response actions or steps being taken
to address the breach.*®
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Q35. Does the law require notifications to specify types of personal information compromised?

No Ohio does not require notifications to specify the types of personal information that were
compromised in the breach.*®

Q36. Does the law require follow-up notifications if scope changes?

No Ohio does not require follow-up notifications if the scope or details of a breach change after initial
notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Ohio requires third-party processors to notify only the data owner/contracting entity, not directly
notify affected individuals.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Expeditious manner Ohio requires processors to notify data owners 'in an expeditious manner' without
specifying a numeric day limit.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

Yes Ohio permits notification to be made pursuant to contractual provisions, which allows processors to
provide breach notifications on behalf of the data owner through contractual agreement.*?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Ohio explicitly exempts HIPAA-covered entities (as defined in 45 C.F.R. 160.103) from the state breach
notification requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Ohio explicitly exempts financial institutions, trust companies, and credit unions (and their affiliates)
that are required by federal law to notify customers of breaches and are subject to examination by their
functional regulatory agency, which encompasses GLBA-covered entities.>>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Ohio provides a broad exemption for entities required by federal law (including federal statutes,
regulations, regulatory guidance, or other regulatory action) to notify customers of information security
breaches, extending beyond just GLBA to other federal breach notification regulations applicable to
financial institutions.>®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?
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No Ohio does not provide an exemption for entities that maintain their own breach notification
procedures, even if those procedures are equivalent to or greater than the statute's requirements.5’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Ohio provides safe harbors for encryption and redaction—when personal information data elements
are encrypted, redacted, or altered to be unreadable, they do not constitute 'personal information' under
the statute and no notification is required.5®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Ohio provides enforcement through the Attorney General, who may investigate and bring civil actions
for violations under sections 1349.191 and 1349.192 of the Revised Code.>?

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Ohio does not provide a private right of action for breach notification violations; the statute is silent
on private enforcement and vests enforcement authority exclusively in the Attorney General.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Ohio does not provide a private right of action, so private recovery
of damages is not available.¢!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Ohio does not provide a private right of action, so the question of limitations does not apply.¢?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Ohio grants the Attorney General authority to investigate and bring civil actions for violations under
the state's investigative and enforcement provisions in sections 1349.191 and 1349.192, which provide
remedies including injunctive relief.53

Q50. Does the law require credit monitoring or identity-theft protection?

No Ohio does not require entities to provide credit monitoring or identity theft protection services to
individuals affected by a data breach.5
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Sources:

Private Sector:

+ Official code: https://codes.ohio.gov/ohio-revised-code/section-1349.19
+ SB 126, 126th General Assembly: https://www.legislature.ohio.gov/legislation/126/sb126

Government Agencies:

+ Official code: https://codes.ohio.gov/ohio-revised-code/section-1347.12

+ HB 96, 136th General Assembly: https://www.legislature.ohio.gov/legislation/136/hb96
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Oklahoma

Oklahoma

This state has 2 separate breach notification statutes:
* Private Sector: 24 Okla. Stat. §§ 161-166 (Security Breach Notification Act) (amended 2025)
[link]
* Government Agencies: 74 Okla. Stat. § 3113.1 (Disclosure of Security Breach of Personal
Computer Data) (amended 2006) [link]

Definition of breach:

In Oklahoma 'breach of the security of a system' means the unauthorized access and acquisition of
unencrypted and unredacted computerized data that compromises the security or confidentiality of
personal information maintained by an individual or entity as part of a database of personal information
regarding multiple individuals and that causes, or the individual or entity reasonably believes has caused
or will cause, identity theft or other fraud to any resident of this state. Good faith acquisition of personal
information by an employee or agent of an individual or entity for the purposes of the individual or the
entity is not a breach of the security of the system, provided that the personal information is not used for
a purpose other than a lawful purpose of the individual or entity or subject to unauthorized disclosure.!

Definition of personally identifiable information:

In Oklahoma 'personal information' means an individual's first name or first initial and last name in
combination with any one or more of the following data elements, if any of the data elements are not
encrypted, redacted, or otherwise altered by any method or technology in such a manner that the name
or data elements are unreadable or are encrypted, redacted, or otherwise altered by any method or
technology but the keys to unencrypt, unredact, or otherwise read the data elements have been obtained
through the breach of security: (a) social security number, (b) driver license number or other unique
identification number created or collected by a government entity, (c) financial account number, or credit
card or debit card number, in combination with any required expiration date, security code, access code,
or password that would permit access to an individual's financial account, (d) unique electronic identifier
or routing code in combination with any required security code, access code, or password that would
permit access to an individual's financial account, or (e) unique biometric data such as a fingerprint, retina
or iris image, or other unique physical or digital representation of biometric data to authenticate a specific
individual. The term does not include information that is lawfully obtained from publicly available
information sources, or from federal, state or local government records lawfully made available to the
general public.?

Does the definition of "personally identifiable
information” or "breach" cover:
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Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Oklahoma defines a breach as unauthorized access and acquisition of unencrypted/unredacted
computerized data that compromises security or confidentiality and causes or is reasonably believed to
cause identity theft or fraud, with a good faith exception for employee/agent acquisitions.s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Oklahoma requires the combination of an individual's name (first name/initial and last name) with SSN,
driver's license/government ID number, financial account credentials, electronic identifier with access
credentials, or unique biometric data, when data elements are not encrypted or redacted (or when keys
were acquired through the breach).’¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

Varies Oklahoma explicitly includes unique biometric data (fingerprint, retina/iris image, or other
biometric representations) under the private sector statute but does not include biometric data under the
government agency statute.'”
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Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?
Yes Oklahoma covers driver's license numbers under both statutes, and the private sector statute
additionally covers 'other unique identification number created or collected by a government entity,’'
which would encompass state IDs and potentially federal IDs like passports.'®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Oklahoma does not include medical information or health insurance information in either statute's
enumerated list of personal information data elements that trigger breach notification requirements.?

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Oklahoma's breach notification laws apply only to computerized data, explicitly excluding paper
records from coverage under both statutes.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Oklahoma excludes redacted or altered data from the definition of personal information, and the
name-plus-data-element structure means deidentified information lacking the name linkage would not
trigger notification requirements.

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Oklahoma explicitly excludes publicly available information from government records and publicly
available sources from the definition of personal information under both statutes.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Oklahoma provides an encryption safe harbor, excluding properly encrypted data from triggering
notification when the encryption key has not been compromised.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Oklahoma explicitly requires notification when encrypted information is accessed and the encryption
keys were obtained through the breach or the breach involves a person with access to the encryption
key.2

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Oklahoma explicitly subjects business entities, defined to include corporations, partnerships, LLCs,
associations, and other business forms, to breach notification requirements.2°
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Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Oklahoma applies notification requirements to 'individuals' (defined as natural persons) who own or
license computerized data containing personal information.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Oklahoma has a separate statute (tit. 74, § 3113.1) specifically requiring state agencies, boards,
commissions, and other units of state government to provide breach notification, and the private sector
statute's 'entity' definition also includes governments.?’

Q14. Are Local governments subject to notification requirements?

Yes Oklahoma's private sector statute applies to 'governmental subdivisions' under the broad 'entity'
definition, which would include local governments such as counties, cities, and municipalities.?®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

Varies Oklahoma does not require immediate notification for individuals/businesses (without
unreasonable delay) or state agency-to-individual notifications (most expedient time without
unreasonable delay), but state agencies maintaining data they don't own must notify the data owner
immediately.?®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Varies Oklahoma requires a risk assessment for individuals and businesses (notification only when breach
causes or is reasonably believed to cause identity theft or fraud), but the government agency statute does
not include an explicit harm threshold in its breach definition.

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Oklahoma permits delays for law enforcement determination that notification would impede criminal
or civil investigation or jeopardize homeland/national security, as well as for investigation of breach scope
and system restoration.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Varies Oklahoma specifies a 60-day limit for AG notification (after providing notice to residents), but
individual notifications use only non-numeric timing language ('without unreasonable delay' or 'most
expedient time possible').32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Without unreasonable delay Oklahoma requires individuals and businesses to notify affected individuals
without unreasonable delay, with allowances for investigation and system restoration.?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?
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Most expedient time possible and without unreasonable delay Oklahoma requires state government
agencies to notify affected individuals in the most expedient time possible and without unreasonable
delay.>*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Varies Oklahoma requires private sector processors to notify data owners 'as soon as practicable
following determination' while state agency processors must notify 'immediately following discovery.'3>

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Oklahoma permits substitute notice for individuals/businesses when cost exceeds $50,000, affected
individuals exceed 100,000, or insufficient contact information exists (requires 2 of 3 methods);
government agencies may use substitute notice when cost exceeds $250,000, affected individuals exceed
500,000, or insufficient contact info (requires all 3 methods).3¢

Q23. Does the law specify mail as a valid notification method?

Yes Oklahoma specifies written notice (to postal address under the private sector statute) as a valid
notification method under both statutes.3’

Q24. Does the law specify email as a valid notification method?

Yes Oklahoma permits electronic notice as a valid notification method, with the government agency
statute requiring consistency with federal E-SIGN Act provisions.8

Q25. Does the law specify website posting as a valid notification method?

Yes Oklahoma permits website posting as part of substitute notice under both statutes.*®

Q26. Does the law specify media notification as a valid notification method?

Yes Oklahoma requires notification to major statewide media as part of substitute notice under both
statutes.°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Varies Oklahoma specifies detailed content requirements for AG notifications (date, nature, data types,
number affected, monetary impact, safeguards) but does not specify content requirements for individual
notifications or government agency notifications.*

Q28. Is notification to the impacted individual required?

Yes Oklahoma requires notification to any Oklahoma resident whose personal information was or is
reasonably believed to have been compromised under both statutes.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?
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No Oklahoma does not require entities to notify consumer reporting agencies of data breaches under
either statute.®

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Varies Oklahoma requires private sector entities to notify the Attorney General for breaches affecting 500
or more Oklahoma residents (within 60 days of resident notification), but government agencies are not
required to notify the AG.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Oklahoma explicitly requires personal information submitted to the AG to be kept confidential and
does not require the AG to publish received breach notifications.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Oklahoma requires AG notifications to include the number of residents affected but does not
require individual notifications to include this information.*

Q33. Does the law require a description of how the breach occurred?

Varies Oklahoma requires AG notifications to include 'the nature of the breach' but does not require
individual notifications to describe how the breach occurred.*’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Varies Oklahoma requires AG notifications to include information about reasonable safeguards the entity
employs but does not require individual notifications to include response actions.*?
Q35. Does the law require notifications to specify types of personal information compromised?

Varies Oklahoma requires AG notifications to include the type of personal information exposed but does
not require individual notifications to specify the types of information compromised.4°

Q36. Does the law require follow-up notifications if scope changes?

No Oklahoma does not require follow-up notifications if the scope or details of a breach change after
initial notification.>®

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Oklahoma requires third-party processors to notify only the data owner/licensee, not directly notify
affected individuals.*!

Q38. If processors must notify contracting entity, what is the timeframe?

Varies Oklahoma requires private sector processors to notify data owners 'as soon as practicable
following determination' while state agency processors must notify 'immediately following discovery.'s?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Oklahoma places the individual notification obligation on the data owner/licensee, with no provision
permitting processors to provide breach notifications on behalf of the contracting entity.>3
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Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Oklahoma explicitly provides a compliance exemption for entities complying with HIPAA breach
notification requirements, provided they also notify the AG as required.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Oklahoma explicitly provides a compliance exemption for financial institutions complying with the
Gramme-Leach-Bliley Act (GLBA) and federal Interagency Guidance, provided they also notify the AG as
required.s>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Oklahoma explicitly provides a compliance exemption for entities complying with notification
requirements established by their primary or functional federal regulator, provided they also notify the
AG as required.>®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Oklahoma provides an exemption for entities that maintain their own notification procedures as part
of an information privacy or security policy, if those procedures are consistent with the statute's timing
requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Oklahoma provides safe harbors for encryption and redaction (encrypted/redacted data does not
trigger notification) as well as for entities using reasonable safeguards (exemption from civil penalties and
affirmative defense in civil actions).58

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Varies Oklahoma provides enforcement through the AG or district attorney under the Consumer
Protection Act for private sector violations, with civil penalties up to $150,000 per breach; financial
institutions are enforced by their primary state regulator; the government agency statute contains no
enforcement provisions.>?

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Oklahoma explicitly grants exclusive enforcement authority to the Attorney General or district
attorney, precluding private rights of action for breach notification violations.°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Oklahoma explicitly grants exclusive enforcement authority to the
AG/DA, so private recovery of damages is not available.¢!
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Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Oklahoma

N/A N/A - Oklahoma does not provide a private right of action, so the question of limitations does not

apply.©2

Q49. Can Attorney General seek injunctive or other remedies?

Yes Oklahoma grants the AG and district attorneys authority to enforce violations as unlawful practices

under the Consumer Protection Act, seek actual damages, and impose civil penalties up to $150,000 per

breach (or $75,000 for failures to use reasonable safeguards when notice was provided).5

Q50. Does the law require credit monitoring or identity-theft protection?

No Oklahoma does not require entities to provide credit monitoring or identity theft protection services

to individuals affected by a data breach.®
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Private Sector:

+ Official code:
https://www.oscn.net/applications/oscn/DeliverDocument.asp?Cite[D=452235

*+ SB 626, 60th Legislature, 1st Session (2025): https://www.oklegislature.gov/cf pdf/2025-
26%20ENR/SB/SB626%20ENR.PDF

Government Agencies:

- Official code: https://www.oscn.net/applications/oscn/deliverdocument.asp?id=447784

+ HB 2357, c. 298 (2006): https://www.oklegislature.gov/cf pdf/2005-
06%20ENR/hB/HB2357%20ENR.PDF
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Oregon

Oregon

Or. Rev. Stat. §§ 646A.600-646A.628 (Oregon Consumer Information Protection Act) (amended
2019) [link

Definition of breach:

In Oregon 'breach of security' means an unauthorized acquisition of computerized data that materially
compromises the security, confidentiality or integrity of personal information that a person maintains or
possesses. 'Breach of security' does not include an inadvertent acquisition of personal information by a
person or the person's employee or agent if the personal information is not used in violation of applicable
law or in a manner that harms or poses an actual threat to the security, confidentiality or integrity of the
personal information.?

Definition of personally identifiable information:

In Oregon 'personal information' means: (A) A consumer's first name or first initial and last name in
combination with any one or more of the following data elements, if encryption, redaction or other
methods have not rendered the data elements unusable or if the data elements are encrypted and the
encryption key has been acquired: (i) Social Security number; (ii) driver license number or state
identification card number; (iii) passport number or other identification number issued by the United
States; (iv) financial account number, credit card number or debit card number, in combination with any
required security code, access code or password; (v) data from automatic measurements of physical
characteristics (biometric data) used to authenticate identity in financial transactions; (vi) health
insurance policy number or subscriber identification number with any other unique identifier; (vii) any
information about medical history or mental or physical condition or about health care treatment or
diagnosis; (B) A user name or other means of identifying a consumer for permitting account access,
together with authentication method; (C) Any of the data elements in (A) or (B) without name if they
would enable identity theft.2

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Yes® No®
De-identified Encrypted Encrypted
information: information: information
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Oregon

No’ Publicly No°® when key
available exposed:
information: Yest0
No3

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes!

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Oregon defines a breach of security as unauthorized acquisition of computerized data that materially
compromises personal information, with an explicit exception for inadvertent acquisitions that do not
result in harm or misuse.*>

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Oregon requires first name or first initial and last name combined with specified data elements, and also
covers standalone data elements (without name) if they would enable identity theft, plus online account
credentials with authentication methods.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes Oregon explicitly includes biometric data (automatic measurements of physical characteristics such as
fingerprints, retina, or iris images) when used for identity authentication in the definition of personal
information.”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Oregon covers both state-issued IDs (driver license and state identification card numbers) and federal
IDs (passport number and other identification numbers issued by the United States), providing
comprehensive government ID coverage.!8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?
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Yes Oregon explicitly includes both health insurance information (policy number or subscriber
identification number with unique identifier) and comprehensive medical information (medical history,
mental or physical condition, diagnosis, or treatment information).®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Oregon's breach definition is limited to 'computerized data,' which excludes paper records from
triggering notification requirements.°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Oregon excludes data that has been rendered unusable through encryption, redaction, or other
methods, and the statute requires a name combination for most data elements to qualify as personal
information, meaning properly deidentified data would not trigger notification.!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Oregon explicitly excludes information in government records that is lawfully made available to the
public from the definition of personal information, with the exception of Social Security numbers.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Oregon provides an encryption safe harbor by excluding data elements that have been rendered
unusable through encryption when the encryption key has not been acquired.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Oregon explicitly includes encrypted data when the encryption key has been acquired, treating such
data as unprotected personal information that can trigger notification requirements.2*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Oregon subjects businesses to notification requirements through the 'covered entity' definition,
which includes persons that possess personal information in the course of their business, vocation, or
occupation.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Oregon includes individuals within the 'person’ definition and subjects them to notification
requirements when they possess personal information in the course of their occupation or volunteer
activities as covered entities.?®

Q13. Are State government agencies subject to notification requirements?
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Yes Oregon explicitly includes 'public body as defined in ORS 174.109' and 'public corporation’ within the
definition of 'person,’ which brings state government agencies within the scope of the covered entity
notification requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes Oregon's definition of 'person’ includes public bodies and public corporations, which encompasses
local government entities such as counties, cities, and municipal corporations that possess personal
information.2®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Oregon does not require immediate notification; rather, the statute requires notice in the most
expeditious manner possible without unreasonable delay, with an outside limit of 45 days.»

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Oregon incorporates a risk assessment through both the definition of breach (requiring 'material’'
compromise) and an explicit harm analysis exception allowing entities to forgo notification if they
reasonably determine consumers are unlikely to suffer harm, provided the determination is
documented.?°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Oregon permits delays for investigation of breach scope and system restoration, as well as law
enforcement delays when written request is made and notification would impede a criminal
investigation.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Oregon specifies a 45-day maximum deadline for covered entities to notify affected consumers after
discovering or receiving notification of a breach.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

45 days Oregon requires covered entities (including businesses) to notify affected consumers within 45
days of discovering or receiving notification of a breach, in the most expeditious manner possible without
unreasonable delay.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

45 days Oregon applies the same 45-day notification deadline to government agencies, as public bodies
are included within the definition of '‘person' and thus covered entities.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?
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10 days Oregon requires vendors (third-party processors) to notify covered entities within 10 days of
discovering or having reason to believe a breach occurred.?*

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Oregon permits substitute notice when notification cost exceeds $250,000, affected consumers
exceed 350,000, or insufficient contact information exists; substitute notice requires website posting and
notification of major statewide television and newspaper media.*¢

Q23. Does the law specify mail as a valid notification method?

Yes Oregon specifies written notice as a valid notification method, which encompasses mail delivery.3’

Q24. Does the law specify email as a valid notification method?

Yes Oregon permits electronic notification if the covered entity customarily communicates electronically
with the consumer or if consistent with the federal E-SIGN Act.38

Q25. Does the law specify website posting as a valid notification method?

Yes Oregon permits website posting as part of substitute notice when substitute notice conditions are
met.3?

Q26. Does the law specify media notification as a valid notification method?

Yes Oregon requires notification of major statewide television and newspaper media as a component of
substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Oregon specifies detailed content requirements including breach description, approximate date, types
of personal information affected, covered entity contact information, CRA contact information, and
advice to report suspected identity theft to law enforcement.*

Q28. Is notification to the impacted individual required?

Yes Oregon requires covered entities to notify consumers to whom the affected personal information
pertains.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Oregon requires notification to nationwide consumer reporting agencies when a breach affects more
than 1,000 consumers, including information about timing, distribution, and content of consumer
notices.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?
Yes Oregon requires Attorney General notification when a breach affects more than 250 consumers;
notification may be in writing or electronically.**
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Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Oregon's statute is silent on any requirement for the Attorney General to publish received breach
notifications on a public website.*s

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Oregon's required notification content does not include the specific number of individuals affected by
the breach.

Q33. Does the law require a description of how the breach occurred?

Yes Oregon requires notifications to include a description of the breach of security in general terms.*’
Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Oregon's required notification content does not include information about response actions or steps
being taken to address the breach.*s

Q35. Does the law require notifications to specify types of personal information compromised?

Yes Oregon requires notifications to include the type of personal information that was subject to the
breach.*

Q36. Does the law require follow-up notifications if scope changes?

No Oregon's statute does not require follow-up notifications if the scope of the breach changes or
expands after initial notification.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Oregon requires vendors (processors) to notify the covered entity (or upstream vendor) with which
they contract, not directly notify affected individuals.5*

Q38. If processors must notify contracting entity, what is the timeframe?

10 days Oregon requires vendors to notify contracting covered entities as soon as practicable but not
later than 10 days after discovering or having reason to believe a breach occurred.5?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Oregon's statute places the notification obligation on covered entities and explicitly excludes vendors
from the covered entity definition when acting solely as vendors; the statute does not authorize vendors
to provide notifications on behalf of covered entities.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Oregon explicitly exempts covered entities and vendors that comply with HIPAA and HITECH
regulations when the personal information is subject to those federal Acts.5*
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Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?
Yes Oregon explicitly exempts covered entities and vendors that comply with GLBA Title V regulations
when the personal information is subject to that federal Act.5>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Oregon provides broad exemptions for entities complying with their primary or functional federal
regulator's breach notification requirements, as well as for entities complying with state or federal laws
providing greater protection.s®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No Oregon does not provide an exemption for entities that maintain their own breach notification
procedures; exemptions are limited to compliance with specified federal regulations and laws providing
greater protection.®’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Oregon provides safe harbors for encryption/redaction that renders data unusable, a documented
harm assessment determining consumers are unlikely to suffer harm, and an affirmative defense for
implementing reasonable security measures equivalent to GLBA or HIPAA requirements.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Oregon provides enforcement through the Director of the Department of Consumer and Business
Services (cease and desist orders, consumer compensation), civil penalties up to $1,000 per violation
(maximum $500,000 per occurrence), and incorporation as an unlawful trade practice enforceable under
UDAP.5?

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Oregon provides a private right of action through incorporation into the Unlawful Trade Practices Act
(UTPA); violations of the breach notification law are unlawful trade practices under ORS 646.607, which
allows individuals to bring private actions under ORS 646.638.%°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Statutory ... Oregon allows private plaintiffs to recover actual damages or $200 statutory damages
(whichever is greater), punitive damages at the court/jury's discretion, equitable relief, and reasonable
attorney's fees and costs.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Oregon imposes limitations including: requirement of 'ascertainable loss' and 'willful' conduct for
individual actions; one-year statute of limitations from discovery; and for class actions, statutory damages
require showing 'reckless or knowing' conduct.®?
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Q49. Can Attorney General seek injunctive or other remedies?

Yes Oregon grants the Director of the Department of Consumer and Business Services authority to
investigate violations, issue cease and desist orders, and require compensation to consumers;
additionally, as an unlawful trade practice, the Attorney General has UTPA enforcement authority.¢3

Q50. Does the law require credit monitoring or identity-theft protection?

No Oregon does not require covered entities to provide credit monitoring; however, if credit monitoring
or identity theft services are voluntarily offered, the statute prohibits conditioning such services on
providing payment information or accepting additional fee-based services.®

Endnotes:

Or. Rev. Stat. § 646A.602(1)
Or. Rev. Stat. § 646A.602(12)
Or. Rev. Stat. § 646A.602(12)(a)(A)(v)
Or. Rev. Stat. § 646A.602(12)(a)(A)(vi)-(vii)
. Rev. Stat. § 646A.602(12)(a)(A)(ii)-(iii)
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Rev.
Rev.
Rev.
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Rev.
Rev.
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Rev.
Rev.
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Rev.
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Rev.

Privacy Rights
gR[\ Clearinghouse

Stat. § 646A.604(4)(d)

Stat. § 646A.604(4)(a)

Stat. § 646A.604(4)(b)

Stat. § 646A.604(4)(d)(A)

Stat. § 646A.604(4)(d)(B)

Stat. § 646A.604(5)

Stat. § 646A.604(1)(a)

Stat. § 646A.604(6)

Stat. § 646A.604(1)(b); Or. Rev. Stat. § 646A.604(10)

Stat. § 646A.604

Stat. § 646A.604(5)

Stat. § 646A.604(5)(a)

Stat. § 646A.604(5)

Stat. § 646A.604(5)(c)

Stat. § 646A.604

Stat. § 646A.604(2)(a)-(b)

Stat. § 646A.604(2)(a)

Stat. § 646A.602(5)(b); Or. Rev. Stat. § 646A.604(1)

Stat. § 646A.604(9)(d)

Stat. § 646A.604(9)(c)

Stat. § 646A.604(9)(a)-(b)

Stat. § 646A.604(9)

Stat. § 646A.602(12)(a)(A); Or. Rev. Stat. § 646A.604(8); Or. Rev. Stat. § 646A.604(11)(b)
Stat. § 646A.604(11)(a); Or. Rev. Stat. § 646A.624(3)-(4)

Stat. § 646A.604(11)(a); Or. Rev. Stat. § 646A.604(11)(c); Or. Rev. Stat. § 646.638(1)
Stat. § 646.638(1); Or. Rev. Stat. § 646.638(3)

Stat. § 646.638(1); Or. Rev. Stat. § 646.638(6); Or. Rev. Stat. § 646.638(8)(a)
Stat. § 646A.624(1)-(3)

Stat. § 646A.604(7)

* Official code: https://www.oregonlegislature.gov/bills laws/ors/ors646A.html
+ Or. Laws 2019, ch. 180 (SB 684):

https://olis.oregonlegislature.gov/liz/2019R1/Downloads/MeasureDocument/SB684/Enrolled
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Pennsylvania

Pennsylvania

73 P.S. §§ 2301-2330 (Breach of Personal Information Notification Act) (amended 2024) [link

Definition of breach:

In Pennsylvania 'breach of the security of the system' means the unauthorized access and acquisition of
computerized data that materially compromises the security or confidentiality of personal information
maintained by the entity as part of a database of personal information regarding multiple individuals and
that causes or the entity reasonably believes has caused or will cause loss or injury to any resident of this
Commonwealth. Good faith acquisition of personal information by an employee or agent of the entity for
the purposes of the entity is not a breach of the security of the system if the personal information is not
used for a purpose other than the lawful purpose of the entity and is not subject to further unauthorized
disclosure.!

Definition of personally identifiable information:

In Pennsylvania 'personal information' means an individual's first name or first initial and last name in
combination with and linked to any one or more of the following data elements when the data elements
are not encrypted or redacted: (i) Social Security number; (ii) driver's license number or State
identification card number; (iii) financial account number, credit or debit card number, in combination
with required security code, access code or password; (iv) medical information in the possession of a State
agency or State agency contractor; (v) health insurance information; (vi) a user name or e-mail address, in
combination with a password or security question and answer that would permit access to an online
account. The term does not include publicly available information lawfully made available from Federal,
State or local government records or widely distributed media.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 Yes* Partial® No¢
Publicl
De-identified | b:/ Encrypted Encrypted
available ; ;
information: . . information: information
information: when key
No? Nos8 No? exposed:
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Pennsylvania

‘ Yesl0
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Pennsylvania defines a breach as unauthorized access and acquisition of computerized data that
materially compromises personal information security and causes or will cause loss or injury, with a good
faith employee/agent exception.

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Pennsylvania requires first name or first initial and last name combined with specified data elements
including SSN, driver's license/state ID, financial account numbers with security codes, medical
information (for State agencies), health insurance information, and online account credentials.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Pennsylvania does not include biometric information in its enumerated list of personal information
data elements.’”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Pennsylvania covers state-issued IDs (driver's license number and State identification card number)
but does not mention passports or other federal identification documents.!8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes Pennsylvania covers medical information (when in possession of State agency or contractor) and
health insurance information (health insurance policy or subscriber ID with access code permitting misuse
of benefits).1®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?
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Pennsylvania
No Pennsylvania's breach definition and notification requirements are limited to 'computerized data,’
excluding paper records from triggering notification requirements.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Pennsylvania requires name combination for personal information and explicitly excludes redacted
data elements, meaning properly deidentified information would not trigger notification.!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Pennsylvania explicitly excludes publicly available information from the definition of personal
information.2?

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Pennsylvania excludes encrypted data elements from the definition of personal information when the
encryption remains intact, providing an encryption safe harbor.2

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Pennsylvania explicitly requires notification when encrypted information is accessed in unencrypted
form, when the encryption itself is breached, or when the breach involves a person with access to the
encryption key.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Pennsylvania explicitly includes businesses doing business in the Commonwealth within the definition
of 'entity' subject to notification requirements.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Pennsylvania explicitly includes individuals (natural persons) doing business in the Commonwealth
within the definition of 'entity' subject to notification requirements.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Pennsylvania explicitly includes State agencies (agencies, boards, commissions, authorities, and
departments of the Commonwealth and General Assembly) as covered entities with a specific 7-business-
day notification requirement.?’

Q14. Are Local governments subject to notification requirements?

Yes Pennsylvania explicitly includes political subdivisions of the Commonwealth (counties, public schools,
and municipalities) as covered entities with a specific 7-business-day notification requirement.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?
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Pennsylvania
No Pennsylvania does not require immediate notification; businesses must provide notice 'without
unreasonable delay' following determination of a breach.

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Pennsylvania incorporates a risk assessment through its breach definition, requiring both that the
breach 'materially compromises' security and that it causes or is reasonably believed to cause loss or
injury.30

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Pennsylvania permits delays for investigation of breach scope and system restoration, and for law

enforcement requests when written determination is made that notification would impede an
investigation or compromise national/homeland security.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Varies Pennsylvania specifies 7 business days for State agencies, counties, public schools, and
municipalities, but uses only non-numeric 'without unreasonable delay' language for businesses.3?
Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Without unreasonable delay Pennsylvania requires businesses to notify affected individuals 'without
unreasonable delay' following determination of a breach, with no specific numeric deadline.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

7 business days Pennsylvania requires State agencies, counties, public schools, and municipalities to
notify affected individuals within 7 business days following determination of a breach.**

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Following discovery Pennsylvania requires vendors to notify data owners 'following discovery' with no
specific numeric deadline; State agency contractors must notify as soon as reasonably practical per
contract terms.?®

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Pennsylvania permits substitute notice when cost exceeds $100,000, affected persons exceed
175,000, or insufficient contact information exists; substitute notice requires email (if available), website
posting (if maintained), and major statewide media notification.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Pennsylvania specifies written notice to the last known home address as a valid notification method.??

Q24. Does the law specify email as a valid notification method?
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Pennsylvania
Yes Pennsylvania permits email notice if a prior business relationship exists and a valid email address is on
file, and also permits electronic notice for online account credential breaches.3?

Q25. Does the law specify website posting as a valid notification method?

Yes Pennsylvania permits website posting as part of substitute notice when substitute notice conditions
are met.*

Q26. Does the law specify media notification as a valid notification method?

Yes Pennsylvania requires notification to major statewide media as a component of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Varies Pennsylvania specifies different content requirements for different notification types: telephonic
notice must describe the incident in general terms; AG notification must include organization
name/location, breach date, incident summary, and estimated number affected.*!

Q28. Is notification to the impacted individual required?

Yes Pennsylvania requires notification to any resident whose unencrypted and unredacted personal
information was or is reasonably believed to have been accessed and acquired.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Pennsylvania requires notification to nationwide consumer reporting agencies when providing notice
to more than 500 persons at one time, including timing, distribution, and number of notices.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Pennsylvania requires AG notification when more than 500 individuals in the Commonwealth are
affected, concurrent AG notification for State agency breaches, and district attorney notification within 3
business days for county/public school/municipality breaches.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Pennsylvania's statute is silent on any requirement for the Attorney General to publish received
breach notifications on a public website.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Pennsylvania requires AG notifications to include the estimated number of affected individuals, but
individual consumer notifications do not require the number of affected.*¢

Q33. Does the law require a description of how the breach occurred?

Varies Pennsylvania requires telephonic notice to describe the incident in general terms and AG
notification to include a summary of the breach incident, but written/email notice content requirements
do not specifically require breach description.*’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?
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Pennsylvania
No Pennsylvania does not require notifications to include information about response actions or steps
being taken to address the breach; only contact information for further assistance is required for
telephonic notice.*®

Q35. Does the law require notifications to specify types of personal information compromised?

No Pennsylvania does not require notifications to specify the types of personal information compromised
in the breach.*®

Q36. Does the law require follow-up notifications if scope changes?

No Pennsylvania's statute does not require follow-up notifications if the scope of the breach changes or
expands after initial notification.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Pennsylvania requires vendors to notify the entity on whose behalf they maintain data; the entity (not
the vendor) is responsible for making determinations and discharging notification duties to individuals.5?

Q38. If processors must notify contracting entity, what is the timeframe?

Following discovery Pennsylvania requires vendors to notify contracting entities 'following discovery' with
no specific numeric deadline.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Pennsylvania explicitly places notification responsibilities on the entity (not the vendor), indicating
vendors do not provide notifications on behalf of contracting entities.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Pennsylvania explicitly provides a HIPAA/HITECH exemption for covered entities and business
associates in compliance with those federal standards.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Pennsylvania provides an exemption for financial institutions complying with the Federal Interagency
Guidance (implementing GLBA).5>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Pennsylvania provides exemptions for entities complying with their primary or functional federal
regulator's notification requirements, and for entities subject to insurance data security requirements. ¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?
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Pennsylvania
Yes Pennsylvania provides an exemption for entities maintaining their own notification procedures as part
of an information privacy or security policy, provided those procedures are consistent with the act's
requirements.*’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Pennsylvania provides safe harbors for encryption/redaction (data that is encrypted or redacted is
excluded from the personal information definition) and for a risk assessment-based exemption when the
breach does not cause or is not reasonably believed to cause loss or injury.>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Pennsylvania provides enforcement through incorporation as a UDAP violation, with the Attorney
General having exclusive enforcement authority.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Pennsylvania explicitly precludes private enforcement by vesting exclusive enforcement authority in
the Attorney General, despite incorporating violations as UDAP violations; the exclusive AG authority
provision overrides the general UDAP private right of action.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Pennsylvania vests exclusive enforcement authority in the Attorney
General, precluding private actions for breach notification violations.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - no private right of action exists due to exclusive AG enforcement authority.5?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Pennsylvania grants the Attorney General authority to seek temporary and permanent injunctions
under the UTPCPL, which is incorporated by reference for breach notification violations.¢3

Q50. Does the law require credit monitoring or identity-theft protection?

Yes Pennsylvania requires entities that notify more than 500 persons and whose breach involves SSN,
bank account, or driver's license/state ID to provide affected individuals with access to one free credit
report (if not otherwise eligible) and 12 months of credit monitoring services.®

Endnotes:

73 P.S. §2302
73 P.S. §2302
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73 P.S. §2302
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73 P.S. §2302
73 P.S. §2302
.73 P.S. §2302

© ® Ny A WwWNR

Data Breach Notification Laws Survey 2026: Pennsylvania ¢ Privacy Rights Clearinghouse ¢ Page 353



10.
11.
12,
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23,
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42,
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.

73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.
73 P.S.

g R[\ Privacy Rights
Clearinghouse

§ 2303(b)

§ 2302

§ 2302

§2302; 73 P.S. § 2303(a.1)(1)
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Pennsylvania

57.73 P.S. § 2307(a)

58. 73 P.S. § 2302

59. 73 P.S. § 2308

60. 73 P.S. § 2308

61.73 P.S. § 2308

62.73 P.S. § 2308

63.73 P.S. § 2308; 73 P.S. § 201-4

64.73 P.S. § 2324

Sources:
- Official code: https://www.legis.state.pa.us/WUO01/LI/LI/US/HTM/2005/0/0094. HTM

+ Act 2024-33 (S.B. 824), P.L. 427: https://www.palegis.us/statutes/unconsolidated/law-
information?sessYr=2024&sessInd=0&actNum=33
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Rhode Island

Rhode Island

R.I. Gen. Laws §§ 11-49.3-1 to 11-49.3-7 (Rhode Island Identity Theft Protection Act of 2015)
(amended 2023) [link

Definition of breach:

In Rhode Island 'breach of the security of the system' means unauthorized access or acquisition of
unencrypted, computerized data information that compromises the security, confidentiality, or integrity
of personal information maintained by the municipal agency, state agency, or person; good-faith
acquisition of personal information by an employee or agent of the agency for the purposes of the agency
is not a breach of the security of the system, provided that the personal information is not used or subject
to further unauthorized disclosure.!

Definition of personally identifiable information:

In Rhode Island 'personal information' means an individual's first name or first initial and last name in
combination with any one or more of the following data elements, when the name and the data elements
are not encrypted or are in hard copy, paper format: (i) Social security number; (ii) Driver's license
number, Rhode Island identification card number, or tribal identification number; (iii) Account number,
credit or debit card number, in combination with any required security code, access code, password, or
personal identification number, that would permit access to an individual's financial account; (iv) Medical
or health insurance information; or (v) E-mail address with any required security code, access code, or
password that would permit access to an individual's personal, medical, insurance, or financial account.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 Yes* Partial® Yes®
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
. . available . .
information: . . information: when key
information: 4
No No? exposed:
No3
Yes?0
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Rhode Island
Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Rhode Island defines breach as unauthorized access or acquisition that compromises security,
confidentiality, or integrity of personal information, with an employee good-faith exception.'s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Rhode Island requires name plus one of five data elements (SSN, driver's license/state ID/tribal ID,
financial account with credentials, medical/health insurance information, or email with access credentials)
when not encrypted or in paper format.'¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Rhode Island does not include biometric information in its enumerated list of covered personal
information data elements.'’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Rhode Island covers state-issued IDs (driver's license, Rhode Island identification card) and tribal
identification numbers, but makes no mention of federal government-issued IDs such as passports.18

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute’'s definition of covered information?

Yes Rhode Island explicitly includes both medical information (medical history, mental or physical
condition, treatment or diagnosis) and health insurance information (policy number, subscriber ID, unique
identifier) as covered data elements.’®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

Yes Rhode Island explicitly includes information 'in hard copy, paper format' within its definition of
personal information, making paper records subject to breach notification requirements.2°
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Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Rhode Island requires name combined with a data element; deidentified information that lacks the
name component would not meet the definition of personal information.!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Rhode Island explicitly excludes publicly available information from government records from the
definition of personal information.?

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Rhode Island provides an encryption safe harbor for data encrypted with 128-bit or higher algorithmic

process when the key was not exposed; the breach definition specifically applies to unencrypted data.?3

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Rhode Island explicitly states that data acquired with its encryption key is not considered encrypted,
thus losing the safe harbor protection and triggering notification requirements.2*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Rhode Island explicitly includes businesses within the definition of 'person,' which is subject to
notification requirements under the statute.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Rhode Island explicitly includes natural individuals within the definition of 'person' subject to
notification requirements.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Rhode Island explicitly includes state agencies in the notification requirements, with a comprehensive
definition covering all branches of state government including the legislature and judiciary.?’

Q14. Are Local governments subject to notification requirements?

Yes Rhode Island explicitly includes municipal agencies in the notification requirements, with a
comprehensive definition covering all local governmental departments, districts (school, fire, water), and
authorities.?®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Rhode Island does not require immediate notification; the statute requires notification 'in the most
expedient time possible' but allows up to 30 days for government and 45 days for other persons.?
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Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Rhode Island requires a risk assessment; notification is only required when the breach 'poses a
significant risk of identity theft' to the affected individuals.*®

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Rhode Island permits delays when law enforcement determines that notification would impede a
criminal investigation; once law enforcement determines notification no longer impedes the investigation,
notice must be provided as soon as practicable.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Rhode Island specifies different numeric day limits: 30 calendar days for state and municipal agencies,
45 calendar days for all other persons.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

45 calendar days Rhode Island requires businesses and other persons to notify affected individuals no
later than 45 calendar days after confirmation of the breach and ability to ascertain required notification
content.??

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

30 calendar days Rhode Island requires state and municipal agencies to notify affected individuals no
later than 30 calendar days after confirmation of the breach, which is stricter than the 45-day
requirement for private persons.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

No timeframe specified Rhode Island requires contractual security obligations for third parties but does
not specify a notification timeframe for processors to notify data owners when a breach occurs.3*

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Rhode Island permits substitute notice when cost exceeds $25,000, affected class exceeds 50,000
persons, or insufficient contact information exists; substitute notice requires email (if address available),
website posting (if maintained), and notification to major statewide media.3®

Q23. Does the law specify mail as a valid notification method?

Yes Rhode Island specifies written notice as a valid primary notification method, which encompasses mail
delivery.?’

Q24. Does the law specify email as a valid notification method?
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Yes Rhode Island permits electronic notice (including email) as a primary notification method when
consistent with the federal E-SIGN Act (15 U.S.C. § 7001).38

Q25. Does the law specify website posting as a valid notification method?

Yes Rhode Island permits website posting as part of substitute notice (not as a standalone primary
method), when the entity maintains a website.3

Q26. Does the law specify media notification as a valid notification method?

Yes Rhode Island requires notification to major statewide media as part of substitute notice when
substitute notice is permitted.*

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Rhode Island specifies comprehensive notification content requirements including breach description,
affected data types, breach dates, discovery date, remediation services information, and consumer
protective action guidance.*

Q28. Is notification to the impacted individual required?

Yes Rhode Island requires notification to any Rhode Island resident whose personal information was or is
reasonably believed to have been acquired by an unauthorized person.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Rhode Island requires notification to major credit reporting agencies when more than 500 Rhode
Island residents are to be notified, applying to both government agencies and private persons.*3

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Rhode Island requires notification to the Attorney General when more than 500 Rhode Island
residents are to be notified; notification must include timing, content, distribution information, and
approximate number of affected individuals.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Rhode Island is silent on whether the Attorney General must publish received breach notifications; the
statute only requires entities to notify the AG, not that the AG must make such notifications publicly
available.*>

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Yes Rhode Island requires notifications to individuals to include the number of affected individuals as part
of the breach incident description.*®

Q33. Does the law require a description of how the breach occurred?

Yes Rhode Island requires notifications to include 'how the security breach occurred' as part of the
incident description.
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Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Yes Rhode Island requires notifications to include a description of remediation services offered to affected
individuals, including contact information for credit reporting agencies, remediation service providers,
and the Attorney General.*®

Q35. Does the law require notifications to specify types of personal information compromised?

Yes Rhode Island requires notifications to include the type of information that was subject to the
breach.*

Q36. Does the law require follow-up notifications if scope changes?

No Rhode Island does not explicitly require follow-up notifications if the scope of the breach changes after
initial notification.>®

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Rhode Island does not specifically require third-party processors to directly notify individuals; the
statute focuses on the entity that owns or licenses the data, while third parties are subject to contractual
security requirements.>!

Q38. If processors must notify contracting entity, what is the timeframe?

No timeframe specified Rhode Island does not specify a timeframe for processors to notify the
contracting entity when a breach occurs; the statute requires contractual security obligations but is silent
on processor-to-controller notification timing.5?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?
No Rhode Island is silent on whether processors may provide breach notifications on behalf of the
contracting entity; the statute places notification duties on the data owner/licensee without addressing
delegated notification.53

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Rhode Island explicitly provides a HIPAA exemption; entities governed by HIPAA medical privacy and
security rules (45 C.F.R. Parts 160 and 164) are deemed in compliance with the state breach notification
law.5*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Rhode Island explicitly provides a GLBA exemption; financial institutions and their affiliates complying
with the Federal Interagency Guidelines (promulgated under GLBA) are deemed in compliance with this
chapter.5>
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Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes Rhode Island provides an exemption for entities complying with breach notification procedures
established by their primary or functional federal regulator as defined under GLBA (15 U.S.C. § 6809(2)).5¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Rhode Island provides an exemption for entities maintaining their own security breach procedures as
part of an information security policy, provided they comply with the timing requirements and notify
individuals according to their own policies.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Rhode Island provides safe harbors beyond federal compliance: (1) encryption safe harbor for data
encrypted with 128-bit or higher algorithmic process when key not compromised, and (2) risk assessment
safe harbor requiring 'significant risk of identity theft' before notification is triggered.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Rhode Island provides enforcement through civil penalties: $100 per record for reckless violations,
$200 per record for knowing and willful violations, with the Attorney General authorized to bring actions
in the name of the state.”®

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Rhode Island does not provide a private right of action; the statute is silent on private enforcement
and vests enforcement authority exclusively in the Attorney General to bring actions in the name of the
state.®®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Rhode Island does not provide a private right of action, so no
private damages are available.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Rhode Island does not provide a private right of action, so the question of limitations is not
applicable.®?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Rhode Island grants the Attorney General authority to bring civil actions seeking penalties of up to
$100 per record for reckless violations and $200 per record for knowing and willful violations; the statute
does not explicitly mention injunctive relief but authorizes general enforcement actions.®?

Q50. Does the law require credit monitoring or identity-theft protection?

Varies Rhode Island requires credit monitoring/remediation services only for state and municipal agency
breaches: minimum 5 years coverage for adults, and coverage until age 18 plus at least 2 additional years
for minors; private persons are not subject to this requirement.®*
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South Carolina

South Carolina

S.C. Code Ann. § 39-1-90 (Trade and Commerce - Breach of Security; Notifications) (amended
2013) [link

Definition of breach:

In South Carolina 'breach of the security of the system' means unauthorized access to and acquisition of
computerized data that was not rendered unusable through encryption, redaction, or other methods that
compromises the security, confidentiality, or integrity of personal identifying information maintained by
the person, when illegal use of the information has occurred or is reasonably likely to occur or use of the
information creates a material risk of harm to a resident; good faith acquisition of personal identifying
information by an employee or agent of the person for the purposes of its business is not a breach of the
security of the system if the personal identifying information is not used or subject to further
unauthorized disclosure.!

Definition of personally identifiable information:

In South Carolina 'personal identifying information' means the first name or first initial and last name in
combination with and linked to any one or more of the following data elements that relate to a resident
of this State, when the data elements are neither encrypted nor redacted: (a) social security number; (b)
driver's license number or state identification card number issued instead of a driver's license; (c) financial
account number, or credit card or debit card number in combination with any required security code,
access code, or password that would permit access to a resident's financial account; or (d) other numbers
or information which may be used to access a person's financial accounts or numbers or information
issued by a governmental or regulatory entity that uniquely will identify an individual.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Yes® Yes®
Publicl
De-identified | b:/ Encrypted Encrypted
available ; ;
information: ] , information: information
information: when key
No’ Nos8 No? exposed:
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South Carolina

‘ Yesl0
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

South Carolina defines breach as unauthorized access and acquisition of unencrypted/unredacted
computerized data that compromises security when illegal use has occurred or is reasonably likely or
creates material risk of harm, with an employee good-faith exception.'®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

South Carolina requires name plus one of four data elements (SSN, driver's license/state ID, financial
account with credentials, or other information for financial account access/government-issued unique
identifiers) when not encrypted or redacted.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No South Carolina does not include biometric information in its enumerated list of covered personal
identifying information data elements.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes South Carolina covers driver's license and state identification card numbers directly, plus broadly
covers 'numbers or information issued by a governmental or regulatory entity that uniquely will identify
an individual,' which would encompass passports and other federal government-issued IDs.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No South Carolina does not include medical information or health insurance information in its
enumerated list of covered personal identifying information data elements.?®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?
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Yes South Carolina applies to 'computerized data or other data,' indicating coverage extends beyond
computerized records to include paper records.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No South Carolina requires name combined with and linked to a data element; deidentified information
lacking the name component would not meet the definition of personal identifying information. 2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No South Carolina explicitly excludes publicly available information and information from government
records lawfully made available to the general public from the definition of personal identifying
information.2

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No South Carolina provides an encryption safe harbor; data rendered unusable through encryption is
excluded from both the breach definition and the personal identifying information definition.??

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes South Carolina's encryption safe harbor requires data to be 'rendered unusable'; if the encryption key
was exposed such that the data is no longer unusable, the safe harbor would not apply and notification
would be required.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes South Carolina explicitly applies notification requirements to 'a person conducting business in this
State,' and the definition of 'person' includes organizations such as corporations and partnerships.?
Q12. Are Persons (or Individuals) subject to notification requirements?

Yes South Carolina includes natural persons and individuals within the definition of 'person’ subject to
notification requirements when conducting business in the state.2¢

Q13. Are State government agencies subject to notification requirements?

Yes South Carolina includes 'government or governmental subdivision or agency' within the definition of
'organization,' which is included in 'person,' making state government agencies subject to notification
requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes South Carolina includes 'governmental subdivision' within the definition of 'organization,' which is
included in 'person,' making local governments subject to notification requirements.28

Timing & Triggers (Q15-21)
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Q15. Is notification triggered immediately after the discovery of the breach?
No South Carolina does not require immediate notification; the statute requires disclosure 'in the most
expedient time possible and without unreasonable delay' following discovery.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes South Carolina requires a risk assessment; notification is only required when illegal use has occurred,
is reasonably likely to occur, or creates a material risk of harm to the resident.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes South Carolina permits delays for law enforcement determinations that notification would impede an
investigation, and for measures necessary to determine breach scope and restore data system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No South Carolina uses only non-numeric timing language ('most expedient time possible' and 'without
unreasonable delay') without specifying any numeric day limits.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expedient time possible and without unreasonable delay South Carolina requires businesses to
notify in the most expedient time possible and without unreasonable delay, with no specific numeric
deadline.??

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Most expedient time possible and without unreasonable delay South Carolina applies the same 'most
expedient time possible and without unreasonable delay' standard to government agencies as to other
persons conducting business.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately South Carolina requires third-party processors (maintainers of data they do not own) to
notify the data owner or licensee immediately following discovery of a breach.?®

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes South Carolina permits substitute notice when cost exceeds $250,000, affected class exceeds 500,000
persons, or insufficient contact information exists; substitute notice consists of email (if available),
website posting (if maintained), OR notification to major statewide media.3¢

Q23. Does the law specify mail as a valid notification method?

Yes South Carolina specifies written notice as a valid primary notification method, which encompasses
mail delivery.3’
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Q24. Does the law specify email as a valid notification method?

Yes South Carolina permits electronic notice as a primary notification method when it is the person's
primary communication method or is consistent with the federal E-SIGN Act.3®

Q25. Does the law specify website posting as a valid notification method?

Yes South Carolina permits website posting as part of substitute notice (not as a standalone primary
method), when the entity maintains a website.3

Q26. Does the law specify media notification as a valid notification method?

Yes South Carolina permits notification to major statewide media as part of substitute notice when
substitute notice conditions are met.*

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Varies South Carolina does not specify content requirements for individual notifications but requires
notification to the Consumer Protection Division to include 'timing, distribution, and content' when
notifying more than 1,000 persons.*!

Q28. Is notification to the impacted individual required?

Yes South Carolina requires notification to any resident of the state whose personal identifying
information was or is reasonably believed to have been acquired by an unauthorized person.#?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes South Carolina requires notification to nationwide consumer reporting agencies when a business
notifies more than 1,000 persons at one time.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes South Carolina requires notification to the Consumer Protection Division of the Department of
Consumer Affairs (not the Attorney General) when a business notifies more than 1,000 persons at one
time.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No South Carolina is silent on whether the Consumer Protection Division must publish received breach
notifications; the statute only requires businesses to notify the agency.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No South Carolina does not require notifications to individuals to include the number of individuals
affected by the breach.*®

Q33. Does the law require a description of how the breach occurred?

No South Carolina does not specify notification content requirements and does not require a description
of how the breach occurred.*”
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Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No South Carolina does not specify notification content requirements and does not require information
about response actions or steps being taken.*?

Q35. Does the law require notifications to specify types of personal information compromised?

No South Carolina does not specify notification content requirements and does not require disclosure of
the types of personal information compromised.*

Q36. Does the law require follow-up notifications if scope changes?

No South Carolina does not explicitly require follow-up notifications if the scope of the breach changes
after initial notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No South Carolina requires third-party processors (those maintaining data they do not own) to notify the
owner or licensee of the data, not individuals directly.5!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately South Carolina requires processors to notify data owners immediately following discovery of
a breach.>?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No South Carolina is silent on whether processors may provide breach notifications on behalf of the data
owner; the statute places individual notification duties on owners/licensees and processor-to-owner
notification duties on processors.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No South Carolina does not explicitly provide a HIPAA exemption; the exemptions listed apply only to
GLBA-covered entities and financial institutions.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes South Carolina explicitly provides a GLBA exemption; banks and financial institutions subject to and in
compliance with GLBA privacy and security provisions are exempt from the statute.*s

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes South Carolina provides an exemption for financial institutions complying with the Federal
Interagency Guidance on Response Programs for Unauthorized Access to Customer Information.¢
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Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes South Carolina provides an exemption for entities maintaining their own notification procedures as
part of an information security policy, provided the procedures are consistent with the statute's timing
requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes South Carolina provides safe harbors beyond federal compliance: (1) encryption/redaction safe
harbor for data rendered unusable, and (2) risk assessment safe harbor requiring illegal use to have
occurred, be reasonably likely, or create material risk of harm before notification is triggered.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes South Carolina provides enforcement through both private civil actions and administrative fines of
$1,000 per resident imposed by the Department of Consumer Affairs for knowing and willful violations.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes South Carolina explicitly provides a private right of action through direct statutory grant; injured
residents may institute civil actions for damages (willful/knowing or negligent violations), seek injunctions,
and recover attorney's fees if successful.®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages plus attorney's fees; damages unspecified for willful/knowing violations South Carolina
allows actual damages for negligent violations, unspecified damages for willful and knowing violations
(suggesting broader recovery), attorney's fees and court costs for successful plaintiffs, and injunctive
relief; no statutory minimum damages are specified.t!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes South Carolina imposes limitations on the private right of action: (1) standing requires that the
resident be 'injured' by the violation, and (2) negligent violations are limited to actual damages only
(willful/knowing violations have no stated damage cap).52

Q49. Can Attorney General seek injunctive or other remedies?

No South Carolina does not grant the Attorney General enforcement authority; administrative fines are
imposed by the Department of Consumer Affairs, and injunctive relief is available only to private parties
through civil actions.®3

Q50. Does the law require credit monitoring or identity-theft protection?

No South Carolina does not require credit monitoring or identity theft protection services to be offered to
affected individuals.®*

Endnotes:

1. S.C. Code § 39-1-90(D)(1)
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South Dakota

South Dakota

S.D. Codified Laws §§ 22-40-19 to 22-40-26 (Identity Crimes - Breach of System Security)
(amended 2018) [link

Definition of breach:

In South Dakota 'breach of system security' means the unauthorized acquisition of unencrypted
computerized data or encrypted computerized data and the encryption key by any person that materially
compromises the security, confidentiality, or integrity of personal or protected information maintained by
the information holder; the term does not include the good faith acquisition of personal or protected
information by an employee or agent of the information holder for the purposes of the information
holder if the personal or protected information is not used or subject to further unauthorized disclosure.*

Definition of personally identifiable information:

In South Dakota 'personal information' means a person's first name or first initial and last name, in
combination with any one or more of the following data elements: (a) Social security number; (b) Driver
license number or other unique identification number created or collected by a government body; (c)
Account, credit card, or debit card number, in combination with any required security code, access code,
password, routing number, PIN, or any additional information that would permit access to a person's
financial account; (d) Health information as defined in 45 CFR 160.103; or (e) An identification number
assigned to a person by the person's employer in combination with any required security code, access
code, password, or biometric data generated from measurements or analysis of human body
characteristics for authentication purposes; the term does not include information that is lawfully made
available to the general public from federal, state, or local government records or information that has
been redacted, or otherwise made unusable. Additionally, 'protected information' includes a user name
or email address in combination with a password or security credentials, and account numbers with
required access credentials.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Yes® No®
De-identified Encrypted Encrypted
information: information: information
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No’ Publicly No°® when key
available exposed:
information: Yest0
No3

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes!

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

South Dakota defines breach as unauthorized acquisition of unencrypted data (or encrypted data with its
key) that materially compromises security, confidentiality, or integrity of personal/protected information,
with an employee good-faith exception.?®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered

by the law?

South Dakota covers both 'personal information' (name plus SSN, driver license/government ID, financial
credentials, health information, or employer ID with biometric data) and 'protected information' (online

account credentials and financial credentials without name requirement).6

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes South Dakota explicitly includes biometric data generated from human body characteristics when
combined with an employer-assigned identification number.'”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes South Dakota covers driver's license numbers and broadly covers 'other unique identification number
created or collected by a government body," which encompasses passports and other federal
government-issued IDs.!®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes South Dakota explicitly includes health information as defined in the HIPAA regulations (45 CFR
160.103) as a covered personal information data element.??
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Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No South Dakota applies only to computerized data; the breach definition and information holder
definition both specify 'computerized' data, excluding paper records.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No South Dakota requires name combined with a data element for personal information and explicitly
excludes information that has been redacted or otherwise made unusable.?!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No South Dakota explicitly excludes publicly available information from government records from the
definition of personal information.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No South Dakota provides an encryption safe harbor; the breach definition specifically requires either
unencrypted data OR encrypted data acquired together with the encryption key.23

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes South Dakota explicitly includes encrypted data acquired together with its encryption key within the
breach definition, triggering notification requirements.2

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes South Dakota explicitly includes businesses within the definition of 'information holder' subject to
notification requirements.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes South Dakota includes any 'person' conducting business in the state within the definition of
'information holder' subject to notification requirements.2¢

Q13. Are State government agencies subject to notification requirements?

Yes South Dakota's definition of 'information holder' does not exclude government agencies; state
government agencies that own or license computerized personal information would be covered as
'‘persons' conducting business in the state.?”

Q14. Are Local governments subject to notification requirements?

Yes South Dakota's definition of 'information holder' does not exclude local governments; local
governmental entities that own or license computerized personal information would be covered as
'persons' conducting business in the state.28
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Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No South Dakota does not require immediate notification; the statute requires disclosure not later than
60 days from discovery or notification of the breach.?®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes South Dakota allows a risk assessment; notification may be avoided if the information holder
reasonably determines (after investigation and AG notice) that the breach will not likely result in harm to
affected persons.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes South Dakota permits delays when law enforcement determines notification would impede a criminal
investigation; once law enforcement clears the notification, it must be made within 30 days.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes South Dakota specifies a 60-day deadline from discovery/notification under normal circumstances,
with a 30-day deadline after law enforcement clears the investigation delay.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

60 days South Dakota requires information holders (including businesses/persons) to notify affected
individuals within 60 days from discovery or notification of the breach.3

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

60 days South Dakota applies the same 60-day deadline to government agencies that qualify as
'information holders' under the statute.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

No timeframe specified South Dakota does not address third-party processor notification obligations to
data owners; the statute focuses on 'information holder' obligations to residents.3

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes South Dakota permits substitute notice when cost exceeds $250,000, affected class exceeds 500,000
persons, or insufficient contact information exists; substitute notice requires email (if available), website
posting (if maintained), AND notification to statewide media.3¢

Q23. Does the law specify mail as a valid notification method?
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Yes South Dakota specifies written notice as a valid primary notification method, which encompasses mail
delivery.?’

Q24. Does the law specify email as a valid notification method?

Yes South Dakota permits electronic notice as a primary notification method when consistent with the
federal E-SIGN Act or if electronic communication is the information holder's primary method.3®

Q25. Does the law specify website posting as a valid notification method?

Yes South Dakota permits website posting as part of substitute notice (not as a standalone primary
method), when the information holder maintains a website.3°

Q26. Does the law specify media notification as a valid notification method?

Yes South Dakota requires notification to statewide media as part of substitute notice when substitute
notice conditions are met.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No South Dakota does not specify content requirements for breach notifications to affected individuals.*!

Q28. Is notification to the impacted individual required?

Yes South Dakota requires notification to any resident of the state whose personal or protected
information was or is reasonably believed to have been acquired by an unauthorized person.#?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes South Dakota requires notification to all consumer reporting agencies and nationwide credit bureaus
for all breaches that require individual notification (no numeric threshold).3
Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes South Dakota requires notification to the Attorney General for breaches affecting more than 250
residents of the state.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No South Dakota is silent on whether the Attorney General must publish received breach notifications;
the statute only requires information holders to notify the AG.4

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No South Dakota does not require notifications to individuals to include the number of individuals
affected by the breach.*

Q33. Does the law require a description of how the breach occurred?

No South Dakota does not specify notification content requirements and does not require a description of
how the breach occurred.*”

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?
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No South Dakota does not specify notification content requirements and does not require information
about response actions or steps being taken.*?

Q35. Does the law require notifications to specify types of personal information compromised?

No South Dakota does not specify notification content requirements and does not require disclosure of
the types of personal information compromised.*

Q36. Does the law require follow-up notifications if scope changes?

No South Dakota does not explicitly require follow-up notifications if the scope of the breach changes
after initial notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No South Dakota does not address third-party processors; the statute only imposes notification
obligations on 'information holders' who own or license the data.>!

Q38. If processors must notify contracting entity, what is the timeframe?

No timeframe specified South Dakota does not address processor notification to data owners; the statute
is silent on processor obligations.5?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No South Dakota is silent on processors notifying on behalf of data owners; the statute places notification
obligations solely on the information holder.53

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes South Dakota explicitly provides a HIPAA exemption for entities regulated under HIPAA that maintain
breach notification procedures pursuant to federal guidance and notify South Dakota residents in
accordance with federal law.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes South Dakota explicitly provides a GLBA exemption for entities regulated under GLBA that maintain
breach notification procedures pursuant to federal guidance and notify South Dakota residents in
accordance with federal law.>®

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

Yes South Dakota provides an exemption for any information holder regulated by federal law that
maintains breach notification procedures established by its primary or functional federal regulator,
extending beyond HIPAA and GLBA to other federal regulatory frameworks.>¢
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Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?
Yes South Dakota provides an exemption for entities that maintain their own notification procedures as
part of an information security policy, provided the policy is consistent with the statute's timing
requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes South Dakota provides two safe harbors beyond federal compliance: (1) encryption safe harbor where
properly encrypted data without the encryption key does not trigger notification, and (2) a risk
assessment safe harbor where notification is not required if the information holder reasonably
determines no likely harm after investigation and notice to the attorney general.>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes South Dakota provides robust enforcement through the attorney general, who may prosecute
violations as deceptive acts or practices under the state's UDAP statute, seek civil penalties up to $10,000
per day per violation, and recover attorney's fees and costs.*

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes South Dakota provides a private right of action through incorporation into the state's deceptive trade
practices statute (UDAP). Section 22-40-25 designates breach notification violations as deceptive acts
under § 37-24-6, and § 37-24-31 explicitly permits any adversely affected person to bring a civil action for
actual damages for violations of § 37-24-6.5°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages only South Dakota limits private recovery to actual damages suffered as a result of the
violation; the statute does not provide for statutory damages or attorney's fees in private actions.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes South Dakota imposes limitations on the private right of action by requiring proof of actual damages
suffered; there are no statutory damages available, meaning plaintiffs must demonstrate concrete,
provable harm.¢2

Q49. Can Attorney General seek injunctive or other remedies?

Yes South Dakota grants the attorney general comprehensive enforcement authority including civil
penalties up to $10,000 per day per violation, recovery of attorney's fees and costs, and any remedies
available under the UDAP chapter (37-24), which includes injunctive relief.53

Q50. Does the law require credit monitoring or identity-theft protection?

No South Dakota does not require credit monitoring or identity theft protection services as part of breach
notification or remediation.®
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32.S.D. Codified Laws §§ 22-40-20, 22-40-21
33. S.D. Codified Laws § 22-40-20

34. S.D. Codified Laws §§ 22-40-19(3), 22-40-20
35. S.D. Codified Laws § 22-40-20

36. S.D. Codified Laws § 22-40-22(3)

37.S.D. Codified Laws § 22-40-22(1)

38. S.D. Codified Laws § 22-40-22(2)

39. S.D. Codified Laws § 22-40-22(3)(b)

40. S.D. Codified Laws § 22-40-22(3)(c)

41. S.D. Codified Laws § 22-40-22

42. S.D. Codified Laws § 22-40-20

43. S.D. Codified Laws § 22-40-24

44, S.D. Codified Laws § 22-40-20

45, S.D. Codified Laws § 22-40-20

South Dakota
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46. S.D. Codified Laws § 22-40-22

47.S.D. Codified Laws § 22-40-22

48. S.D. Codified Laws § 22-40-22

49. S.D. Codified Laws § 22-40-22

50. S.D. Codified Laws §§ 22-40-19 to 22-40-26

51. S.D. Codified Laws § 22-40-20

52. S.D. Codified Laws § 22-40-20

53. S.D. Codified Laws § 22-40-20

54. S.D. Codified Laws § 22-40-26

55. S.D. Codified Laws § 22-40-26

56. S.D. Codified Laws § 22-40-26

57.S.D. Codified Laws § 22-40-23

58. S.D. Codified Laws §§ 22-40-19(1), 22-40-19(2), 22-40-20

59. S.D. Codified Laws § 22-40-25

60. S.D. Codified Laws §§ 22-40-25, 37-24-31

61. S.D. Codified Laws § 37-24-31

62. S.D. Codified Laws § 37-24-31

63. S.D. Codified Laws § 22-40-25

64. S.D. Codified Laws § 22-40-22

Sources:
+ Official code: https://sdlegislature.gov/Statutes/22-40-19

+ SL 2018, ch 135 (SB 62):
https://mylrc.sdlegislature.gov/api/Documents/Bill/50500.html?Year=2018
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Tennessee

Tennessee

Tenn. Code Ann. §§ 47-18-2101 to 47-18-2111 (Tennessee Identity Theft Deterrence Act of 1999)
(amended 2025) [link

Definition of breach:

In Tennessee 'breach of system security' means the acquisition of unencrypted computerized data, or
encrypted computerized data and the encryption key, by an unauthorized person that materially
compromises the security, confidentiality, or integrity of personal information maintained by the
information holder; it does not include good faith acquisition by an employee or agent for the purposes of
the information holder if the personal information is not used or subject to further unauthorized
disclosure.!

Definition of personally identifiable information:

In Tennessee 'personal information' means an individual's first name or first initial and last name, in
combination with any one or more of the following data elements: (i) Social security number; (ii) Driver
license number; or (iii) Account, credit card, or debit card number, in combination with any required
security code, access code, or password that would permit access to an individual's financial account; it
does not include information lawfully made available to the general public from government records or
information that has been redacted or otherwise made unusable.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® No®
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
. . available . .
information: . . information: when key
information: 4
No No? exposed:
No3
Yes?0
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Tennessee

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Tennessee defines breach of system security as unauthorized acquisition of unencrypted computerized
data, or encrypted data with the encryption key, that materially compromises the security, confidentiality,
or integrity of personal information, with a good faith employee exception.?>

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Tennessee requires the combination of name (first name or initial and last name) plus one of: SSN, driver
license number, or financial account number with security code/password.

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

No Tennessee does not include biometric information in its definition of personal information; the statute
only covers SSN, driver license number, and financial account information.*’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Tennessee covers driver license numbers but makes no mention of passports, state ID cards (other
than driver licenses), or other government-issued identification numbers in its personal information
definition.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Tennessee does not include medical or health information in its definition of personal information;
entities handling such data would need to comply with HIPAA (which is exempted from the state statute
anyway).?

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Tennessee applies only to computerized data; the statute explicitly references 'computerized data' in
the breach definition and 'computerized personal information' in the information holder definition,
excluding paper records.2°
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Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Tennessee explicitly excludes information that has been redacted or otherwise made unusable from
the definition of personal information, which would exclude deidentified data.2*

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Tennessee explicitly excludes information lawfully made available to the general public from federal,
state, or local government records from the definition of personal information.2?

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Tennessee provides an encryption safe harbor; breach of system security only occurs when
unencrypted data is acquired OR when encrypted data is acquired along with the encryption key, so
properly encrypted data without key exposure does not trigger notification.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Tennessee explicitly includes encrypted computerized data when the encryption key is also acquired
in the definition of breach of system security, requiring notification when encryption is compromised.2*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Tennessee explicitly includes businesses in its definition of information holder, making them subject
to notification requirements.?s

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Tennessee includes 'any person' in its information holder definition, and the broader part of the
statute defines 'person' to include natural persons and individuals.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Tennessee explicitly includes 'any agency of this state' in the definition of information holder, making
state government agencies subject to notification requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes Tennessee explicitly includes 'political subdivisions' of the state in the definition of information
holder, making local governments subject to notification requirements.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Tennessee does not require immediate notification; instead, the state requires disclosure no later than
45 days from discovery or notification of the breach.
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Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

No Tennessee requires notification when personal information was or is reasonably believed to have been
acquired, without requiring a separate risk assessment or harm threshold determination.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Tennessee permits delays when a law enforcement agency determines notification will impede a
criminal investigation, with notification required no later than 45 days after law enforcement determines
notification will not compromise the investigation.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Tennessee specifies a 45-day notification deadline for all covered entities.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

45 days Tennessee requires businesses and persons to notify affected individuals no later than 45 days
from discovery or notification of the breach.3

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

45 days Tennessee applies the same 45-day notification deadline to government agencies as the
definition of information holder includes state agencies and political subdivisions.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

45 days Tennessee requires third-party processors (information holders who do not own the data) to
notify the owner or licensee no later than 45 days from discovery of the breach.

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Tennessee permits substitute notice when cost exceeds $250,000, affected individuals exceed
500,000, or the information holder lacks sufficient contact information; substitute notice must consist of
email notice (if available), conspicuous website posting, and notification to major statewide media.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Tennessee specifies written notice as a valid notification method, which encompasses mail.3’

Q24. Does the law specify email as a valid notification method?

Yes Tennessee permits electronic notice if consistent with federal E-SIGN Act provisions or if the
information holder's primary method of communication with the resident has been by electronic means.38

Q25. Does the law specify website posting as a valid notification method?

Yes Tennessee permits website posting as part of the substitute notice requirements, not as a standalone
primary notification method.3°
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Q26. Does the law specify media notification as a valid notification method?

Yes Tennessee requires notification to major statewide media as part of the substitute notice
requirements.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

No Tennessee does not specify what information must be included in breach notifications to individuals;
the statute only addresses notification methods, timing, and recipients.*!
Q28. Is notification to the impacted individual required?

Yes Tennessee requires notification to any Tennessee resident whose personal information was or is
reasonably believed to have been acquired by an unauthorized person.*?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Tennessee requires notification to all consumer reporting agencies and nationwide credit bureaus
when breaches affect more than 1,000 persons, with notification regarding the timing, distribution, and
content of notices.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

No Tennessee does not require notification to the Attorney General or any state agency as part of its
breach notification law.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Tennessee does not require AG notification, so there is no corresponding publication requirement for
received notifications.*>

Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Tennessee does not require breach notifications to include the specific number of individuals
affected.?

Q33. Does the law require a description of how the breach occurred?

No Tennessee does not require notifications to include a description of how the breach occurred.*”

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Tennessee does not require notifications to include information about response actions or steps being
taken to address the breach.

Q35. Does the law require notifications to specify types of personal information compromised?

No Tennessee does not require notifications to specify the types of personal information compromised in

the breach.®

Q36. Does the law require follow-up notifications if scope changes?
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No Tennessee does not require follow-up notifications if the scope of the breach changes after initial
notification.5°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Tennessee requires third-party processors (information holders who do not own the data) to notify
only the owner or licensee of the information, not directly to affected individuals.>!

Q38. If processors must notify contracting entity, what is the timeframe?

45 days Tennessee requires processors to notify data owners no later than 45 days from discovery or
notification of the breach.*?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Tennessee is silent on processors notifying on behalf of data owners; the statute assigns disclosure
responsibility to the information holder (data owner) and requires non-owners to notify owners.>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Tennessee explicitly exempts entities subject to HIPAA and HITECH from the breach notification
requirements of § 47-18-2107.5*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Tennessee explicitly exempts entities subject to Title V of the Gramm-Leach-Bliley Act from the
breach notification requirements of § 47-18-2107.5°

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

No Tennessee only provides exemptions for GLBA and HIPAA/HITECH; the statute does not provide a
general exemption for other federal breach notification regulations.>®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Tennessee provides an exemption for entities that maintain their own notification procedures as part
of an information security policy, provided the policy is consistent with the statute's timing
requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Tennessee provides an encryption safe harbor; breach of system security only occurs with
unencrypted data or encrypted data with the encryption key, and the encryption must meet FIPS 140-2
standards.5®
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Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Tennessee provides enforcement through a direct private right of action for injured customers to
recover damages and seek injunctive relief against violating information holders; the statute notes that
remedies are cumulative with other available rights and remedies.>°

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Tennessee provides an explicit private right of action through direct statutory grant in the breach
notification law itself; injured customers (persons or business entities, excluding state agencies and
political subdivisions) may sue to recover damages and seek injunctive relief.®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages plus injunctive relief Tennessee allows injured customers to recover damages and seek
injunctive relief; the statute does not specify statutory damages or attorney's fees, and remedies are
cumulative with other available legal rights and remedies.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Tennessee limits the private right of action by excluding state agencies and political subdivisions from
bringing private suits; only persons or business entities (private parties) may sue under this provision.®2

Q49. Can Attorney General seek injunctive or other remedies?

No Tennessee's breach notification statute does not grant specific AG enforcement authority; however,
the statute notes that remedies are cumulative with other available rights and remedies, which could
include AG enforcement under other consumer protection laws like the broader Tennessee Consumer
Protection Act.®?

Q50. Does the law require credit monitoring or identity-theft protection?

No Tennessee does not require credit monitoring or identity theft protection services as part of breach
notification or remediation.%

Endnotes:

. Tenn. Code Ann. § 47-18-2107(a)(1)

. Tenn. Code Ann. § 47-18-2107(a)(4)

. Tenn. Code Ann. § 47-18-2107(a)(4)

Tenn. Code Ann. § 47-18-2107(a)(4)

. Tenn. Code Ann. § 47-18-2107(a)(4)

Tenn. Code Ann. §§ 47-18-2107(a)(1), 47-18-2107(a)(3)
. Tenn. Code Ann. § 47-18-2107(a)(4)(B)

. Tenn. Code Ann. § 47-18-2107(a)(4)(B)

. Tenn. Code Ann. §§ 47-18-2107(a)(1), 47-18-2107(a)(2)
10. Tenn. Code Ann. § 47-18-2107(a)(1)

11. Tenn. Code Ann. §§ 47-18-2107(a)(3), 47-18-2102(8)
12. Tenn. Code Ann. § 47-18-2107(a)(3)

13. Tenn. Code Ann. § 47-18-2107(a)(3)
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§ 47-18-2107(a)(3)

§ 47-18-2107(a)(1)

§ 47-18-2107(a)(4)

§ 47-18-2107(a)(4)

§ 47-18-2107(a)(4)

§ 47-18-2107(a)(4)

§5 47-18-2107(a)(1), 47-18-2107(a)(3)
§ 47-18-2107(a)(4)(B)

§ 47-18-2107(a)(4)(B)

§§ 47-18-2107(a)(1), 47-18-2107(a)(2)
§ 47-18-2107(a)(1)

§ 47-18-2107(a)(3)

§5 47-18-2107(a)(3), 47-18-2102(8)
§ 47-18-2107(a)(3)

§ 47-18-2107(a)(3)

§ 47-18-2107(b)

§ 47-18-2107(b)

§§ 47-18-2107(b), 47-18-2107(d)

§ 47-18-2107(b)

§ 47-18-2107(b)

§5 47-18-2107(a)(3), 47-18-2107(b)
§ 47-18-2107(c)

§ 47-18-2107(e)(3)

§ 47-18-2107(e)(1)

§ 47-18-2107(e)(2)

§ 47-18-2107(e)(3)(B)

§ 47-18-2107(e)(3)(C)

§ 47-18-2107(e)

§ 47-18-2107(b)

§ 47-18-2107(g)

§ 47-18-2107

§ 47-18-2107

§ 47-18-2107(e)

§ 47-18-2107(e)

§ 47-18-2107(e)

§ 47-18-2107(e)

§47-18-2107

§ 47-18-2107(c)

§ 47-18-2107(c)

§5 47-18-2107(b), 47-18-2107(c)

§ 47-18-2107(i)(2)

§ 47-18-2107(i)(1)

§ 47-18-2107(i)

§ 47-18-2107(f)

§§ 47-18-2107(a)(1), 47-18-2107(a)(2)
§ 47-18-2107(h)

§ 47-18-2107(h)
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Tennessee
61. Tenn. Code Ann. § 47-18-2107(h)
62. Tenn. Code Ann. § 47-18-2107(h)
63. Tenn. Code Ann. § 47-18-2107
64. Tenn. Code Ann. § 47-18-2107(e)

Sources:

+ Official code: https://www.lexisnexis.com/hottopics/tncode/

+ 2025 Tenn. Acts, ch. 94, § 43 (HB 321):
https://publications.tnsosfiles.com/acts/114/pub/pc0094.pdf
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Texas

Texas

Tex. Bus. & Com. Code §§ 521.001-.152 (Identity Theft Enforcement and Protection Act)
(amended 2023) [link

Definition of breach:

In Texas 'breach of system security' means unauthorized acquisition of computerized data that
compromises the security, confidentiality, or integrity of sensitive personal information maintained by a
person, including data that is encrypted if the person accessing the data has the key required to decrypt
the data; good faith acquisition of sensitive personal information by an employee or agent of the person
for the purposes of the person is not a breach of system security unless the person uses or discloses the
sensitive personal information in an unauthorized manner.!

Definition of personally identifiable information:

In Texas 'sensitive personal information' means, subject to exclusions: (A) an individual's first name or first
initial and last name in combination with any one or more of the following items, if the name and the
items are not encrypted: (i) social security number; (ii) driver's license number or government-issued
identification number; or (iii) account number or credit or debit card number in combination with any
required security code, access code, or password that would permit access to an individual's financial
account; or (B) information that identifies an individual and relates to: (i) the physical or mental health or
condition of the individual; (ii) the provision of health care to the individual; or (iii) payment for the
provision of health care to the individual; the term does not include publicly available information lawfully
made available to the public from the federal government or a state or local government.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 Yes* Yes® No®
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
. : available . i
information: . . information: when key
information: g
No7 No? exposed:
Nos
Yes?0
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Texas

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Texas defines breach of system security as unauthorized acquisition of computerized data that
compromises the security, confidentiality, or integrity of sensitive personal information, with a good faith
employee exception that only applies if the information is not used or disclosed in an unauthorized
manner.'®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Texas uses a two-prong definition: (A) name plus SSN, driver license/government ID, or financial account
with security code; or (B) health-related information identifying an individual, explicitly excluding publicly
available government information.®

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

No Texas includes biometric data in the broader 'personal identifying information' definition (&
521.002(a)(1)) but does not include biometric data in the 'sensitive personal information' definition (§
521.002(a)(2)) that triggers breach notification under § 521.053.%7

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Texas covers both driver's license numbers and government-issued identification numbers generally,
which would encompass state IDs, passports, and other government-issued identification.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes Texas explicitly includes medical information in the definition of sensitive personal information,
covering physical or mental health conditions, provision of health care, and payment for health care.?®
Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Texas applies only to computerized data; the breach definition and notification requirements both
explicitly reference 'computerized data,' excluding paper records from the breach notification statute.?°
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Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?
No Texas requires the combination of name with other data elements for category (A) sensitive personal
information; deidentified data that does not include name plus other elements would not meet the
definition.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Texas explicitly excludes publicly available information lawfully made available from federal, state, or
local government from the definition of sensitive personal information.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Texas provides an encryption safe harbor in the definition of sensitive personal information for
category (A) data; if the name and items are encrypted, they do not constitute sensitive personal
information (unless the key is also acquired).?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Texas explicitly includes encrypted data in the breach definition if the person accessing the data has
the key required to decrypt it, requiring notification when encryption is compromised.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Texas applies notification requirements to any person conducting business in the state, which
explicitly includes businesses and nonprofit athletic/sports associations.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Texas applies notification requirements to any 'person' conducting business in the state; the statute
does not define 'person' narrowly and applies broadly to anyone who conducts business and owns or
licenses computerized data.?®

Q13. Are State government agencies subject to notification requirements?

Yes Texas applies notification requirements to any 'person' who owns or licenses computerized data; the
statute does not exclude state government agencies, and under general statutory construction 'person’
may include governmental entities unless explicitly excluded.?”

Q14. Are Local governments subject to notification requirements?

Yes Texas applies notification requirements to any 'person' who owns or licenses computerized data; the
statute does not exclude local governments, and under general statutory construction 'person' may
include governmental entities unless explicitly excluded.®

Timing & Triggers (Q15-21)
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Q15. Is notification triggered immediately after the discovery of the breach?

No Texas does not require immediate notification; instead, the state requires disclosure without
unreasonable delay and not later than 60 days after determining the breach occurred.?

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

No Texas requires notification when sensitive personal information was or is reasonably believed to have
been acquired, without requiring a separate risk assessment or harm threshold determination.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Texas permits delays for two reasons: (1) as necessary to determine the scope of the breach and
restore data system integrity, and (2) at the request of law enforcement that determines notification
would impede a criminal investigation.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Texas specifies a 60-day deadline for notification to affected individuals.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

60 days Texas requires businesses/persons to notify affected individuals without unreasonable delay and
no later than 60 days after determining the breach occurred.3?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

60 days Texas applies the same 60-day notification deadline to all persons; government agencies would
be subject to this deadline to the extent they are covered under the statute.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Texas requires third-party processors (persons who maintain but do not own data) to notify
data owners immediately after discovering the breach.*s

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Texas permits substitute notice when cost exceeds $250,000, affected persons exceed 500,000, or the
person lacks sufficient contact information; substitute notice may be given by email (if available),
conspicuous website posting, or publication/broadcast on major statewide media.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Texas specifies written notice at the last known address of the individual as a valid notification
method.?”

Q24. Does the law specify email as a valid notification method?
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Yes Texas permits electronic notice if provided in accordance with the federal E-SIGN Act (15 U.S.C. §
7001).38

Q25. Does the law specify website posting as a valid notification method?

Yes Texas permits conspicuous website posting as part of the substitute notice requirements.

Q26. Does the law specify media notification as a valid notification method?

Yes Texas permits publication or broadcast on major statewide media as part of the substitute notice
requirements.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Varies Texas does not specify content requirements for individual notifications but does require detailed
content for AG notifications, including breach description, number of residents affected, number of
notifications sent, measures taken and intended, and law enforcement status.*:

Q28. Is notification to the impacted individual required?

Yes Texas requires notification to any individual whose sensitive personal information was or is
reasonably believed to have been acquired by an unauthorized person.#?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Texas requires notification to all consumer reporting agencies that maintain nationwide files when
breaches affect more than 10,000 persons, with notification regarding timing, distribution, and content of
notices.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Texas requires AG notification as soon as practicable and no later than 30 days after determining the
breach occurred, for breaches involving at least 250 Texas residents.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

Yes Texas requires the attorney general to post a listing of received breach notifications on a publicly
accessible website, excluding sensitive personal information, security-compromising information, and
confidential information.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Texas does not require individual notifications to include the number of affected individuals, but
AG notifications must include the number of Texas residents affected.*

Q33. Does the law require a description of how the breach occurred?

Varies Texas does not require individual notifications to describe how the breach occurred, but AG
notifications must include a detailed description of the nature and circumstances of the breach.*’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?
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Varies Texas does not require individual notifications to include response actions, but AG notifications
must include measures taken and measures intended to be taken.*

Q35. Does the law require notifications to specify types of personal information compromised?

No Texas does not require either individual or AG notifications to specify the types of personal
information compromised in the breach.*

Q36. Does the law require follow-up notifications if scope changes?

No Texas does not require follow-up notifications if the scope of the breach changes after initial
notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Texas requires third-party processors (persons who maintain but do not own data) to notify only the
owner or license holder of the information, not directly to affected individuals.5!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Texas requires processors to notify data owners immediately after discovering the breach.>?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Texas is silent on processors notifying on behalf of data owners; the statute assigns disclosure
responsibility to persons who own or license data and assigns processors the duty to notify owners.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Texas does not explicitly provide a HIPAA exemption in the breach notification statute; HIPAA-covered
entities would need to comply with both federal and state requirements.>*

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

No Texas does not provide a GLBA exemption in the breach notification section (§ 521.053); the
exemption for financial institutions in § 521.051(c) applies only to the identity theft prohibition in §
521.051, not to breach notification requirements.*s

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
No Texas does not provide an exemption for entities complying with other federal breach notification
regulations.s®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Texas provides an exemption for entities that maintain their own notification procedures as part of an
information security policy, provided the policy complies with the statute's timing requirements.>’
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Q44. Does the law provide safe harbors beyond federal compliance?
Yes Texas provides an encryption safe harbor; data that is encrypted does not constitute sensitive
personal information (category A) unless the person accessing the data also has the encryption key.8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Texas provides robust enforcement through the attorney general, including civil penalties of $2,000-
$50,000 per violation, additional penalties of up to $100 per individual per day for breach notification
failures (capped at $250,000 per breach), and injunctive relief.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Texas does not provide a private right of action for breach notification violations (§ 521.053); while §
521.152 makes identity theft violations (§ 521.051) actionable as deceptive trade practices, this does not
extend to breach notification violations.¢°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Texas does not provide a private right of action for breach
notification violations; damages analysis is not applicable.5!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Texas does not provide a private right of action for breach notification violations; limitations
analysis is not applicable.¢?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Texas grants the attorney general comprehensive authority to seek temporary restraining orders,
permanent or temporary injunctions, equitable relief including receivership and asset sequestration, and
recovery of attorney's fees, court costs, and investigatory costs.53

Q50. Does the law require credit monitoring or identity-theft protection?

No Texas does not require credit monitoring or identity theft protection services as part of breach
notification or remediation.5

Endnotes:
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Utah

Utah

Utah Code Ann. §§ 13-44-201 to 13-44-202 (Protection of Personal Information Act) (amended
2024) [link

Definition of breach:

In Utah 'breach of system security' means an unauthorized acquisition of computerized data maintained
by a person that compromises the security, confidentiality, or integrity of personal information; however,
acquisition of personal information by an employee or agent of the person possessing unencrypted
computerized data is not a breach unless the personal information is used for an unlawful purpose or
disclosed in an unauthorized manner.!

Definition of personally identifiable information:

In Utah 'personal information' means a person's first name or first initial and last name, combined with
any one or more of the following data elements relating to that person when either the name or data
element is unencrypted or not protected by another method that renders the data unreadable or
unusable: (i) Social Security number; (ii)(A) financial account number, or credit or debit card number; and
(ii)(B) any required security code, access code, or password that would permit access to the person's
account; or (iii) driver license number or state identification card number.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® No¢
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
. : available . i
information: . . information: when key
information: g
No7 No? exposed:
Nos
Yes?0

Does the law cover:
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Yes!! Yes!? g g
Yes!3 Yes4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Utah defines breach of system security as unauthorized acquisition of computerized data that
compromises security, confidentiality, or integrity of personal information, with an employee/agent
exception that does not apply if the information is misused or improperly disclosed.'s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Utah requires name combined with SSN, financial account number with security code, or driver
license/state ID number; financial account numbers require the associated security code to qualify as
personal information.!¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

No Utah does not include biometric information in its enumerated list of covered data elements; personal
information is limited to SSN, financial account numbers with security codes, and driver license/state ID
numbers.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial Utah covers driver license numbers and state identification card numbers but makes no mention
of passports, passport numbers, or other federal government-issued identification documents.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute’'s definition of covered information?

No Utah does not include medical information, health records, or health insurance information in its
enumerated list of covered data elements for breach notification purposes.??

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Utah's breach notification requirement applies only to computerized data; although the definition of
'record' includes paper and electronic forms, the triggering breach of system security definition
specifically references computerized data, excluding paper records from notification requirements.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?
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No Utah requires combination of name with specified data elements for information to qualify as
personal information; deidentified information that has the name removed would not meet this definition
and would not trigger notification requirements.

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Utah explicitly excludes from the definition of personal information any information contained in
government records or widely distributed media that is lawfully made available to the general public.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Utah provides an encryption safe harbor by excluding from the definition of personal information data
that is encrypted or protected by another method rendering it unreadable or unusable; if the encryption
key was not exposed, the data remains protected and notification is not required.??

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Utah's encryption safe harbor applies only when data remains protected and unreadable; if the
encryption key is exposed, the data is no longer protected by a method rendering it unreadable, and the
encrypted information would qualify as personal information triggering notification requirements.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Utah applies breach notification requirements to any person who conducts business in the state and
owns or licenses computerized data containing personal information of Utah residents.

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Utah applies breach notification requirements to 'any person' who conducts business in the state and
maintains personal information, which would include individuals meeting these criteria.2®

Q13. Are State government agencies subject to notification requirements?

Yes Utah uses the broad term 'any person' without explicitly excluding government entities; the statute
does not define 'person' to exclude governmental entities, and state agencies that own or license
computerized data containing personal information would be subject to the notification requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes Utah uses the broad term 'any person' without explicitly excluding government entities; the statute
does not define 'person' to exclude local governmental entities, and local governments that own or
license computerized data containing personal information would be subject to the notification
requirements.?8

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?
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No Utah does not require immediate notification; notification must be provided in the most expedient
time possible without unreasonable delay, but only after determining the scope of the breach and
restoring reasonable system integrity.2°

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Utah requires a good faith investigation to determine the likelihood of misuse for identity theft or
fraud; notification is required only if the investigation reveals that misuse has occurred or is reasonably
likely to occur.?°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Utah permits delays for law enforcement requests when notification may impede a criminal
investigation, as well as delays for determining breach scope and restoring system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Utah uses non-numeric timing language ('most expedient time possible without unreasonable delay')
and does not specify a numeric day limit for breach notification to individuals.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Most expedient time possible without unreasonable delay Utah requires businesses and persons to
notify affected individuals in the most expedient time possible without unreasonable delay, after
determining breach scope and restoring system integrity.3?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Most expedient time possible without unreasonable delay Utah applies the same timing requirement to
all persons, including government agencies; no separate timeframe is specified for government entities.?*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Utah requires third-party processors (persons maintaining data they do not own) to notify
and cooperate with data owners immediately following discovery of the breach when misuse has
occurred or is reasonably likely.3>

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Utah permits substitute notice through newspaper publication and state-required publication
methods when direct notification (mail, email, or telephone) is not feasible for affected residents; no
specific cost or numeric threshold is specified.3¢

Q23. Does the law specify mail as a valid notification method?
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Yes Utah explicitly authorizes written notification by first-class mail to the most recent address on file for
the affected resident.?”

Q24. Does the law specify email as a valid notification method?

Yes Utah permits electronic notification if electronic means is the primary communication method or if
provided in accordance with E-SIGN Act requirements (15 U.S.C. § 7001).38

Q25. Does the law specify website posting as a valid notification method?

Yes Utah permits website posting as part of substitute notice through the requirements of Section 45-1-
101, which governs public notice requirements including electronic publication on the Utah Public Notice
Website.3®

Q26. Does the law specify media notification as a valid notification method?

Yes Utah requires newspaper publication in a newspaper of general circulation as part of substitute notice
when direct notification methods are not feasible.*

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Varies Utah specifies content requirements for notifications to the Attorney General and Utah Cyber
Center (including breach dates, number affected, data types, and breach description), but does not
specify content requirements for individual consumer notifications.*!

Q28. Is notification to the impacted individual required?

Yes Utah requires notification to each affected Utah resident when the investigation reveals that misuse
of personal information for identity theft or fraud has occurred or is reasonably likely to occur.*2

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Utah requires notification to nationwide consumer reporting agencies when the breach involves
misuse affecting 1,000 or more Utah residents.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Utah requires notification to both the Office of the Attorney General and the Utah Cyber Center when
the breach involves misuse affecting 500 or more Utah residents.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Utah does not require publication of received breach notifications; instead, the statute provides that
notifications to the Attorney General and Utah Cyber Center may be classified as confidential protected
records.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Utah requires the number of affected individuals to be included in AG/Utah Cyber Center
notifications, but does not require this information in individual consumer notifications.¢

Q33. Does the law require a description of how the breach occurred?
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Varies Utah requires a short description of how the breach occurred in notifications to the AG and Utah
Cyber Center, but does not require this information in individual consumer notifications.*’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Utah does not require information about response actions or remedial steps in either individual
consumer notifications or AG/Utah Cyber Center notifications.®

Q35. Does the law require notifications to specify types of personal information compromised?

Varies Utah requires disclosure of the types of personal information involved in notifications to the AG
and Utah Cyber Center, but does not require this information in individual consumer notifications.*°

Q36. Does the law require follow-up notifications if scope changes?

No Utah does not require follow-up notifications if the scope of the breach changes or additional affected
individuals are identified after the initial notification.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Utah requires third-party processors (persons maintaining data they do not own) to notify and
cooperate with the data owner or licensee, not to directly notify affected individuals; the notification
obligation to individuals remains with the data owner.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Utah requires third-party processors to notify data owners immediately following discovery
of the breach when misuse has occurred or is reasonably likely to occur.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Utah statute is silent on processors providing notification on behalf of data owners; the structure of
the statute places the notification obligation squarely on data owners and licensees, with processors
having only a duty to notify and cooperate with the owner.>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Utah does not explicitly provide a HIPAA exemption; while there is a general federal regulator
compliance exemption that may encompass HIPAA-covered entities, the statute does not specifically
name or reference HIPAA.>

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Utah explicitly exempts financial institutions and their affiliates as defined under 15 U.S.C. § 6809,
which is the definitional section of the Gramm-Leach-Bliley Act (GLBA).55

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
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Yes Utah provides a general exemption for entities regulated by federal law that maintain breach
notification procedures under applicable federal regulations, provided they notify affected Utah residents
in accordance with those federal requirements.>®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Utah provides an exemption for entities maintaining their own notification procedures as part of an
information security policy, provided those procedures are consistent with the statute's timing
requirements and the entity notifies affected residents according to its policy.*’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Utah provides safe harbors beyond federal compliance including: (1) an encryption safe harbor where
encrypted or otherwise protected data is excluded from the definition of personal information; and (2) a
risk assessment safe harbor where notification is required only if investigation determines misuse has
occurred or is reasonably likely.5®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Utah provides enforcement through the Attorney General, with civil penalties up to $2,500 per
consumer or $100,000 in aggregate (with exceptions for very large breaches), plus injunctive relief and
attorney fees.>°

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Utah explicitly precludes a private right of action for breach notification violations; the statute
contains both an express statement that no private right of action is created and a savings clause
preserving other existing rights under contract or tort law.5°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Utah explicitly precludes any private right of action under this
chapter; damages questions are not applicable.®t

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Utah explicitly precludes any private right of action under this chapter; limitations questions
are not applicable.®?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Utah grants the Attorney General authority to seek injunctive relief to prevent future violations,
recover attorney fees and costs, and exercise investigative powers including subpoena authority and
administrative adjudication.¢3

Q50. Does the law require credit monitoring or identity-theft protection?

No Utah does not require entities to provide credit monitoring or identity theft protection services to
individuals affected by a data breach.5
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Virginia
Virginia
Va. Code Ann. § 18.2-186.6 (Crimes Involving Fraud - Breach of Personal Information
Notification) (amended 2020) [link

Definition of breach:

In Virginia 'breach of the security of the system' means the unauthorized access and acquisition of
unencrypted and unredacted computerized data that compromises the security or confidentiality of
personal information maintained by an individual or entity as part of a database of personal information
regarding multiple individuals and that causes, or the individual or entity reasonably believes has caused,
or will cause, identity theft or other fraud to any resident of the Commonwealth. Good faith acquisition of
personal information by an employee or agent for the purposes of the individual or entity is not a breach,
provided that the personal information is not used for a purpose other than a lawful purpose or subject to
further unauthorized disclosure.!

Definition of personally identifiable information:

In Virginia 'personal information' means the first name or first initial and last name in combination with
and linked to any one or more of the following data elements that relate to a resident of the
Commonwealth, when the data elements are neither encrypted nor redacted: (1) Social security number;
(2) Driver's license number or state identification card number issued in lieu of a driver's license number;
(3) Financial account number, or credit card or debit card number, in combination with any required
security code, access code, or password that would permit access to a resident's financial accounts; (4)
Passport number; or (5) Military identification number.2

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Yes® No®
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
. : available . i
information: . . information: when key
information: g
No7 No? exposed:
Nos
Yes?0
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Virginia

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Virginia defines breach of the security of the system as unauthorized access and acquisition of
unencrypted and unredacted computerized data that compromises security or confidentiality and causes
or is reasonably believed to cause identity theft or fraud, with an employee/agent good faith acquisition
exception.'®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Virginia requires name combined with SSN, driver's license/state ID, financial account number with
security code, passport number, or military identification number, with explicit exclusions for publicly
available information and government records. ¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

No Virginia does not include biometric information in its enumerated list of covered data elements;
personal information is limited to SSN, driver's license/state ID, financial account numbers, passport
numbers, and military ID numbers.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Virginia covers both state-issued IDs (driver's license, state identification card) and federal IDs
(passport number, military identification number), providing comprehensive government ID coverage.!®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Virginia does not include medical information, health records, or health insurance information in its
enumerated list of covered data elements for breach notification purposes.??

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?
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Virginia
No Virginia's breach notification requirement applies only to computerized data; the breach definition
and notification obligation both specifically reference computerized data, excluding paper records from
coverage.?®

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Virginia requires combination of name with specified data elements for information to qualify as
personal information, and explicitly defines redaction to exclude truncated data; deidentified information
without name or with properly redacted elements would not meet the definition.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Virginia explicitly excludes from the definition of personal information any information lawfully
obtained from publicly available sources or from government records made available to the general
public.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Virginia provides an encryption safe harbor by defining breach as unauthorized access to unencrypted
and unredacted data, and by excluding encrypted data elements from the definition of personal
information; if the encryption key was not exposed, the data remains protected.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Virginia explicitly requires notification when encrypted information is accessed in unencrypted form
or when the breach involves a person with access to the encryption key and misuse is reasonably believed
to have occurred or will occur.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Virginia explicitly includes corporations, partnerships, LLCs, and other business entities in the
definition of 'entity' and imposes notification obligations on all individuals and entities that own or license
computerized data containing personal information.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Virginia defines 'individual' as a natural person and imposes notification obligations on both
individuals and entities that own or license computerized data containing personal information.2¢

Q13. Are State government agencies subject to notification requirements?

Yes Virginia explicitly includes governments, agencies, and instrumentalities in the definition of 'entity,
making state government agencies subject to the breach notification requirements.?’

Q14. Are Local governments subject to notification requirements?
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Yes Virginia explicitly includes governmental subdivisions in the definition of 'entity,' making local
governments such as counties and municipalities subject to the breach notification requirements.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Virginia does not require immediate notification; disclosure must be made 'without unreasonable
delay' following discovery or notification of the breach.

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Virginia requires a risk assessment by incorporating a harm threshold directly into the breach
definition; notification is required only when the breach causes or is reasonably believed to cause identity
theft or other fraud.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Virginia permits delays for determining breach scope and restoring system integrity, as well as delays
when law enforcement determines notification would impede a criminal or civil investigation or
jeopardize homeland or national security.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Virginia uses non-numeric timing language ('without unreasonable delay') and does not specify a
numeric day limit for breach notification to individuals.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Without unreasonable delay Virginia requires businesses and individuals to notify affected residents and
the Attorney General without unreasonable delay following discovery of the breach, after determining
scope and restoring system integrity.33

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Without unreasonable delay Virginia applies the same timing requirement ('without unreasonable delay’)
to all entities including government agencies, which are explicitly included in the definition of 'entity.'3
Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Without unreasonable delay Virginia requires third-party processors (individuals or entities maintaining

data they do not own) to notify the data owner or licensee without unreasonable delay following
discovery of the breach.3®

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?
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Yes Virginia permits substitute notice when cost exceeds $50,000, affected residents exceed 100,000, or
sufficient contact information is unavailable; substitute notice requires email (if available), conspicuous
website posting (if website exists), and notice to major statewide media.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Virginia explicitly authorizes written notice to the last known postal address as a valid notification
method.3’

Q24. Does the law specify email as a valid notification method?

Yes Virginia explicitly permits electronic notice as a valid notification method without requiring prior
consent or electronic relationship conditions.8

Q25. Does the law specify website posting as a valid notification method?

Yes Virginia permits conspicuous website posting as part of substitute notice when the entity maintains a
website.3®

Q26. Does the law specify media notification as a valid notification method?

Yes Virginia requires notice to major statewide media as part of substitute notice when the substitute
notice conditions are met.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Virginia specifies five required content elements for breach notifications: general description of the
incident, types of personal information affected, general protective acts taken, a contact telephone
number (if one exists), and advice to remain vigilant by reviewing statements and monitoring credit
reports.*

Q28. Is notification to the impacted individual required?

Yes Virginia requires notification to any affected resident of the Commonwealth when a breach that
causes or is reasonably believed to cause identity theft or fraud occurs.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Virginia requires notification to nationwide consumer reporting agencies when the breach affects
more than 1,000 persons at one time.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Virginia requires notification to the Office of the Attorney General for all breaches (under subsection
B), with additional timing/distribution/content notification required when notifying more than 1,000
persons (under subsection E).*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Virginia does not require the Office of the Attorney General to publish or post received breach
notifications on a public website; the statute is silent on AG publication requirements.*
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Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Virginia does not require breach notifications to include the number of individuals affected; the
enumerated content requirements do not include a count of affected persons.*®

Q33. Does the law require a description of how the breach occurred?

Yes Virginia requires breach notifications to include a description of the incident in general terms.4’

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Yes Virginia requires breach notifications to include a description of the general acts taken to protect
personal information from further unauthorized access.*
Q35. Does the law require notifications to specify types of personal information compromised?

Yes Virginia requires breach notifications to include the type of personal information that was subject to
unauthorized access and acquisition.

Q36. Does the law require follow-up notifications if scope changes?

No Virginia does not require follow-up notifications if the scope of the breach changes or additional
affected individuals are identified after the initial notification.s°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Virginia requires third-party processors (individuals or entities maintaining data they do not own) to
notify the data owner or licensee, not to directly notify affected individuals; the notification obligation to
individuals remains with the data owner.>!

Q38. If processors must notify contracting entity, what is the timeframe?

Without unreasonable delay Virginia requires third-party processors to notify data owners without
unreasonable delay following discovery of the breach.*?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Virginia statute is silent on processors providing notification on behalf of data owners; the structure of
the statute places the notification obligation squarely on data owners and licensees, with processors
having only a duty to notify the owner or licensee.*

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No Virginia does not explicitly provide a HIPAA exemption; while there is a general federal regulator
compliance exemption that may encompass HIPAA-covered entities, the statute does not specifically
name or reference HIPAA.>

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?
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Yes Virginia explicitly provides a GLBA exemption for entities subject to Title V of the Gramm-Leach-Bliley
Act that maintain breach notification procedures in accordance with that Act and related regulations.>>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Virginia provides a general exemption for entities that comply with notification requirements
established by their primary or functional state or federal regulator.¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Virginia provides an exemption for entities maintaining their own notification procedures as part of an
information privacy or security policy, provided those procedures are consistent with the statute's timing
requirements and the entity notifies Virginia residents according to its procedures.*’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Virginia provides safe harbors beyond federal compliance including: (1) an encryption safe harbor
where encrypted or otherwise protected data is excluded from breach notification requirements; (2) a
redaction safe harbor where properly truncated data is excluded; and (3) a risk assessment safe harbor
where notification is required only if identity theft or fraud has occurred or is reasonably believed to have
occurred.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Virginia provides enforcement through the Attorney General, with civil penalties up to $150,000 per
breach or series of related breaches, while also preserving individuals' rights to recover direct economic
damages.*

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Virginia provides a private right of action through a savings clause that explicitly preserves individuals'
rights to recover direct economic damages from violations; while not a direct grant of a new cause of
action, the statute explicitly confirms individuals can recover damages for violations.

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Direct economic damages only Virginia limits private recovery to direct economic damages only; there
are no statutory damages, punitive damages, or attorney's fees provisions, and recovery is limited to
actual direct economic harm.¢!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Virginia limits private recovery to direct economic damages, which requires proof of actual economic
harm; there are no statutory damages available without proof of harm, limiting the scope of private
actions.®?

Q49. Can Attorney General seek injunctive or other remedies?
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Virginia
Yes Virginia grants the Attorney General broad authority to bring actions to address violations, including
the power to impose civil penalties up to $150,000 per breach or series of related breaches discovered in
a single investigation.®

Q50. Does the law require credit monitoring or identity-theft protection?

No Virginia does not require entities to provide credit monitoring or identity theft protection services to
affected individuals; the statute only requires notification content to include advice directing individuals
to monitor their own credit reports through free services.®
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Vermont

Vermont

9 V.S.A. §§ 2430, 2435 (Security Breach Notice Act) (amended 2020) [link

Definition of breach:

In Vermont 'security breach' means unauthorized acquisition of electronic data, or a reasonable belief of
an unauthorized acquisition of electronic data, that compromises the security, confidentiality, or integrity
of a consumer's personally identifiable information or login credentials maintained by a data collector.
"Security breach" does not include good faith but unauthorized acquisition of personally identifiable
information or login credentials by an employee or agent of the data collector for a legitimate purpose of
the data collector, provided that the personally identifiable information or login credentials are not used
for a purpose unrelated to the data collector's business or subject to further unauthorized disclosure.?

Definition of personally identifiable information:

In Vermont 'personally identifiable information' means a consumer's first name or first initial and last
name in combination with one or more of the following digital data elements, when the data elements
are not encrypted, redacted, or protected by another method that renders them unreadable or unusable
by unauthorized persons: (i) a Social Security number; (ii) a driver license or nondriver State identification
card number, individual taxpayer identification number, passport number, military identification card
number, or other identification number that originates from a government identification document that is
commonly used to verify identity for a commercial transaction; (iii) a financial account number or credit or
debit card number, if the number could be used without additional identifying information, access codes,
or passwords; (iv) a password, personal identification number, or other access code for a financial
account; (v) unique biometric data generated from measurements or technical analysis of human body
characteristics used by the owner or licensee of the data to identify or authenticate the consumer, such as
a fingerprint, retina or iris image, or other unique physical representation or digital representation of
biometric data; (vi) genetic information; and (vii) health records or records of a wellness program or
similar program of health promotion or disease prevention, a health care professional's medical diagnosis
or treatment of the consumer, or a health insurance policy number. "Personally identifiable information"
does not mean publicly available information that is lawfully made available to the general public from
federal, State, or local government records.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Yes® No®
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Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Vermont defines a security breach as unauthorized acquisition of electronic data that compromises the
security, confidentiality, or integrity of Pll or login credentials, with a good faith exception for
employee/agent acquisitions for legitimate business purposes.’s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Vermont requires first name or first initial and last name combined with SSN, government IDs (including
passport and military ID), financial account numbers, financial access codes, biometric data, genetic
information, or health records/diagnosis/insurance information, with exclusion of publicly available

government records.¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes Vermont explicitly includes biometric data in its definition of personally identifiable information,
encompassing fingerprints, retina or iris images, and other unique physical or digital representations of
biometric data.'”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Vermont comprehensively covers government-issued IDs including driver licenses, state ID cards,
individual taxpayer identification numbers, passport numbers, military ID numbers, and any other
government identification document commonly used for commercial transactions.!®
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Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?
Yes Vermont explicitly includes medical information in its definition of Pll, covering health records,
wellness program records, medical diagnosis and treatment information, and health insurance policy
numbers.?

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Vermont limits its breach notification requirements to electronic data and digital data elements,
excluding paper records from the scope of coverage.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Vermont requires a name combination with data elements, and explicitly excludes redacted or
otherwise unreadable data from its PIl definition, meaning deidentified information would not trigger
notification requirements.?!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Vermont explicitly excludes publicly available information from government records from its definition
of personally identifiable information.

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Vermont provides an encryption safe harbor by explicitly excluding encrypted data from its definition
of personally identifiable information when the encryption renders the data unreadable without a
confidential key.2

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Vermont's encryption safe harbor applies only when data is rendered unreadable or unusable; if the
decryption key was also acquired or exposed, the data would no longer be protected and would be
subject to notification requirements.

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Vermont explicitly includes businesses in its notification requirements through the "data collector"
definition, which encompasses corporations, LLCs, financial institutions, retail operators, and other
commercial entities.?

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Vermont applies notification requirements to any "data collector," defined as a "person" who handles
personally identifiable information, which would include natural persons who collect or maintain
consumer data.?®
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Q13. Are State government agencies subject to notification requirements?

Yes Vermont explicitly includes the State and State agencies in its definition of "data collector," making
them subject to the notification requirements.?’

Q14. Are Local governments subject to notification requirements?

Yes Vermont explicitly includes political subdivisions of the State in its definition of "data collector," which
encompasses local governments and makes them subject to notification requirements.2

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Vermont does not require immediate notification; instead, it requires notification in the most
expedient time possible without unreasonable delay, with a maximum 45-day outer limit.2°

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Vermont permits data collectors to avoid notification if they establish that misuse of Pll or login
credentials is not reasonably possible, requiring them to submit a detailed explanation to the Attorney
General or Department of Financial Regulation.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Vermont permits delays for law enforcement investigations (upon law enforcement request), national
or Homeland Security investigations, and for measures necessary to determine breach scope and restore
system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Vermont specifies a maximum 45-day limit for notification to consumers, applicable to all data
collectors including businesses and government agencies.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
45 days Vermont requires businesses to notify affected consumers in the most expedient time possible
without unreasonable delay, with an outer limit of 45 days from discovery or notification of the breach.3?
Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

45 days Vermont applies the same 45-day maximum notification deadline to government agencies as to
other data collectors, as government entities are included in the definition of "data collector."34

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

Immediately Vermont requires third-party processors who maintain data they do not own to notify the
data owner or licensee immediately following discovery of a breach.?>

Notification Methods (Q22-26)
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Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Vermont permits substitute notice when the lowest cost of direct notice methods (written, email, or
telephonic) would exceed $10,000 or when the data collector lacks sufficient contact information,
requiring both website posting and major statewide/regional media notification.3¢

Q23. Does the law specify mail as a valid notification method?

Yes Vermont explicitly specifies written notice mailed to the consumer's residence as a valid direct
notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes Vermont permits electronic (email) notice under two conditions: (1) when electronic communication
is the primary method and the notice meets anti-phishing requirements, or (2) when the notice complies
with federal E-SIGN Act requirements.3?

Q25. Does the law specify website posting as a valid notification method?

Yes Vermont specifies conspicuous website posting as a required component of substitute notice when
substitute notice is permitted.3®

Q26. Does the law specify media notification as a valid notification method?

Yes Vermont requires notification to major statewide and regional media as a mandatory component of
substitute notice when substitute notice is permitted.

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Vermont requires notifications to include six specific elements: general incident description, types of
Pll affected, protective measures taken, contact telephone number, consumer vigilance advice, and
approximate breach date.*

Q28. Is notification to the impacted individual required?

Yes Vermont requires data collectors to notify consumers whose personally identifiable information or
login credentials were subject to a security breach.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Vermont requires CRA notification when a data collector notifies more than 1,000 consumers at one
time, with an exemption for entities regulated by the Department of Financial Regulation under Title 8.%3

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

Yes Vermont requires notification to the Attorney General (or Department of Financial Regulation for
regulated entities) for all security breaches, with preliminary notice required within 14 business days of
discovery or consumer notification, whichever is sooner.**

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?
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No Vermont explicitly provides that breach notifications to the Attorney General or Department are
confidential and shall not be disclosed to others without data collector consent, meaning there is no
public posting requirement.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Vermont requires notification to the Attorney General/Department to include the number of
Vermont consumers affected if known, but consumer notifications are not required to include this
number.*¢

Q33. Does the law require a description of how the breach occurred?

Yes Vermont requires consumer notifications to include a description of the incident in general terms,
which encompasses how the breach occurred.*

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Yes Vermont requires consumer notifications to describe the general protective actions the data collector
is taking to prevent further security breaches.*

Q35. Does the law require notifications to specify types of personal information compromised?

Yes Vermont requires consumer notifications to include a description of the types of personally
identifiable information that were subject to the security breach.*

Q36. Does the law require follow-up notifications if scope changes?

Yes Vermont requires follow-up notification if a data collector initially determined misuse was not
reasonably possible but subsequently obtains facts indicating misuse has occurred or is occurring.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Vermont requires third-party processors who maintain data they do not own to notify only the data
owner or licensee, not individual consumers directly.5!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Vermont requires processors to notify data owners immediately following discovery of a
security breach, subject only to law enforcement delay provisions.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Vermont does not explicitly permit processors to provide breach notifications on behalf of data
owners; the statute assigns consumer notification duty only to entities that own or license the data.>3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Vermont explicitly provides a HIPAA exemption for entities subject to HIPAA breach notification rules
when the breach is limited to health information and the entity complies with HIPAA notification
requirements.>*
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Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?
Yes Vermont explicitly exempts financial institutions subject to federal interagency guidance on
unauthorized access to consumer information, which implements GLBA safeguard requirements, though
such institutions must still notify the Department of Financial Regulation.>>

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Vermont provides exemptions for financial institutions subject to federal interagency guidance from
the Federal Reserve, FDIC, OCC, OTS, and NCUA, though regulated financial institutions must still notify
the Department of Financial Regulation.>®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No Vermont does not provide an exemption for entities with equivalent internal procedures; it only
provides an alternative AG notification process for entities that have registered their security policies with
the Attorney General, but this does not exempt them from consumer notification requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Vermont provides safe harbors for encryption, redaction, or other protection that renders data
unreadable, as well as a risk assessment safe harbor when the data collector establishes that misuse is not
reasonably possible.58

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Vermont provides enforcement through the Attorney General and State's Attorneys under the
Consumer Protection Act (chapter 63), with the Department of Financial Regulation having enforcement
authority over regulated financial institutions.*

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Vermont provides a private right of action through incorporation into the Consumer Protection Act;
enforcement "under chapter 63" includes the private remedy in § 2461(b), which allows consumers who
sustain damages from unfair or deceptive practices to sue and recover.®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual dam... Vermont allows consumers to recover actual damages or the consideration value,
reasonable attorney's fees, and exemplary (punitive) damages up to three times the consideration value,
plus equitable relief.5t

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Vermont limits exemplary damages to three times the value of the consideration given by the
consumer, though there is no cap on actual damages or attorney's fees.®?

Q49. Can Attorney General seek injunctive or other remedies?
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Yes Vermont grants the Attorney General full authority to enforce, prosecute, and obtain remedies under
the Consumer Protection Act, including seeking injunctions and civil penalties of up to $10,000 per
violation of an injunction.®

Q50. Does the law require credit monitoring or identity-theft protection?

No Vermont does not require data collectors to provide credit monitoring or identity theft protection
services; it only requires notifications to advise consumers to monitor their own free credit reports.*

Endnotes:

9 V.S.A. § 2430(13)(A)-(B)
9 V.S.A. § 2430(10)(A)-(B)
9 V.S.A. § 2430(10)(A)(v)
9 V.S.A. § 2430(10)(A)(vii)(1)-(111)
9 V.S.A. § 2430(10)(A)(ii)
9 V.S.A. §§ 2430(10)(A), 2430(13)(A)
9 V.S.A. §§ 2430(10)(A), 2430(12)
9 V.S.A. § 2430(10)(B)
9 V.S.A. §§ 2430(7), 2430(10)(A)
.9 V.S.A. § 2430(10)(A)
.9 V.S.A. §§ 2430(6), 2435(b)(1)
.9 V.S.A. §§ 2430(2), 2430(6)
.9 V.S.A. §2430(6)
.9 V.S.A. §2430(6)
.9 V.S.A. § 2430(13)(A)-(B)
.9 V.S.A. § 2430(10)(A)-(B)
.9 V.S.A. § 2430(10)(A)(v)
.9 V.S.A. § 2430(10)(A)(ii)
.9 V.S.A. § 2430(10)(A)(vii)(1)-(111)
.9 V.S.A. §§ 2430(10)(A), 2430(13)(A)
.9 V.S.A. §§ 2430(10)(A), 2430(12)
.9 V.S.A. § 2430(10)(B)
.9 V.S.A. §§ 2430(7), 2430(10)(A)
.9 V.S.A. § 2430(10)(A)
.9 V.S.A. §§ 2430(2), 2430(6)
.9 V.S.A. §§ 2430(6), 2435(b)(1)
.9 V.S.A. §2430(6)
.9 V.S.A. §2430(6)
.9 V.S.A. §2435(b)(1)
.9 V.S.A. § 2435(d)(1)-(2)
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.9 V.S.A. §2435(b)(1), (b)(4)(A)
.9 V.S.A. §2435(b)(1)

.9 V.S.A. §2435(b)(1)

.9 V.S.A. §§ 2430(6), 2435(b)(1)
.9 V.S.A. §2435(b)(2)

.9 V.S.A. § 2435(b)(6)(B)
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38.9V.S.A.
39.9V.SA.
40.9VS.A.
41.9VS.A.
42.9V.S.A.
43.9V.S.A.
44.9 V.S.A.
45.9 V.S.A.
46.9VS.A.
47.9VS.A.
48.9VS.A.
49.9VS.A.
50.9 V.S.A.
51.9V.SA.
52.9 V.S.A.
53.9 V.S.A.
54.9V.S.A.
55.9V.S.A.
56.9 V.S.A.
57.9V.S.A.
58.9 V.S.A.
59.9 V.S.A.
60.9 V.S.A.
61.9V.S.A.
62.9 V.S.A.
63.9 V.S.A.
64.9 V.S.A.

Sources:

+ Official code: https://legislature.vermont.gov/statutes/section/09/062/02435

§ 2435(b)(6)(A)(ii)

§ 2435(b)(6)(B)(ii)(1)

§ 2435(b)(6)(B)(ii)(I1)

§ 2435(b)(5)

§ 2435(b)(1)

§ 2435(c)

§ 2435(b)(3)(A)-(B)

§ 2435(b)(3)(B)(iv)

§§ 2435(b)(5), 2435(b)(3)(C)(i)
§ 2435(b)(5)(A)

§ 2435(b)(5)(C)

§ 2435(b)(5)(B)

§ 2435(d)(2)

§ 2435(b)(2)

§ 2435(b)(2)

§ 2435(b)(1)-(2)

§ 2435(e)
§2435(g)(1)-(2)

§ 2435(g)

§ 2435(b)(3)(B)(ii)

§§ 2430(10)(A), 2435(d)(1)
§ 2435(h)(1)-(2)

§§ 2435(h)(1), 2461(b)
§ 2461(b)

§ 2461(b)

§§ 2435(h)(1), 2461(a)
§ 2435(b)(5)(E)

+ 2019, No. 89 (Adj. Sess.), § 3:
https://legislature.vermont.gov/Documents/2020/Docs/ACTS/ACT089/ACT089%20As%20Ena

cted.pdf
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Washington

Washington

This state has 2 separate breach notification statutes:

* Private Sector: RCW 19.255 (Personal Information—Notice of Security Breaches) (amended
2019) [link

* Government Agencies: RCW 42.56.590 (Personal Information—Notice of Security Breaches
(Public Records Act)) (amended 2020) [link

Definition of breach:

In Washington 'breach of the security of the system' means unauthorized acquisition of data that
compromises the security, confidentiality, or integrity of personal information maintained by the person
or business. Good faith acquisition of personal information by an employee or agent of the person or
business for the purposes of the person or business is not a breach of the security of the system when the
personal information is not used or subject to further unauthorized disclosure.*

Definition of personally identifiable information:

In Washington 'personal information' means: (i) An individual's first name or first initial and last name in
combination with any one or more of the following data elements: (A) Social security number; (B) Driver's
license number or Washington identification card number; (C) Account number or credit or debit card
number, in combination with any required security code, access code, or password that would permit
access to an individual's financial account, or any other numbers or information that can be used to
access a person's financial account; (D) Full date of birth; (E) Private key that is unique to an individual and
that is used to authenticate or sign an electronic record; (F) Student, military, or passport identification
number; (G) Health insurance policy number or health insurance identification number; (H) Any
information about a consumer's medical history or mental or physical condition or about a health care
professional's medical diagnosis or treatment of the consumer; or (I) Biometric data generated by
automatic measurements of an individual's biological characteristics such as a fingerprint, voiceprint, eye
retinas, irises, or other unique biological patterns or characteristics that is used to identify a specific
individual; (ii) User name or email address in combination with a password or security questions and
answers that would permit access to an online account; and (iii) Any of the data elements or any
combination of the data elements described in (a)(i) of this subsection without the consumer's first name
or first initial and last name if encryption, redaction, or other methods have not rendered the data
element or combination of data elements unusable and the data element or combination of data
elements would enable a person to commit identity theft against a consumer. Personal information does
not include publicly available information that is lawfully made available to the general public from
federal, state, or local government records.?
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Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers

notification?

Washington defines a breach as unauthorized acquisition of data that compromises the security,

confidentiality, or integrity of personal information, with a good faith exception for employee/agent

acquisitions for legitimate purposes.’s

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered

by the law?

Washington requires first name or first initial and last name combined with SSN, driver's license/state ID,

financial account info, date of birth, private keys, student/military/passport IDs, health insurance info,

medical information, or biometric data, plus login credentials, with an additional trigger for data elements

without a name if they could enable identity theft and are not encrypted.6

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric

information included within the statute's definition of covered information?
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Yes Washington explicitly includes biometric data in its definition of personal information, covering
fingerprints, voiceprints, eye retinas, irises, and other unique biological patterns used for identification.’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Washington comprehensively covers government-issued IDs including driver's license, state ID card,
student ID, military ID, and passport numbers.'®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes Washington explicitly includes medical information in its definition of personal information, covering
health insurance numbers, medical history, mental or physical condition, and diagnosis or treatment
information.1®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No Washington's breach notification statute applies to "data" and refers to "security of the system,"
indicating a focus on electronic/computerized information rather than paper records.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Washington generally requires a name combination, and explicitly excludes data rendered unusable
through encryption, redaction, or other methods, meaning properly deidentified information would not
trigger notification.!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Washington explicitly excludes publicly available information from government records from its
definition of personal information.22

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Washington provides an encryption safe harbor for information that is "secured" (encrypted to NIST
standards or otherwise rendered unreadable), provided the encryption key was not also acquired.z

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Washington explicitly requires notification when encrypted information was breached if the
encryption key or other means to decipher the secured information was also acquired by an unauthorized
person.?

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?
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Yes Washington explicitly includes businesses conducting business in the state in its notification
requirements.?®

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Washington applies notification requirements to any "person" that conducts business in the state and
owns or licenses data including personal information.2®

Q13. Are State government agencies subject to notification requirements?

Yes Washington has a separate statute (RCW 42.56.590) that explicitly applies breach notification
requirements to state government agencies.?’

Q14. Are Local governments subject to notification requirements?

Yes Washington's government agency statute (RCW 42.56.590) applies to any "agency," which includes
local government entities under the Public Records Act framework.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Washington does not require immediate notification; it requires notification in the most expedient
time possible without unreasonable delay, with a maximum 30-day limit.2°

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Washington permits entities to avoid notification if the breach is not reasonably likely to subject
consumers to a risk of harm, creating a risk assessment option.*°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Washington permits delays when law enforcement determines notification would impede a criminal
investigation, and for measures necessary to determine breach scope and restore system integrity.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Washington specifies a 30-calendar-day maximum for notification to affected consumers, with
government agencies permitted an additional 14 days for translation purposes.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

30 days Washington requires businesses to notify affected consumers in the most expedient time possible
without unreasonable delay, with a maximum of 30 calendar days from breach discovery.3?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?
30 days (plus 14-day translation extension) Washington requires government agencies to notify affected

individuals within 30 calendar days, with an optional 14-day extension for translation into the primary
language of affected consumers.3*
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Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?
Immediately Washington requires processors who maintain data they do not own to notify the data
owner or licensee immediately following discovery of a breach.

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Washington permits substitute notice when cost exceeds $250,000, affected persons exceed 500,000,
or insufficient contact information exists, requiring email notice (if available), website posting, and major
statewide media notification.3®

Q23. Does the law specify mail as a valid notification method?

Yes Washington explicitly specifies written notice as a valid notification method for both businesses and
government agencies.?’

Q24. Does the law specify email as a valid notification method?

Yes Washington permits electronic notice consistent with federal E-SIGN Act requirements, with special
provisions for credential-related breaches allowing direct email notification.38

Q25. Does the law specify website posting as a valid notification method?

Yes Washington specifies conspicuous website posting as a required component of substitute notice
when substitute notice conditions are met.*

Q26. Does the law specify media notification as a valid notification method?

Yes Washington requires notification to major statewide media as a mandatory component of substitute
notice when substitute notice conditions are met.

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Washington requires notifications to include four elements: entity name and contact information,
types of personal information affected, time frame of exposure including breach and discovery dates, and
CRA contact information if personal information was exposed.*

Q28. Is notification to the impacted individual required?

Yes Washington requires notification to any Washington resident whose personal information was or is
reasonably believed to have been acquired by an unauthorized person.*2

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

No Washington does not require entities to notify credit reporting agencies of breaches; it only requires

that consumer notifications include CRA contact information.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?
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Yes Washington requires Attorney General notification when breaches affect more than 500 Washington
residents, with notice due no more than 30 days after breach discovery.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Washington does not require the Attorney General to publish or post received breach notifications on
a public website; the statute is silent on AG publication requirements.*

Q32. Must breach notifications include the specific number of individuals affected by the breach?

Varies Washington requires AG notifications to include the number of affected consumers (or an
estimate), but individual consumer notifications do not require this information.*¢

Q33. Does the law require a description of how the breach occurred?

No Washington does not require consumer notifications to include a description of how the breach
occurred; the required content focuses on entity identification, data types, timeframe, and CRA
contacts.?

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Varies Washington requires AG notifications to include a summary of steps taken to contain the breach,
but individual consumer notifications do not require response action information.“2

Q35. Does the law require notifications to specify types of personal information compromised?
Yes Washington requires notifications to include a list of the types of personal information that were or
are reasonably believed to have been subject to the breach.*

Q36. Does the law require follow-up notifications if scope changes?

Yes Washington requires updates to AG notifications if any required information was unknown at the
time of initial notice, ensuring follow-up when additional details become available.5°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Washington requires processors who maintain data they do not own to notify only the data owner or
licensee, not individual consumers directly.5!

Q38. If processors must notify contracting entity, what is the timeframe?

Immediately Washington requires processors to notify data owners immediately following discovery of a
security breach.5?

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Washington does not explicitly permit processors to provide breach notifications on behalf of data
owners; the statute assigns consumer notification duty only to entities that own or license the data.>?

Legal Exceptions (Q40-44)
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Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?
Yes Washington explicitly provides a HIPAA exemption for covered entities that comply with HITECH Act
breach notification requirements, though such entities must still notify the Attorney General per state
timeliness requirements.>

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Washington explicitly exempts financial institutions subject to federal interagency guidelines (which
implement GLBA requirements) if they comply with those guidelines, though they must still notify the
Attorney General.>®

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes Washington's exemption covers financial institutions under multiple federal regulators including the
NCUA, FDIC, OCC, and Federal Reserve System when complying with their respective interagency
guidelines.>®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes Washington explicitly exempts entities that maintain their own notification procedures as part of an
information security policy, provided those procedures are consistent with the statute's timing
requirements.>’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Washington provides safe harbors for encryption (NIST-compliant or equivalent), risk assessment
(when misuse is not reasonably likely), and PCI-DSS compliance for payment card data.>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Washington provides enforcement through the Attorney General under the Consumer Protection Act
(chapter 19.86), with violations declared unfair or deceptive acts and matters vitally affecting the public
interest.*?

Q46. Does the law provide an explicit private right of action for breach notification violations?

Yes Washington provides an explicit private right of action for consumers injured by violations, while
specifically excluding private suits under RCW 19.86.090 (the general CPA private action provision),
creating a direct statutory private right of action rather than through CPA incorporation.®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

Actual damages plus injunctive relief Washington allows injured consumers to recover damages and seek
injunctions, but the statute does not specify statutory damages or attorney's fees; the exclusion from
RCW 19.86.090 means treble damages and attorney's fees from the general CPA are not available for
breach notification violations.®!
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Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

Yes Washington limits the private right of action by excluding suits under RCW 19.86.090, which means
plaintiffs cannot access CPA remedies including treble damages (up to $25,000) or attorney's fees;
recovery is limited to actual damages.5?

Q49. Can Attorney General seek injunctive or other remedies?

Yes Washington grants the Attorney General authority to bring enforcement actions under the Consumer
Protection Act, including seeking injunctive relief to restrain violations, attorney's fees, and orders to
restore money or property to injured persons.®3

Q50. Does the law require credit monitoring or identity-theft protection?

No Washington does not require data collectors to provide credit monitoring or identity theft protection
services; it only requires notifications to include credit reporting agency contact information.®

Endnotes:
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RCW 19.255.010(6)(b); RCW 42.56.590(6)(b)

RCW 19.255.010(1); RCW 42.56.590(1)
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RCW 19.255.010(7); RCW 42.56.590(7)

RCW 19.255.010(6)(b), (7)(a)(i); RCW 42.56.590(6)(b), (7)(a)(i)
RCW 19.255.010(6)(b); RCW 42.56.590(6)(b)

RCW 19.255.010(6)(b), (7)(a)(iv); RCW 42.56.590(6)(b), (7)(a)(iv)
RCW 19.255.010(6)(b)(ii); RCW 42.56.590(6)(b)(ii)
RCW 19.255.010(7)(b); RCW 42.56.590(7)(b)

RCW 19.255.010(2); RCW 42.56.590(2)

RCW 19.255.010(2); RCW 42.56.590(2)

RCW 19.255.010(1)-(2)

RCW 19.255.030(1)

RCW 19.255.030(2)

RCW 19.255.030(2)

RCW 19.255.010(5); RCW 42.56.590(5)

RCW 19.255.005(3); RCW 19.255.010(1); RCW 19.255.020(2)
RCW 19.255.040(2)

RCW 19.255.040(3)(a)-(c)

RCW 19.255.040(3)(a)-(b)

RCW 19.255.040(2); RCW 19.86.090

RCW 19.255.040(2); RCW 19.86.080(1)-(2)
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Sources:

Private Sector:

+ Official code: https://app.leg.wa.gov/RCW/default.aspx?cite=19.255&full=true

Washington

+ 2019 c 241: https://lawfilesext.leg.wa.gov/biennium/2019-

20/Pdf/Bills/Session%20Laws/House/1071-S.SL.pdf

Government Agencies:

+ Official code: https://app.leg.wa.gov/rcw/default.aspx?cite=42.56.590

* 2020 c 65 § 1: https://lawfilesext.leg.wa.gov/biennium/2019-

20/Pdf/Bills/Session%20Laws/House/2458.SL.pdf

Data Breach Notification Laws Survey 2026: Washington e Privacy Rights Clearinghouse ¢ Page 436


https://app.leg.wa.gov/RCW/default.aspx?cite=19.255&full=true
https://lawfilesext.leg.wa.gov/biennium/2019-20/Pdf/Bills/Session%20Laws/House/1071-S.SL.pdf
https://lawfilesext.leg.wa.gov/biennium/2019-20/Pdf/Bills/Session%20Laws/House/1071-S.SL.pdf
https://app.leg.wa.gov/rcw/default.aspx?cite=42.56.590
https://lawfilesext.leg.wa.gov/biennium/2019-20/Pdf/Bills/Session%20Laws/House/2458.SL.pdf
https://lawfilesext.leg.wa.gov/biennium/2019-20/Pdf/Bills/Session%20Laws/House/2458.SL.pdf

Wisconsin

Wisconsin

Wis. Stat. § 134.98 (Trade Regulations - Notice of Unauthorized Acquisition of Personal
Information) (amended 2007) [link

Definition of breach:

In Wisconsin notification is triggered when an entity knows that personal information in the entity's
possession has been acquired by a person whom the entity has not authorized to acquire the personal
information. Wisconsin uses "unauthorized acquisition" rather than "breach" or "security incident."*

Definition of personally identifiable information:

In Wisconsin 'personal information' means an individual's last name and the individual's first name or first
initial, in combination with and linked to any of the following elements, if the element is not publicly
available information and is not encrypted, redacted, or altered in a manner that renders the element
unreadable: (1) The individual's social security number; (2) The individual's driver's license number or
state identification number; (3) The number of the individual's financial account number, including a
credit or debit card account number, or any security code, access code, or password that would permit
access to the individual's financial account; (4) The individual's deoxyribonucleic acid profile; (5) The
individual's unique biometric data, including fingerprint, voice print, retina or iris image, or any other
unique physical representation.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes3 No* Varies® Yes®
Encrypted
. . Publicly . s )
De-identified . Encrypted information
. . available . .
information: . . information: when key
information: 4
No No? exposed:
No3
Yes?0
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Wisconsin

Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
No! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Wisconsin defines the triggering event as unauthorized acquisition of personal information, with
notification required when an entity knows that personal information has been acquired by an
unauthorized person.?®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Wisconsin requires first name or first initial and last name combined with SSN, driver's license/state ID
number, financial account numbers with access credentials, DNA profile, or biometric data, with
exclusions for publicly available and encrypted/redacted information.¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes Wisconsin explicitly includes unique biometric data in its definition of personal information, covering
fingerprints, voice prints, retina or iris images, and any other unique physical representation.?’

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Varies Wisconsin covers driver's license numbers and state identification numbers but makes no mention
of passports or other federal government-issued IDs.!8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No Wisconsin does not include medical information, health records, or health insurance information in its
definition of personal information, though DNA profiles are covered separately.®®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

Yes Wisconsin does not limit its breach notification requirements to electronic or computerized data; the
statute applies to personal information in any form, including paper records.
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Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Wisconsin requires a name combination with data elements and explicitly excludes redacted or
altered information that is rendered unreadable, meaning deidentified information would not trigger
notification requirements.?!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Wisconsin explicitly excludes publicly available information from its definition of personal information,
including information lawfully made widely available through media or from government records.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No Wisconsin provides an encryption safe harbor by explicitly excluding encrypted data elements from its

definition of personal information.23

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Wisconsin's encryption safe harbor applies only when data is rendered unreadable; if the encryption
key was also acquired and the data can be read, the data would no longer be excluded and would trigger
notification requirements.?*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Wisconsin explicitly includes businesses in its notification requirements through the "entity"
definition, which covers persons that conduct business in the state and maintain personal information.?>

Q12. Are Persons (or Individuals) subject to notification requirements?

No Wisconsin explicitly excludes individuals from its definition of "entity," meaning natural persons acting
in their individual capacity are not subject to the notification requirements.2®

Q13. Are State government agencies subject to notification requirements?

Yes Wisconsin explicitly includes state government agencies in its definition of "entity," encompassing all
state offices, departments, agencies, authorities, institutions, and bodies including the legislature and
courts.?”

Q14. Are Local governments subject to notification requirements?

Yes Wisconsin explicitly includes local governments in its definition of "entity," specifically naming cities,
villages, towns, and counties as subject to the notification requirements.

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?
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No Wisconsin does not require immediate notification; it requires notification within a reasonable time,
with a maximum 45-day limit after the entity learns of the acquisition.?®

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Wisconsin permits entities to avoid notification if the acquisition does not create a material risk of
identity theft or fraud, or if acquired in good faith by an employee for lawful purposes.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Wisconsin permits delays when a law enforcement agency requests delay to protect an investigation
or homeland security, with no maximum time limit specified.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

Yes Wisconsin specifies a maximum 45-day limit for notification to affected individuals after the entity
learns of the unauthorized acquisition.2

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

45 days Wisconsin requires entities (including businesses) to notify affected individuals within a
reasonable time not exceeding 45 days, with reasonableness considering the number of notices and
available communication methods.3?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

45 days Wisconsin applies the same 45-day maximum notification deadline to government agencies as to
other entities, as government bodies are included in the definition of "entity."3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

As soon as practicable Wisconsin requires third-party data custodians (processors without a contract) to
notify data owners as soon as practicable, which is a less specific timeframe than the 45-day maximum for
individual notices.?>

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Wisconsin permits alternative notice methods when the mailing address cannot be determined with
reasonable diligence and there is no previous communication history, allowing notice by any method
reasonably calculated to provide actual notice.3®

Q23. Does the law specify mail as a valid notification method?

Yes Wisconsin explicitly specifies mail as a valid notification method.?’

Q24. Does the law specify email as a valid notification method?
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Yes Wisconsin permits notification by any method previously employed to communicate with the
individual, which would include email if the entity has previously communicated with the individual via
email.3®

Q25. Does the law specify website posting as a valid notification method?

Varies Wisconsin does not explicitly specify website posting as a valid method, though it may be
permitted as part of alternative notice "reasonably calculated to provide actual notice" when substitute
notice conditions are met.*

Q26. Does the law specify media notification as a valid notification method?

No Wisconsin does not explicitly specify media notification as a required notification method, though
media may be used as part of alternative notice reasonably calculated to provide actual notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Wisconsin requires notifications to indicate that the entity knows of the unauthorized acquisition,
with a separate obligation to identify specific personal information upon written request from the
affected individual.*

Q28. Is notification to the impacted individual required?

Yes Wisconsin requires entities to make reasonable efforts to notify each subject (individual) whose
personal information was acquired without authorization.*

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes Wisconsin requires CRA notification when an entity must notify 1,000 or more individuals as a result
of a single incident, requiring notice of the timing, distribution, and content of individual notices.*

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

No Wisconsin does not require notification to the Attorney General or any state agency for data
breaches.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Wisconsin does not require breach notification to any state agency, so there is no corresponding
publication requirement.*s

Q32. Must breach notifications include the specific number of individuals affected by the breach?
No Wisconsin does not require notifications to individuals to include the number of people affected by
the breach.*®

Q33. Does the law require a description of how the breach occurred?

No Wisconsin does not require notifications to include a description of how the breach occurred; the only
required content is acknowledgment of the unauthorized acquisition.*”
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Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No Wisconsin does not require notifications to include information about response actions or steps being
taken to address the breach.*

Q35. Does the law require notifications to specify types of personal information compromised?

Varies Wisconsin does not require initial notifications to specify types of personal information
compromised, but affected individuals can request this information in writing and the entity must provide
it.4o

Q36. Does the law require follow-up notifications if scope changes?

No Wisconsin does not require follow-up notifications if the scope of a breach changes or additional
information becomes available.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Wisconsin requires third-party processors (persons who store but do not own or license personal
information) to notify only the data owner, not individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

As soon as practicable Wisconsin requires processors to notify data owners 'as soon as practicable'
without specifying a numeric timeframe.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No Wisconsin is silent on whether processors may provide notifications on behalf of data owners; the
statute only addresses processor-to-owner notification.s3

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

Yes Wisconsin explicitly exempts entities covered by and complying with HIPAA's privacy and security
requirements (45 CFR Part 164).5

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Wisconsin explicitly exempts entities subject to and in compliance with GLBA (15 USC 6801-6827),
provided they have a breach policy in effect.5s

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

No Wisconsin does not provide exemptions for federal regulations other than HIPAA and GLBA.5¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?
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No Wisconsin does not provide an exemption for entities maintaining their own equivalent breach
notification procedures.5’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Wisconsin provides safe harbors for encrypted, redacted, or unreadable data; acquisitions that do not
create a material risk of identity theft or fraud; and good faith employee/agent acquisitions for lawful
purposes.>®

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

No Wisconsin does not provide explicit enforcement measures; the statute expressly states that failure to
comply is not itself negligence or breach of duty, though it may be evidence of such.>®

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Wisconsin explicitly does not create a private right of action; section 134.98(4) states failure to comply
is not itself negligence or breach of duty, and federal court has confirmed the statute does not create a
private cause of action.®°

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - Wisconsin does not provide a private right of action for breach
notification violations.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - Wisconsin does not provide a private right of action, so limitation analysis is not applicable.¢?

Q49. Can Attorney General seek injunctive or other remedies?

No Wisconsin does not grant the Attorney General explicit authority to seek injunctive or other remedies
for breach notification violations within this statute.

Q50. Does the law require credit monitoring or identity-theft protection?

No Wisconsin does not require entities to provide credit monitoring or identity theft protection services
to affected individuals.5

Endnotes:

Wis. Stat. § 134.98(2)(a)
Wis. Stat. § 134.98(1)(b)
Wis. Stat. § 134.98(1)(b)(5)
Wis. Stat. § 134.98(1)(b)
is. Stat. § 134.98(1)(b)(2)
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Wis. Stat. § 134.98(1)(b), (2)(a)
Wis. Stat. § 134.98(1)(b

Wis. Stat. § 134.98(1)(b)-(c)
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10. Wis. Stat. § 134.98(1)(b)
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Stat. § 134.98(1)(a)(1)
Stat. § 134.98(1)(a)(2)(a)
Stat. § 134.98(1)(a)(2)(b)
Stat. § 134.98(2)(a)

Stat. § 134.98(1)(b)

Stat. § 134.98(1)(b)(5)
Stat. § 134.98(1)(b)(2)
Stat. § 134.98(1)(b)

Stat. § 134.98(1)(b), (2)(a)
Stat. § 134.98(1)(b)

Stat. § 134.98(1)(b)-(c)
Stat. § 134.98(1)(b)

Stat. § 134.98(1)(b)

Stat. § 134.98(1)(a)(1)
Stat. § 134.98(1)(a)(1)
Stat. § 134.98(1)(a)(2)(a)
Stat. § 134.98(1)(a)(2)(b)
Stat. § 134.98(3)(a)

Stat. § 134.98(2)(cm)
Stat. § 134.98(5)

Stat. § 134.98(3)(a)

Stat. § 134.98(3)(a)

Stat. §§ 134.98(1)(a)(2), 134.98(3)(a)
Stat. § 134.98(2)(bm)
Stat. § 134.98(3)(b)

Stat. § 134.98(3)(b)

Stat. § 134.98(3)(b)

Stat. § 134.98(3)(b)

Stat. § 134.98(3)(b)

Stat. § 134.98(2)(a), (3)(c)
Stat. § 134.98(2)(a)

Stat. § 134.98(2)(br)

Stat. § 134.98(2)

Stat. § 134.98

Stat. § 134.98(2)(a)

Stat. § 134.98(2)(a)

Stat. § 134.98(2)(a)

Stat. § 134.98(2)(a), (3)(c)
Stat. § 134.98(2)-(3)

Stat. § 134.98(2)(bm)
Stat. § 134.98(2)(bm)
Stat. § 134.98(2)(bm)
Stat. § 134.98(3m)(b)
Stat. § 134.98(3m)(a)
Stat. § 134.98(3m)

Stat. § 134.98(3m)

Stat. §§ 134.98(1)(b), 134.98(2)(cm)
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Wisconsin
59. Wis. Stat. § 134.98(4)
60. Wis. Stat. § 134.98(4); Fox v. lowa Health System, 399 F. Supp. 3d 780 (E.D. Wis. 2019)
61. Wis. Stat. § 134.98(4)
62. Wis. Stat. § 134.98(4)
63. Wis. Stat. § 134.98
64. Wis. Stat. § 134.98

Sources:

+ Official code: https://docs.legis.wisconsin.gov/statutes/statutes/134/98
<2007 a. 97 s. 238: https://docs.legis.wisconsin.gov/2007/related/acts/97
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West Virginia

West Virginia

W. Va. Code §§ 46A-2A-101 to -105 (Consumer Credit and Protection Act - Breach of Security of
Consumer Information) (amended 2008) [link

Definition of breach:

In West Virginia 'breach of the security of a system' means the unauthorized access and acquisition of
unencrypted and unredacted computerized data that compromises the security or confidentiality of
personal information maintained by an individual or entity as part of a database of personal information
regarding multiple individuals and that causes the individual or entity to reasonably believe that the
breach of security has caused or will cause identity theft or other fraud to any resident of this state. Good
faith acquisition of personal information by an employee or agent of an individual or entity for the
purposes of the individual or the entity is not a breach of the security of the system, provided that the
personal information is not used for a purpose other than a lawful purpose of the individual or entity or
subject to further unauthorized disclosure.*

Definition of personally identifiable information:

In West Virginia 'personal information' means the first name or first initial and last name linked to any one
or more of the following data elements that relate to a resident of this state, when the data elements are
neither encrypted nor redacted: (A) social security number; (B) driver's license number or state
identification card number issued in lieu of a driver's license; or (C) financial account number, or credit
card, or debit card number in combination with any required security code, access code or password that
would permit access to a resident's financial accounts. The term does not include information that is
lawfully obtained from publicly available information, or from federal, state or local government records
lawfully made available to the general public.?

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
No3 No* Partial® No®
De-identified Publicly Encrypted Encrypted
information: available information: information
information when key
in : 9
No No exposed:
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West Virginia

‘ Nos3 Yesl0
Does the law cover:
. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
Yes?3 Yes'4

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

West Virginia defines a breach as unauthorized access and acquisition of unencrypted and unredacted
computerized data compromising security or confidentiality that the entity reasonably believes has
caused or will cause identity theft or other fraud.*>

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

West Virginia requires a name plus data element combination for personal information, covering SSN,
state-issued driver's license or state ID, and financial account numbers with access codes.¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute's definition of covered information?

No West Virginia does not include biometric information in its definition of personal information.?”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Partial West Virginia covers state-issued driver's license numbers and state identification card numbers,
but makes no mention of federal government-issued IDs such as passports.’®

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

No West Virginia does not include medical or health information in its definition of personal
information.®

Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?

No West Virginia's breach definition applies only to computerized data, excluding paper records from
notification requirements.°
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Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No West Virginia excludes redacted information from both the breach and personal information
definitions, so deidentified information would not trigger notification requirements.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No West Virginia explicitly excludes publicly available information and information from government
records lawfully made available to the general public.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No West Virginia's breach and personal information definitions both exclude encrypted data, providing a

safe harbor for properly encrypted information when the key was not compromised.?

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes West Virginia explicitly requires notification when encrypted information is accessed in unencrypted
form or when the breach involves a person with access to the encryption key.2*

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes West Virginia explicitly subjects entities to notification requirements, with entity broadly defined to
include corporations, partnerships, LLCs, and other business entities.?®

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes West Virginia explicitly includes individuals (defined as natural persons) as subject to notification
requirements.2®

Q13. Are State government agencies subject to notification requirements?

Yes West Virginia's definition of entity explicitly includes governments, governmental subdivisions,
agencies, and instrumentalities, making state government agencies subject to notification requirements.?’
Q14. Are Local governments subject to notification requirements?

Yes West Virginia's definition of entity explicitly includes governmental subdivisions, making local
governments subject to notification requirements.28

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No West Virginia requires notice without unreasonable delay rather than immediately, with permitted
delays for investigation and system restoration.®
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Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes West Virginia requires entities to reasonably believe that the breach has caused or will cause identity
theft or other fraud before notification is required.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes West Virginia permits delays for investigation of breach scope, system integrity restoration, law
enforcement investigations (criminal or civil), and national/homeland security.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No West Virginia uses only non-numeric timing language ('without unreasonable delay') with no specific
numeric day limits.32

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?

Without unreasonable delay West Virginia requires businesses and individuals to notify affected
residents without unreasonable delay following discovery or notification of a breach.3?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Without unreasonable delay West Virginia applies the same timing standard to government entities as to
other entities, requiring notice without unreasonable delay.?*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

As soon as practicable West Virginia requires third-party data maintainers to notify data owners 'as soon
as practicable following discovery' but does not specify a numeric timeframe.3*

Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes West Virginia permits substitute notice when cost exceeds $50,000, affected residents exceed
100,000, or insufficient contact information exists; substitute notice requires any two of: email, website
posting, or statewide media notice.3®

Q23. Does the law specify mail as a valid notification method?

Yes West Virginia specifies written notice to the postal address as a valid primary notification method.?’

Q24. Does the law specify email as a valid notification method?

Yes West Virginia permits electronic notice consistent with the federal E-SIGN Act and allows email as a
component of substitute notice.?®

Q25. Does the law specify website posting as a valid notification method?

Yes West Virginia permits conspicuous website posting as a component of substitute notice.3®
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Q26. Does the law specify media notification as a valid notification method?

Yes West Virginia requires notice to major statewide media as a component of substitute notice.*°

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes West Virginia requires notifications to include a description of compromised data categories, contact
information for the entity, and credit reporting agency contact information with fraud alert/security
freeze instructions.*!

Q28. Is notification to the impacted individual required?

Yes West Virginia requires notification to any affected resident whose personal information was or is
reasonably believed to have been accessed and acquired.?

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

Yes West Virginia requires notification to nationwide consumer reporting agencies when more than 1,000
persons must be notified, with GLBA-regulated entities exempt from this requirement.*
Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

No West Virginia does not require notification to the Attorney General or any state agency for data
breaches.*

Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No West Virginia does not require AG notification, so there is no provision for AG publication of breach
notifications.*
Q32. Must breach notifications include the specific number of individuals affected by the breach?

No West Virginia's notification content requirements do not include the specific number of individuals
affected by the breach.*¢

Q33. Does the law require a description of how the breach occurred?

No West Virginia requires description of compromised data categories but does not require a description
of how the breach occurred.*”

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

No West Virginia does not require notifications to include information about response actions or steps
being taken to address the breach.*s

Q35. Does the law require notifications to specify types of personal information compromised?

Yes West Virginia requires notifications to include a description of the categories of personal information
that were reasonably believed to have been compromised.

Q36. Does the law require follow-up notifications if scope changes?
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No West Virginia does not require follow-up notifications if the scope of the breach changes after initial
notification.>°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No West Virginia requires third-party data maintainers to notify only the data owner or licensee, not
individuals directly.>!

Q38. If processors must notify contracting entity, what is the timeframe?

As soon as practicable following discovery West Virginia requires processors to notify data owners 'as
soon as practicable following discovery' but does not specify a numeric timeframe.>2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

No West Virginia's statute is silent on whether processors may notify individuals on behalf of data owners;
the statutory structure assigns notification duty to owners/licensees and requires processors to notify
only the owner/licensee.>?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?

No West Virginia does not explicitly provide an exemption for HIPAA-covered entities in its breach
notification statute.>

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes West Virginia provides compliance deemed met for financial institutions (as defined under GLBA) that
follow the Federal Interagency Guidance notification guidelines.s®

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?
Yes West Virginia provides compliance for entities that follow the notification requirements established
by their primary or functional regulator, which can include other federal regulatory bodies.5¢

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

Yes West Virginia provides a safe harbor for entities that maintain their own notification procedures as
part of an information security policy, provided the procedures are consistent with the timing
requirements of the statute.>”

Q44. Does the law provide safe harbors beyond federal compliance?

Yes West Virginia provides safe harbors for encryption (breach definition excludes encrypted data),
redaction (breach definition excludes redacted data), and entities maintaining their own compliant
notification procedures.8
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Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes West Virginia provides enforcement through the Attorney General, with violations constituting unfair
or deceptive acts under the Consumer Protection Act; civil penalties up to $150,000 per breach are
available for repeated and willful violations.>°

Q46. Does the law provide an explicit private right of action for breach notification violations?

No West Virginia explicitly provides the Attorney General exclusive enforcement authority for breach
notification violations; while the underlying Consumer Protection Act (Article 6) has a private right of
action, the breach notification statute (Article 2A) grants only the AG enforcement power.%

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action N/A - West Virginia grants the Attorney General exclusive enforcement
authority for breach notification violations, precluding private actions.®!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A N/A - West Virginia does not provide a private right of action for breach notification violations.6?

Q49. Can Attorney General seek injunctive or other remedies?

Yes West Virginia grants the AG exclusive enforcement authority with access to all Consumer Protection
Act remedies and civil penalties up to $150,000 per breach for repeated and willful violations.¢3

Q50. Does the law require credit monitoring or identity-theft protection?

No West Virginia requires notifications to include CRA contact information and fraud alert/security freeze
instructions, but does not require entities to provide credit monitoring or identity theft protection
services.**

Endnotes:

Va. Code § 46A-2A-101(1)
Va. Code § 46A-2A-101(6)
Va. Code § 46A-2A-101(6)
Va. Code § 46A-2A-101(6)

. Code § 46A-2A-101(6)(B)
Va. Code § 46A-2A-101(1)
Va. Code §§ 46A-2A-101(1), 46A-2A-101(6), 46A-2A-101(8)
Va. Code § 46A-2A-101(6)

Va. Code §§ 46A-2A-101(1), 46A-2A-101(3), 46A-2A-101(6)
Va. Code § 46A-2A-102(b)
Va. Code §§ 46A-2A-102(a), 46A-2A-101(5)
Va. Code §§ 46A-2A-102(a), 46A-2A-101(2)

. Code § 46A-2A-101(2)

Va. Code § 46A-2A-101(2)

Va. Code § 46A-2A-101(1)

Va. Code § 46A-2A-101(6)
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Code § 46A-2A-101(6)

Code § 46A-2A-101(6)(B)

Code § 46A-2A-101(6)

Code § 46A-2A-101(1)

Code §§ 46A-2A-101(1), 46A-2A-101(6), 46A-2A-101(8)
Code § 46A-2A-101(6)

Code §§ 46A-2A-101(1), 46A-2A-101(3), 46A-2A-101(6)
Code § 46A-2A-102(b)

Code §§ 46A-2A-102(a), 46A-2A-101(2)
Code §§ 46A-2A-102(a), 46A-2A-101(5)
Code § 46A-2A-101(2)

Code § 46A-2A-101(2)

Code § 46A-2A-102(a)

Code §§ 46A-2A-101(1), 46A-2A-102(a)
Code §§ 46A-2A-102(a), 46A-2A-102(e)
Code § 46A-2A-102(a)

Code § 46A-2A-102(a)

Code §§ 46A-2A-101(2), 46A-2A-102(a)
Code § 46A-2A-102(c)

Code § 46A-2A-101(7)(D)

Code § 46A-2A-101(7)(A)

Code §§ 46A-2A-101(7)(C), 46A-2A-101(7)(D)(i)
Code § 46A-2A-101(7)(D)(ii)

Code § 46A-2A-101(7)(D)(iii)

Code § 46A-2A-102(d)

Code § 46A-2A-102(a)

Code § 46A-2A-102(f)

Code § 46A-2A-102

Code § 46A-2A-102

Code § 46A-2A-102(d)

Code § 46A-2A-102(d)

Code § 46A-2A-102(d)

Code § 46A-2A-102(d)(1)

Code § 46A-2A-102

Code § 46A-2A-102(c)

Code § 46A-2A-102(c)

Code §§ 46A-2A-102(a), 46A-2A-102(c)
Code § 46A-2A-103

Code §§ 46A-2A-103(b), 46A-2A-101(4)
Code § 46A-2A-103(c)

Code § 46A-2A-103(a)

Code §§ 46A-2A-101(1), 46A-2A-103(a)
Code § 46A-2A-104

Code §§ 46A-2A-104(b), 46A-6-106(a)
Code § 46A-2A-104(b)

Code § 46A-2A-104(b)

Code § 46A-2A-104

West Virginia
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64. W. Va. Code § 46A-2A-102(d)
Sources:

+ Official code: https://code.wvlegislature.gov/46A-2A-101/

+ 2008 Regular Session SB 340:
https://www.wvlegislature.gov/bill status/bills history.cfm?input=340&year=2008&sessionty
pe=RS&btype=bill
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Wyoming
Wyoming

Wryo. Stat. Ann. §§ 40-12-501 to 40-12-509 (Computer Security Breach; Notice to Affected
Persons) (amended 2015) [link

Definition of breach:

In Wyoming 'breach of the security of the data system' means unauthorized acquisition of computerized
data that materially compromises the security, confidentiality or integrity of personal identifying
information maintained by a person or business and causes or is reasonably believed to cause loss or
injury to a resident of this state.!

Definition of personally identifiable information:

In Wyoming 'personal identifying information' means the first name or first initial and last name of a
person in combination with one or more data elements specified in W.S. 6-3-901(b)(iii) through (xiv),
when the data elements are not redacted. Those elements include: social security number; driver's license
number; account number, credit card number or debit card number in combination with security code,
access code or password; tribal identification card; federal or state government issued identification card;
shared secrets or security tokens; username or email address in combination with password or security
question/answer; birth or marriage certificate; medical information; health insurance information; unique
biometric data; and individual taxpayer identification number.2

Does the definition of "personally identifiable
information" or "breach" cover:

Biometric Medical Government Paper
information: information: IDs: records:
Yes? Yes* Yes® No®
Encrypted
. . Publicly . vp .
De-identified . Encrypted information
. . available . .
information: . . information: when key
information: 4
No No? exposed:
No3
Yes?0
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Wyoming
Does the law cover:

. . State Local
Individuals: Businesses:
government: government:
Yes!! Yes!?
N013 N014

Complete Question Analysis:

Definitions & Data Types (Q1-10)

Q1. What is the definition of 'breach’, 'data breach’, 'security incident' or the event that triggers
notification?

Wyoming defines breach as unauthorized acquisition of computerized data that materially compromises
security, confidentiality, or integrity of personal identifying information AND causes or is reasonably
believed to cause loss or injury to a Wyoming resident, with a good faith employee acquisition
exception.'®

Q2. What is the definition for "Personally Identifiable Information" or the information that is covered
by the law?

Wyoming requires first name or first initial and last name in combination with one or more of 12 specific
data elements enumerated by cross-reference to the identity theft statute, covering SSN, driver's license,
financial accounts with security codes, tribal ID, federal/state government ID, shared secrets/security
tokens, username+password for online accounts, birth/marriage certificates, medical information, health
insurance information, biometric data, and individual taxpayer ID numbers.¢

Q3. Can biometric information contribute to triggering breach notification requirements, or is biometric
information included within the statute’'s definition of covered information?

Yes Wyoming explicitly includes unique biometric data, defined as data generated from measurements or
analysis of human body characteristics for authentication purposes, as a covered data element through
cross-reference to the identity theft statute.”

Q4. Can government-issued IDs and/or passports contribute to triggering breach notification
requirements, or are government-issued IDs and/or passports included within the statute's definition of
covered information?

Yes Wyoming provides comprehensive coverage of government-issued IDs including driver's license
numbers, tribal identification cards, and both federal and state government issued identification cards,
which would encompass passports as a federal government issued identification card.8

Q5. Can medical information contribute to triggering breach notification requirements, or is medical
information included within the statute's definition of covered information?

Yes Wyoming explicitly includes both medical information (medical history, mental or physical condition,
medical treatment or diagnosis) and health insurance information (policy numbers, subscriber IDs, unique
identifiers, and claims history) as covered data elements.?
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Q6. Can paper records contribute to triggering breach notification requirements, or are paper records
included within the statute's definition of covered information?
No Wyoming applies only to computerized data; the breach definition and notification requirements
explicitly reference 'computerized data,' excluding paper records from coverage.2°

Q7. Can deidentified information contribute to triggering breach notification requirements, or is
deidentified information included within the statute's definition of covered information?

No Wyoming excludes redacted information from the definition of personal identifying information; data
elements that have been altered or truncated such that no more than five digits are accessible do not
constitute covered personal identifying information.2!

Q8. Can publicly available information contribute to triggering breach notification requirements, or is
publicly available information included within the statute's definition of covered information?

No Wyoming explicitly excludes publicly available information from the definition of personal identifying
information, including information contained in federal, state, or local government records or in widely
distributed media that are lawfully made available to the general public.??

Q9. Can encrypted information (if the decryption key was not or is likely to have been exposed)
contribute to triggering breach notification requirements, or is such encrypted information included
within the statute's definition of covered information?

No While Wyoming lacks an explicit encryption safe harbor, the breach definition requires that
unauthorized acquisition 'materially compromises' security and 'causes or is reasonably believed to cause
loss or injury," and notification is required only when misuse has occurred or is reasonably likely; properly
encrypted data with an unexposed key would not satisfy these harm thresholds.??

Q10. Can encrypted information (if the decryption key was or is likely to have been exposed) contribute
to triggering breach notification requirements, or is such encrypted information included within the
statute's definition of covered information?

Yes Wyoming would cover encrypted information when the encryption key was also exposed because
such acquisition would materially compromise the security, confidentiality, or integrity of the personal
identifying information and would be reasonably believed to cause loss or injury.2

Covered Entities (Q11-14)

Q11. Are Businesses subject to notification requirements?

Yes Wyoming explicitly applies notification requirements to commercial entities that conduct business in
Wyoming.?>

Q12. Are Persons (or Individuals) subject to notification requirements?

Yes Wyoming explicitly applies notification requirements to individuals (not just commercial entities) who
conduct business in Wyoming and own or license computerized data containing personal identifying
information.2¢

Q13. Are State government agencies subject to notification requirements?

No Wyoming's notification requirements apply to individuals and commercial entities that conduct
business in Wyoming; the statute does not define state government agencies as covered entities, nor
does Wyoming have a separate government agency breach notification statute.?”

Data Breach Notification Laws Survey 2026: Wyoming e Privacy Rights Clearinghouse ¢ Page 457



Wyoming
Q14. Are Local governments subject to notification requirements?
No Wyoming's notification requirements apply to individuals and commercial entities that conduct
business in Wyoming; the statute does not define local government entities as covered entities, and no
separate government breach notification statute exists.2®

Timing & Triggers (Q15-21)

Q15. Is notification triggered immediately after the discovery of the breach?

No Wyoming does not require immediate notification; notification is required 'as soon as possible' and 'in
the most expedient time possible and without unreasonable delay' after investigation determines misuse
has occurred or is reasonably likely.2°

Q16. Does the law require a risk assessment (e.g., likely harm, substantial risk of identity theft,
potential for misuse) before notification is required, or is notification automatic upon discovery of any
breach of covered information?

Yes Wyoming requires a risk assessment; entities must conduct a reasonable and prompt investigation to
determine whether misuse has occurred or is reasonably likely, and notification is only required if that
threshold is met.3°

Q17. Are there permitted delays for notification, and if so, under what conditions and for what
maximum period?

Yes Wyoming permits delays for law enforcement requests, investigation of breach scope, and system
restoration; law enforcement may delay notification in writing if notification would seriously impede a
criminal investigation.3!

Q18. Does the statute specify numeric day limits for breach notification to individuals by any covered
entities, and if so, what are the specific timeframes?

No Wyoming uses only non-numeric timing language ('most expedient time possible' and 'without
unreasonable delay') without specifying a numeric day limit.3?

Q19. What is the notification timeframe for businesses/persons to notify affected individuals (in days)?
Most expedient time possible and without unreasonable delay Wyoming requires businesses and
individuals to notify 'as soon as possible' and 'in the most expedient time possible and without
unreasonable delay' after determining misuse has occurred or is reasonably likely.3?

Q20. What is the notification timeframe for government agencies to notify affected individuals (in
days)?

Not applicable - government agencies not covered Wyoming's notification requirements do not apply to
government agencies; the statute covers only individuals and commercial entities that conduct business in
Wyoming.3*

Q21. What is the notification timeframe for third-party processors to notify data owners/licensees (in
days)?

As soon as practicable Wyoming requires third-party data maintainers to notify the business entity for

which data is maintained 'as soon as practicable' after determining personal identifying information was
or is reasonably believed to have been acquired by an unauthorized person.3
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Notification Methods (Q22-26)

Q22. Does the law permit substitute notice under certain conditions, and if so, under what specific
conditions, thresholds, or circumstances?

Yes Wyoming permits substitute notice under tiered thresholds: for Wyoming-based entities when cost
exceeds $10,000 or affected persons exceed 10,000; for non-Wyoming-based entities when cost exceeds
$250,000 or affected persons exceed 500,000; or when there is insufficient contact information.
Substitute notice requires both conspicuous website posting AND notification to major statewide media
with a toll-free number.3®

Q23. Does the law specify mail as a valid notification method?

Yes Wyoming specifies written notice as a valid notification method.3”

Q24. Does the law specify email as a valid notification method?

Yes Wyoming specifies electronic mail notice as a valid notification method.3?

Q25. Does the law specify website posting as a valid notification method?

Yes Wyoming permits website posting as part of substitute notice when the qualifying thresholds are
met.3°

Q26. Does the law specify media notification as a valid notification method?

Yes Wyoming requires notification to major statewide media as part of substitute notice, with a toll-free
phone number for individuals to learn if their data was included in the breach.

Content & Recipients (Q27-36)

Q27. Does the law specify what information about the breach incident must be included in notifications
(e.g., how breach occurred, what data was affected, timing)?

Yes Wyoming requires notifications to include: (1) toll-free contact number, (2) toll-free
numbers/addresses for major CRAs, (3) types of PIl compromised, (4) general breach description, (5)
approximate breach date, (6) actions taken to protect system, (7) advice to review accounts and monitor
credit, and (8) whether notification was delayed for law enforcement.4:

Q28. Is notification to the impacted individual required?

Yes Wyoming requires notification to affected Wyoming residents when investigation determines misuse
has occurred or is reasonably likely.*2

Q29. Does the law require sending a breach notification to a Credit Reporting Agency, and if so, what is
the threshold?

No Wyoming does not require entities to notify credit reporting agencies; the statute only requires that
consumer notifications include toll-free numbers and addresses for major CRAs so consumers can contact
them directly.*?

Q30. Is notification to the attorney general/state agency required, and if so, what is the threshold?

No Wyoming does not require notification to the Attorney General or any state agency for data
breaches.*
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Q31. Does any statute require the receiving state agency to publish or post received breach
notifications on a public website?

No Wyoming does not require AG notification, and the statute contains no provisions requiring
publication of breach notifications.*s
Q32. Must breach notifications include the specific number of individuals affected by the breach?

No Wyoming's notification content requirements do not include the number of individuals affected by the
breach.®

Q33. Does the law require a description of how the breach occurred?

Yes Wyoming requires notifications to include a general description of the breach incident.*

Q34. Does the law require notifications to include information about response actions or steps being
taken to address the breach?

Yes Wyoming requires notifications to include, in general terms, the actions taken to protect the system
from further breaches.*

Q35. Does the law require notifications to specify types of personal information compromised?

Yes Wyoming requires notifications to include the types of personal identifying information that were or
are reasonably believed to have been the subject of the breach.*

Q36. Does the law require follow-up notifications if scope changes?

No Wyoming does not require follow-up notifications if the scope of the breach changes.*°

Third-Party Requirements (Q37-39)

Q37. Does the law require third-party processors to directly notify individuals, or only notify contracting
entity?

No Wyoming requires processors to notify only the contracting business entity, not directly to affected
individuals; the statute explicitly provides that processors disclose to the business entity for which
information is maintained.5!

Q38. If processors must notify contracting entity, what is the timeframe?

As soon as practicable Wyoming requires processors to notify the contracting business entity 'as soon as
practicable' following the determination that personal identifying information was or is reasonably
believed to have been acquired by an unauthorized person.>s2

Q39. Does the law permit processors to provide breach notifications on behalf of contracting entity?

Yes Wyoming explicitly permits processors and data owners to agree on which entity will provide the
required notice, provided only a single notice is sent; if no agreement is reached, the entity with the direct
business relationship provides notice.5?

Legal Exceptions (Q40-44)

Q40. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with HIPAA breach notification requirements?
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Yes Wyoming explicitly exempts HIPAA-covered entities and business associates from state breach
notification requirements if they comply with HIPAA's breach notification requirements under 45 C.F.R.
Parts 160 and 164.5

Q41. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with GLBA breach notification requirements?

Yes Wyoming explicitly exempts GLBA-covered financial institutions and federal credit unions from state
breach notification requirements if they comply with federal financial privacy requirements under 15
U.S.C. 6801-6809 and applicable regulations.>s

Q42. Does the law explicitly provide an exemption from state notification requirements for entities
already complying with other federal breach notification regulations (excluding HIPAA and GLBA)?

No Wyoming provides exemptions only for HIPAA and GLBA compliance; the statute does not provide a
general exemption for entities complying with other federal breach notification regulations.®

Q43. Does the law explicitly provide an exemption from state notification requirements for entities that
maintain their own breach notification procedures that are equivalent to or greater than the
requirements of this state statute?

No Wyoming does not provide an exemption for entities that maintain their own breach notification
procedures equivalent to the statutory requirements.5’

Q44. Does the law provide safe harbors beyond federal compliance?

Yes Wyoming provides safe harbors beyond federal compliance: (1) good faith employee acquisition is
excluded from the breach definition, and (2) notification is only required if investigation determines
misuse has occurred or is reasonably likely, providing a risk-based safe harbor.>8

Enforcement & Remedies (Q45-50)

Q45. Does the law provide enforcement measures?

Yes Wyoming provides enforcement through the Attorney General, who may bring actions in law or
equity to address violations, ensure compliance, and recover damages; the statute notes these provisions
are not exclusive of other applicable laws.5?

Q46. Does the law provide an explicit private right of action for breach notification violations?

No Wyoming does not provide an explicit private right of action for breach notification violations; the
statute vests enforcement authority in the Attorney General. The 'not exclusive' language is a savings
clause preserving other legal remedies but does not affirmatively create a private cause of action under
this statute.®

Q47. If a private right of action exists, does recovery require proof of actual damages, or are statutory
damages and/or attorney's fees available?

N/A - no private right of action Not applicable; Wyoming does not provide a private right of action under
the breach notification statute.¢!

Q48. If a private right of action exists, are there limitations or exemptions that restrict it?

N/A Not applicable; Wyoming does not provide a private right of action under the breach notification
statute.®?
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Q49. Can Attorney General seek injunctive or other remedies?

Yes Wyoming grants the Attorney General authority to bring actions in law or equity, seek appropriate
relief to ensure compliance, and recover damages for violations of the breach notification statute.®

Q50. Does the law require credit monitoring or identity-theft protection?

No Wyoming does not require entities to provide credit monitoring or identity theft protection services;
notifications must only include advice directing individuals to remain vigilant by reviewing their own
account statements and monitoring their own credit reports.5

Endnotes:
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* 2015 Wyo. Sess. Laws ch. 65, § 1 (SF0036): https://wyoleg.gov/2015/Enroll/SF0036.pdf
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Appendix: National Comparison Maps

The following maps visualize how data breach notification requirements vary across all 50 states and the District of Columbia. Each map shows state-by-state responses
to key survey questions.

Q3: Can biometric information contribute to triggering breach notification requirements, or
is biometric information included within the statute's definition of covered information?

States where "personal information" includes biometric data (fingerprints, facial recognition, iris scans)

WYes MNo W varies

YES (22)
AR AZ CA co cT DC DE FL 1A
L LA MD NC NE NM NY OR SD
vT WA wi wy
NO (27)
AK AL GA HI D IN Ks MA ME
Mi MN MO MS MT ND NH NJ NV
OH PA RI sC N T uTt VA wv
VARIES (2)

KY OK
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Q4: Can government-issued IDs and/or passports contribute to triggering breach
notification requirements, or are government-issued IDs and/or passports included within
the statute's definition of covered information?

"Yes" indicates comprehensive coverage of government-issued IDs including both federal (passports, military IDs) and state-issued documents. "Partial"

means the state covers only some government IDs—typically driver's licenses and state IDs—but excludes others, most commonly passports.

B Yes B No W Partial

YES (24)
AL AZ CA co CcT DC DE FL 1A
LA MD MO NC NH NM OK OR sC

SD X VA vT WA wy
NO (0)
PARTIAL (27)
AK AR GA HI D IL IN KS KY

MA ME MI MN MS MT ND NE NJ

NV NY OH PA Rl TN utr  wi wv

Data Breach Notification Laws Survey 2026 e Privacy Rights Clearinghouse ¢ Page 465



QRE Privacy Rights

Clearinghouse

Q5: Can medical information contribute to triggering breach notification requirements, or
is medical information included within the statute's definition of covered information?

States where "personal information" includes medical or health information

W Yes WNo W Varies

YES (24)
AL AR AZ CA co cT DC DE FL
L MD MO MT ND NV NY OR PA
RI SD X vT WA wy
NO (26)
AK GA HI 1A ID IN KS LA MA
ME Mi MN MS NC NE NH NJ NM
OH OK sc TN uT VA wi wv
VARIES (1)

KY
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Q6: Can paper records contribute to triggering breach notification requirements, or are
paper records included within the statute's definition of covered information?

States where the law covers breaches of paper records, not just electronic data
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YES (9)
AK HI 1A IN MA NC R SC W

NO (40)
AL AR AZ CA CO CT DC DE FL
GA ID KS LA MD ME M MN MO
MS MT ND NE NH NJ NM NV NY
OH OK OR PA SD TN TX UT VA
VT WA WV wy

VARIES (2)

L KY
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Q30: Is notification to the attorney general/state agency required, and if so, what is the
threshold?

States requiring notification to the Attorney General or another state agency

W Yes WNo W Varies

YES (36)

. AL AR AZ CA co cT DC DE FL
HI 1A L IN KY MA MD ME MO
MT NC ND NE NH NJ NM NY OR
PA RI sC SD TX uTt VA vT WA

NO (12)

GA KS LA Mi MN MS NV OH TN
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Q46: Does the law provide an explicit private right of action for breach notification

violations?
States where consumers can sue directly for breach notification violations

ByYes ENo

YES (24)
AK AR CA cT DC HI L LA MA
MD MN MT NC ND NH NJ NV OR
sC SD TN VA vT WA

NO (27)
AL AZ co DE FL GA 1A ID IN
KS KY ME Mi MO MS NE NM NY

OH OK PA RI T uT wi wv wy
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Q50: Does the law require credit monitoring or identity-theft protection?

States requiring companies to provide free credit monitoring after a breach

ﬁ’“
CcT

] -

ey

Data Breach Notification Laws Survey 2026 e Privacy Rights Clearinghouse ¢ Page 470

B Yes BNo W Varies

YES (6)

CA CT DC DE MA PA

NO (44)
AK AL AR AZ co FL GA HI 1A
D IL IN KS KY LA MD ME Ml
MN MO MS MT NC ND NE NH NJ
NM NV NY OH OK OR sC SD TN

T Ut VA vT WA wi wv wy

VARIES (1)
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Q19: What is the notification timeframe for businesses/persons to notify affected
individuals (in days)?

B <30days W 31-60days M 61+ days [ No deadline

<30 DAYS (5)

31-60 DAYS (15)

How many days businesses have to notify consumers after discovering a breach
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(020 2 (23 (23 2 62

.

2" pooooooooo
.‘.“ e ESEESEEs:
g s

A

Data Breach Notification Laws Survey 2026 e Privacy Rights Clearinghouse ¢ Page 471



Amendment History

g Privacy Rights

Clearinghouse

‘When each state last amended its data breach notification law
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W 2024-2025 (@ 2020-2023 WM 2015-2019

I Before 2015

2024-2025 (7)

2020-2023 (15)

NV
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15-2019 (18)

IL Aug 2019 NJ May 2012
AR Apr 2019 MI Dec 2018 LA May 2018
IA Apr 2018 SD Mar 2018 NE Feb 2018
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