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Ransomware is a type of malware that locks 
the you out of your computer or mobile device—
demanding payment (often virtual currency like 
Bitcoin) to restore access (no guarantee you’ll 
regain access if you pay). While medical facilities, 
universities and government agencies are prime 
targets for these attacks, anyone can be a victim.
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Stay Updated
No matter which operating system you use, it’s 
important to update it and your apps regularly. As 
hackers are always finding new ways to get through 
your software’s defenses, software companies often 
release security updates to combat them. It’s best 
to set your operating system and apps to update 
automatically.

Get Protected
Make sure you have good anti-virus protection installed 
on your computer/mobile devices.

Be Careful
Don’t open email attachments from someone you don’t 
know. Even if you think you know (or actually know) 
the person who sent the email, it’s good to be careful 
before opening any attachments you weren’t expecting 
(people can make it look like the message came from 
someone that you know or the person’s account 
could’ve been compromised) so save the attachments 
to your computer and scan them with your anti-
virus before opening them. 
 
It’s also important to never open links that are in an 
email unless you’re certain they are safe.

Back It Up
Be sure to back up all your important data. While 
your computer/mobile device could be expensive, it’s 
replaceable—your data might not be. There are many 
hardware (flash drives, external hard drives), software 
(archiving or disk imaging programs) and cloud backup 
solutions to safeguard your data.
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Protecting
Privacy for All

Our 
Mission

Since 1992, Privacy Rights Clearinghouse  
has been protecting privacy for all  
by empowering individuals and  
advocating for positive change.

We focus exclusively on consumer  
privacy rights and issues, and strive  
to provide clarity on complex topics by  
publishing extensive educational materials  
and directly answering people’s questions. 
We are also amplifying the public’s voice 
through their individual stories—often 
underrepresented in policy discussions—in our  
work championing strong privacy protections.

We hope that this resource has been useful. If you would like to 
support the development and creation of further educational materials, 
please consider donating to our organization.

privacyrights.org/donate
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